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Method And System For Data Transmission With Significantly Reduced Latency

Losses

Field of the invention

The invention relates to a method and a system for data transmission from a

5 server to a client computer (hereinafter ‘client’) via the Internet.

Description of the related art

The Internet became one of the most relevant sources of information. The in-

formation is typically provided in the form of so-called websites. These websites are
selected to be displayed by a user, e.g. by entering the corresponding URL

10 into so called web browser. A web browser (commonly referred to as a ‘brows-
er’) is a software application for accessing and displaying information on the In-ternet.
The information to be displayed is provided by servers, mostly in the form of electronic
hypertext files, typically encoded in HTML (Hypertext Markup Lan-guage). Presently,

web browsers as well support other Document Standards from

15  the World Wide Web Consortium like CSS, XHTML, RDF, OWL, CSS, SVG WCAG,
JavaScript programming language files, codec files for multimedia applications and other.
In any case, the web browser retrieves the information from servers and provides it via
some user interface to the user, e.g. by displaying it on a screen. Audio and/or video

streaming data can be provided as well by controlling

20  the corresponding hardware (loudspeaker, graphic Card). Other forms of making
the information accessible to the user can be used as well, for example a re-freshable

braille display may be used.

Once a user selects a website for being displayed, the client is controlled by the

browser to load the primary data (as well referred to as primary information), for

25 example a HTML file via the internet from the respective (primary) server. In

most cases, the user enters a URL and the browser displays the information be-
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ing provided by downloading the specified HTML file from the primary location
corresponding to this URL. As usual, a URL is a reference to a web resource (for
example the file) that specifies a location of the web resource on a computer

network. The commonly accepted standard for URLs is defined in RFC 1738 (see

5 https://tools.ietf.org/html/rfc1738), but other standards may be used as well.

In many cases, the primary information on the primary server comprises links to
secondary information (i.e. links to secondary URLs) that need to be loaded from

another location, in this case thus from a secondary location. The secondary lo-

cation is the position where the client can find the secondary information. The

10 other (i.e. secondary) location is typically a different file on the same or another
server. The secondary location is mostly identified by a link or dynamically gen-erated
by a code script, again mostly in the form of an URL. This secondary in-formation may
further comprise one or more links to tertiary information that needs to be loaded

from yet another location (tertiary location). Generally, this

15  may continue until an nmax th information is loaded (nmax being an integer greater

1). In short, there may be a sequence of nmgx levels of downloads to be executed
by the client to gather all information required to assemble the entire required
information, e.g. for executing a computer program and/or rendering and/or displaying

an entire initially selected website. Each of the n-levels (1sn<nmay, n is

20 aninteger) may require one or more downloads. As apparent, each single down-
load is considered as accessing a single file from a location. Thus, the information being
required is fragmented into pieces. These pieces are distributed across several

locations. This kind of information is thus referred herein to a distributed information.

25  Completely loading a distributed information from distributed locations and thus
mostly distributed servers is time consuming. One reason is that the latency times for
every request for information from the client to one of the servers sum up. This becomes

problematic if the distances between the client and the servers
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providing the information are long, as the transmission delay becomes significant e.g.

for satellite and/or mobile connections and other long-distance connections.

Displaying an entire website is thus delayed by accessing lower level information, e.g.

the secondary (n=2) and tertiary (n=3) or quaternary information (n=4). The

5 user must wait until the downloads are completed and the bandwidth of the
network connection is not efficiently used as contacting another server to obtain the

information specified by the respective lower level URLs causes latency times.

To reduce these problems present web-browsers have a subroutine that calcu-

10 lates a sequence for accessing the different locations. This subroutine typically
has an algorithm that assigns to each piece of identified lower level information a value
of importance and is referred to as sequencing subroutine. Subsequently, the
information is loaded and displayed according to the respective values of importance:

First the highly important information and subsequently the less

15 important information is loaded and displayed. The sequencing subroutine
thus determines a sequence of importance of the identified lower level pieces of in-

formation.

For example, the sequencing subroutine may assign a high value of importance to

the information that is to be displayed in a frame of a website that is in the

20 presently selected field of view (above the fold) and a lower level of importance
to information that will become visible only if a user scrolls to another portion of the
website (below the fold) (i.e. if the user changes the field of view). Other as-pects for

assigning importance include commercial aspects, for example se-
guencing advertisements prior to other content. Another aspect for sequencing
25 may be observed or expected user behavior. Hereinafter, we will refer to these

subroutines as a “sequencing routine”, because they define the sequence in which

pieces of information are loaded by the client and optionally made availa-
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ble to the user. But sequencing subroutines do not reduce the over-all latency time which
is the cumulated latency time for downloading the entire distributed information being
defined by a source of primary information. However, a se-quencing subroutine reduces

the time a user has to wait until the most required

5 pieces of information are made available. What information the “most required”
is, depends on the intention of the provider of sequencing subroutine, as indi-cated

above.

A possibility to reduce the latency times and to use bandwidth more efficiently is

to provide a forward proxy sever that mirrors information. Typically, a forward

10  proxy server caches often searched information and provides it to clients in its
geographic vicinity, thereby reducing latency times and freeing bandwidth of long-

distance connections.

As usual, herein a proxy server is a server (a computer system or an application) that

acts as an intermediary for requests from clients seeking resources from

15  other servers. A client connects to the proxy server, requesting some service, such
as a file, connection, web page, or other resource available from a different serv-er and
the proxy server evaluates the request as a way to simplify and control its complexity.

(source: https://en.wikipedia.org/wiki/Proxy server ). A forward proxy is an internet

facing proxy server that caches data from a wide range of

20  sources. Forward proxies have been suggested in a number of patents and appli-
cations, e.g. US7793342B1, US20120209942A1, US8910255B2 to name only a very

limited number. Proxy servers are often briefly referred to as ‘proxy’.

US 9282145B2 suggests an intermediary between a browser executing client and
a webserver providing the information to be displayed on the client using the
25  browser. Intermediate injects or incorporates code fragments as these fragments

are loaded by the browser being executed on the client. The injected code is con-figured

to perform actions that modify the web page or affect some aspect of a
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resource of the web page to improve user experience. For example, the code may,
upon execution, pre-fetch a resource for faster loading at a right moment, provide
cookie management for enhanced web-based interactions, incorporate third-party

resources to a web page, or alter the characteristics of resources. In

5 certain embodiments, the code injected and delivered via a first fragment may
control how subsequent fragments are incorporated or assembled with the first
fragment. The code identifies unique identifiers or markers in the first fragment for
additional fragments, and selectively generates HTML requests to retrieve

particular fragments. The code controls loading and integration of web object

10 fragments at the client, by changing a rendering priority or characteristic of one
or more fragments. A requested web page is modified dynamically at the inter-
mediary and assembled at the client without affecting how the server generates its

web pages.

A similar attempt is suggested in US20180067909A1, again an intermediary

15 manages delivery of content to a client by incorporation of code into a webpage
to affect a loading priority or sequence of certain web object fragments on the
browser. Instead of rendering all fragments, only certain fragments are delivered and

rendered as needed, leading to bandwidth and processing efficiencies.

Summary of the invention

20 Theinvention is based on the observation that sequentially loading lower level
information, i.e. secondary, tertiary and so forth information causes relevant latency
times when displaying a website and causes secondary traffic on the re-spective data

lines, wherein secondary traffic denotes any traffic that does not

transport the required information, but instead is necessary to establish and

25 maintain the connection (handshake sequences, keep alive messages, encryption

key exchanges, etc.).
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The invention addresses the problem of reducing the time for making down-
loadable distributed information available. Solutions of the problem are de-scribed
in the independent claims. The dependent claims relate to further im-provements

of the invention.

5 The method according to the invention has a number of steps and provides for a
reduction in latency times when accessing distributed information, e.g. a webpage or
other information on the internet by a client computer via a proxy server (hereinafter

as well briefly ‘proxy’).

Initially, a client computer receives a request to download distributed infor-

10  mation. For example, the client computer may receive a request to download a
website having an URL indicating a location on a (e.g. remote) first server (e.g. for
displaying the selected website). Hereinafter, we will use the term ‘selected website’
as a pars pro toto for any kind of downloadable information being se-lected (e.g. by

the user or by a computer program executed by a computer) for

15 downloading by said request or instruction to download. This request is typically
provided to a client computer by a user employing a web-browser by selecting an URL
to be displayed, for example by simply selecting a link being displayed by the browser

in a corresponding browser window. Alternatively, a user can in most applications

directly enter a URL into a corresponding field of the browser. Other

20  human machine interfaces (HMI) may as well be used, relevant is only that dis-
tributed information is selected to be downloaded from a first webserver, wherein a
webserver herein is a synonym for any data server, except for a proxy server. This
selection can be made by a machine, as well. For example a down-

load request for loading pieces of distributed information can be generated dy-

25 namically in response to parameters in almost any programming language.

Subsequently, the client computer retrieves at least one primary piece of infor-

mation of the selected distributed information from the first webserver or a
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proxy server. These primary pieces of information may be provided via a proxy server
to the client computer. The proxy server may cache the respective pieces of
information or load it from the first webserver and may forward it to the client

computer, if no valid copy of the primary pieces of information is cached by the

5 proxy server.

These primary pieces of information include instructions for obtaining secondary
pieces of information from other locations than the respective primary piece of

information. The secondary pieces of information are thus separately down-

loadable from the first webserver or from another webserver and which second-

10  ary pieces of information itself are not comprised in the primary pieces of infor-
mation. Mostly, these secondary pieces of information are identified by a file name
(mostly including a path) and a server address. Often URLs are used to in-dicate the
locations of the primary and secondary pieces of information. The secondary pieces of

information are a part of the selected distributed infor-

15 mation and for example required to fully display a website or to complete execu-
tion of a program. This means these secondary pieces of information are to be
displayed when displaying the selected website or to be executed when running the
program, respectively. The selected website would be displayed incomplete if the

secondary or lover level pieces of information were missing. These second-

20 ary (or lower level, as explained above) pieces of information are to be distin-
guished from user selectable links in a website. To reuse the initially introduced
wording, the primary piece of information are each identifiable by a primary URL each
indicating a primary location on a webserver and each the secondary piece

of information is identifiable by different secondary URL each indicating a sec-

25  ondary location on the first or any other webserver, wherein the secondary piec-
es of information are to be loaded (and optionally displayed) when displaying (more
general loading) the distributed information comprising the primary and lower level
pieces of information. Upper levels of information thus may include at least one

instruction to load (and/or display) lower level information. For ex-



Lohr, Jostingmeier & Partner ROC 2018/02 EP -01
Page 8/42 01 August 2019

ample, the primary information may comprise an instruction to load and/or dis-play an
image in a frame of a website, wherein the image is defined by an URL or portions of a
URL. Thus, to display the website with the image, the client has to retrieve the image

data from the secondary URL. The secondary URL is in this

5 context an example of a link to a location of secondary piece of information. But
each secondary piece of information may comprise at least one link to at least one

tertiary piece of information and so on.

In this application a link to a secondary or lower level piece of information may

not be mistaken as a link being displayed in the form of meta data to a user (e.g.

10 in the form of URL) on a website that provides the user the opportunity to re-
quest displaying the information stored at the displayed URL by selecting it (typi-cally
by clinking on the link) to be displayed (or downloaded). When a user se-lects a URL,
the information being stored at the location defined by the URL is a primary piece of

information, that may comprise links to secondary pieces of

15 information. Herein the terms secondary piece of information and piece of sec-
ondary information, are used interchangeably. A secondary piece of information is a
lower level piece of information relative to the primary piece of information and an

upper level information relative to the tertiary pieces of information.

In another subsequent step, the client computer parses the primary information

20  and extracts locations of secondary pieces of information. More generally the client
computer parses upper level information and extracts locations of the next lower level
pieces of information. Based on the parsing information, the client computer determines a
sequence of importance of the secondary (and/or identi-

fied lower level) pieces of information. In other words, any secondary (and/or

25 identified lower level) piece of information is assigned a level of importance. Typ-
ically, the level of importance can be used to determine a sequence of loading the
different secondary pieces of information. Thus, a secondary piece of infor-mation

having a high level of importance can already be used, e.g. displayed (af-
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ter being downloaded), while another secondary piece of information is being

loaded.

The sequence of importance can be, e.g. a list of the identified pieces of infor-mation

being sorted according to their respective values of importance. For ex-

5 ample, that piece of information having the highest value of importance may be
on top of the list being followed by the next important piece of information and so
on. Alternatively, for example, that piece of information having the highest value of
importance may be at the bottom of the list and be preceded by the

next important piece of information and so on. In another example, the se-

10 quence in the list is arbitrary, but each piece of information is assigned a number
indicating its level of importance. It is not relevant how the sequence of im-portance is
obtained or stored, but relevant is that the more important infor-mation can be

identified and/or distinguished from less important information on said list.

15 Asindicated above a third or even lower level piece of information can already
be downloaded (and optionally be used, e.g. displayed) while another piece of

secondary information has not yet been loaded. In this last example, the instruc-tion
to load the third or lower level piece of information is comprised in a first secondary

piece of information, whereas other information may be comprised in

20 asecond secondary piece of information having a lower importance than the
first secondary piece of information and lower level pieces of information identi-fied
therein by links to further locations. Thus, a piece of information is consid-ered

identified once its location is known by the client. More generally, a piece of

information of the (n+1)th level can be comprised in a sequence of importance

25  once the piece of information of the nth level comprising the location of the

re-spective piece of information of the (n+1)th level is available to the client.
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Thus, highly important information is loaded prior and may optionally be execut-ed and/or
displayed prior to loading less important pieces of information. De-termining the
sequence of importance can be done by any suited algorithm, doz-ens have been

suggested and we will not focus on this aspect here. Only to pro-

5 vide an example, those pieces of information that are to be displayed in a center
of a user selected field of view (for example in the visible center of a browser window
or a frame) can be assigned a higher importance level and the level of assigned
importance is lowered, the farther away from the center of view the

pieces of information are to be displayed. Additional or alternative factors for

10  assigning an importance may be used as well, for example advertising infor-
mation may be assigned higher or lower levels importance than other pieces of

information.

Preferably, at the same time or already in advance, the same sequence of im-
portance of the secondary pieces of information is or has been determined by

15  the proxy server. This means that the proxy server preferably provides CPU-time to
a routine for determining the sequence of importance, wherein the routine applies the
same criteria for assigning a level of importance to the respective pieces of information
than the corresponding routine on the client computer. This implies that the proxy server

receives the location of the primary infor-

20  mation from the client computer, loads the primary information (e.g. from the
primary webserver, a proxy cache or another proxy), parses the primary infor-mation
like the client computer and extracts links to locations of secondary piec-es of

information. The sequence of importance may as well be determined by
the proxy sever subsequently, i.e. after it has been determined by the client
25  computer, but as the primary information is preferably cached by the proxy, the

sequence of importance can be determined at least in some cases in advance or in parallel

to determining the sequence of importance by the client computer.

Thus, like the client computer, the proxy computer parses the primary infor-mation

and extracts instructions to download secondary pieces of information.
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At least based on this information the proxy determines the sequence of im-portance.
Depending on the algorithm used by the client computer, the client computer may
send information for determining the sequence of importance to the proxy server. For

example, if the sequence of importance is determined

5 based on parameters like a selected field of view, the client computer may
pro-vide information about these parameters to the proxy server.

For example, the information for determining the sequence of importance may

comprise at least one of screen resolution, browser window size, browser win-

dow configuration information or the like. Preferably, the client computer pro-

10 vides these or other information for determining the sequence of importance to
the proxy server in advance and/or any change of these or other information when
they occur (e.g. due to resizing the browser window, scrolling in the win-dow or the

like).

At this point it is noted that that there are algorithms for determining a sequence

15 of importance which do not require any browser or screen information. For ex-
ample, an importance sequencing can be based on the (estimated) geographical
distance of the locations for the secondary pieces of information to a predefined
geographical location. The level of importance may decrease (or alternatively

increase) with increasing distance.

20 Preferably once at least an initial portion of the sequence of importance has
been determined by the client, the proxy sends a first data stream comprising at least
those secondary pieces of information to the client computer, which are cached by

the proxy server in the sequence of their importance to the client and
the client receives the first data stream from the proxy server. For the moment,
25  we will assume that the data stream is obtained (i.e. received) correctly and in

sequence by the client. Optional steps for detection and/or correction transmis-sion

errors are discussed below.
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The client thereby obtains all available secondary pieces of information in a sin-gle
stream in a defined sequence and is thus enabled to execute and/or display at least a
portion of the secondary information as soon as the corresponding first piece of

secondary information has been received by the client computer. The

5 secondary pieces of information are provided by the proxy sever to the client
computer in the sequence of importance, for example in the sequence they are
required for displaying the website in accordance with the underlying algorithm for

determining the importance of secondary pieces of information and optional-

ly other lower level pieces of information. In other words, the client computer

10  may identify the received secondary pieces of information by their position in
the first data stream. Preferably, each secondary or other lower level piece of
information transmitted by the first data stream is assigned a position indicator,
wherein the position indicator indicates the intended position of the respective piece

of information in the first data stream. The intended position thus corre-

15 sponds to the position of the respective piece of information in the sequence(s)
of importance. The client computer may thus preferably identify at least the sec-
ondary or more generally lower level pieces of information by the position indi-cator
being assigned to the respective piece of information in the first data stream. For

example, the first data stream may comprise a number of frames,

20  wherein the position indicator being assigned to a piece of information is sent
at a defined position in each frame and/or in each first (or mth) frame of a piece of

information and/or in each last (or mtMJast frame) of the stream that comprises at

least a fraction of the respective piece of information.

In addition or alternatively, each sent frame of a data stream may have a prefer-

25  ably unique and/or preferably consecutive frame number, enabling to identify
the content sent by transmitting said frame. Thus, if the client fails to receive a
frame or receives an incomplete or otherwise corrupted frame, the client may send
a request to the proxy to resend the respective frame. The proxy in re-sponse

resends said frame to the client, preferably via said first data stream. |
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At this point it is noted that a subroutine that parses the available pieces of in-
formation and sequences the identified locations according to the sequence of being
identified is not a sequencing subroutine in the meaning of this applica-tion. To define

is positively, a sequencing subroutine provides a sequence of im-

5 portance of identified pieces of information based on at least one variable pa-
rameter. A variable parameter is a parameter that is expected to change from client
to client. Examples for variable parameters are the geographic location of the client
relative to the proxy server, browser window size, screen resolution,

browser window configuration information or the like, to name only a few. As

10  well, expected user behavior may be variable parameter.

While sending already cached information, the proxy server may load non cached pieces
of information from remote locations into the proxy cache. In many cases loading of the
initially non cached pieces of information into the cache can be finished prior to the time

when these pieces are to be sequenced in

15 the first data stream according to their level of importance. These pieces of in-
formation are thus available (e.g. in the proxy cache) when they are to be sent by the
first data stream in accordance with the importance sequence. The sequence of
loading the non-cached pieces of information preferably corresponds to the previously

obtained sequence of importance.

20 In case not all secondary (or lower level) pieces of information are available in
the proxy cache when they are to be sequenced, the non-available pieces of in-
formation may be (preferably initially) omitted in the first data stream and each
frame of the data stream may have an object number indicating the position of

the information submitted by the respective frame in the sequence of im-

25  portance. Thus, in case for example the kth (k being a positive integer, k>0) most

important secondary piece of information is not available in the proxy cache, the proxy

sever sends in the first data stream the first to (k-1)th important pieces of information

(which are preferably available, e.g. in the proxy cache), omits the
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kth important piece of information (which is not available in the proxy cache) and
continues with the (k+1)th important piece of information (which is available in the proxy
cache) preferably in a single first data stream. Preferably in parallel, the proxy server may

download the omitted k' important piece of information

5 and add it into the first data stream, preferably as soon as it is available, e.g. in
between of two e.g. secondary pieces or other lower level pieces of information.
Alternatively, the omitted secondary piece of information can be added to the end of

the first data stream or it can be sent using a separate first data stream.

Adding the object number to the sequence frames enables the client receiving

10 the first data stream from the proxy server to identify the pieces of information
according to the importance sequence and to store and/or display it correctly. In other
words, a mismatch between the calculated sequence of importance and sequence of
information in the data stream can be identified by the client and accounted for. A

mismatch of information can be avoided.

15 At this point it should be noted that the description of the invention is based on
the assumption that the pieces of information are displayed on a screen, but the
pieces of information may as well comprise information to be converted into audible
signals. The information may as well be a computer program having sep-arately stored

subroutines. Thus, displaying is a pars pro toto and in this sense a

20  synonym for use of information, by providing information via a human machine
interface to a user. The invention is not limited to pieces of distributed infor-mation
being displayable on a screen. The only condition is that it is distributed information

as defined above.

To further decrease the time between the initial request by the user and having

25  all pieces of the distributed information e.g. required to display the selected
website, the method may further comprise updating a cache storage of the client
computer (hereinafter ‘client cache’). For example, the client cache may store at least one

secondary (as an example for any lower level) piece of information
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comprised in the first data stream and preferably a time stamp assigned to the at least
one secondary piece of information. Further, the method may comprise updating a
sent information database on the proxy server by storing an identifier for the

secondary (or lower level) pieces of information being sent to the client

5 computer and the assigned time stamp. This enables to omit in subsequent
send-ing steps, those secondary (or other low level) pieces of information in subse-
quent (and thus second) first data streams which have an identifier having as-signed

thereto a time stamp being valid, for example because the time stamp is

younger than a first threshold date. For example, the time stamp can be a valid

10 until date, i.e. indicate a point in time until which the respective piece of second-
ary information is considered to be up-to-date and in this sense valid. Alterna-tively,
the time stamp may simply be the point in time when the respective piece of
secondary information has been retrieved by the proxy or by the client. For example, a

user may request downloading a particular website at a first point in

15 time, e.g. in the morning and request downloading this particular website at a

second later point in time, e.g. in the evening. The method provides all second-ary and
lower level pieces of information when executed at the first point in time (assuming an
initially empty client cache) by the first data stream. At the later second point in time a

portion of the pieces of secondary and lower level infor-

20  mation may still be valid and stored in the client cache. Thus, when sending the
second first data stream which is sent in response to the request at the later point in
time the valid stored pieces of second (or lower level) information can be omitted and
thereby the amount of data is reduced and shorter transmission times can be

obtained.

25  Determining the validity of a piece of secondary information can be obtained by
comparing the time stamp with a threshold date. If the time stamp is younger
(optionally including equal) than a threshold date the respective piece of sec-ondary
information is valid. If the time stamp is older, the respective piece of secondary

information is not valid and thus comprised in the second first data
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stream. In the most vivid example of a valid piece of information, the assigned time
stamp is a valid until date being in the future and the threshold is the pre-sent date

and time.

The method may further comprise comparing an earlier secondary (or lower lev-

5 el) piece of information for which an identifier has been stored in the sent infor-
mation data base with a later secondary (or lower level) piece of information being
presently available under the same location from which the earlier sec-ondary (or

lower level) piece of information has been downloaded. If the com-

parison provides a difference between the first and second secondary pieces of

10 information, the proxy sever may send to the client computer another data
stream comprising the later secondary (or other lower level) piece of information and
an assigned time stamp. The another data stream may be appended to the first data
stream. It may as well be sent as a separate data stream, e.g. in parallel to the first

data stream or at any other point in time. Advantageously, the anoth-

15  er data stream may be sent at a point in time when only a fraction of the availa-
ble bandwidth of the connection between the proxy server and the client com-puter
is used. For example, after all pieces of the distributed information re-quired, e.g. to
display a selected website have been sent by the proxy server to the client and

preferably no further user request is pending, the proxy server

20 may send another data stream to the client computer. The client computer may
receive said another data stream and replace the earlier secondary piece of in-
formation in the client cache by the later secondary piece of information togeth-er

with the associated time stamp in the client cache. The sent information data

base may of course be updated accordingly. By this mechanism, the client cache

25  may updated independently from a user request and more pieces of secondary
information with a valid time stamp are available when a user requests down-loading
information, e.g. a website. Thus, the time between receiving the re-quest by the client
computer and having all required pieces of information avail-able on the client computer

is reduced. In the above example where the infor-
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mation is displayed, complete displaying can be done earlier. In a preferred ex-ample,
the second data stream does not comprise the entire second piece of secondary (or
lower level) information, but instead only those bits and/or bytes (and their

corresponding positions) that differ from the corresponding previously

5 transmitted first piece of secondary (or lower level) information. Thereby, minor
changes of a piece of secondary information cause only minimal traffic on the network

connection between the client and the proxy.

Preferably, the client comprises a received information database, being essen-
tially identical to the sent information database, at least assuming no transmis-

10 sion losses.

Primary, secondary (or lower level) pieces of information having a time stamp being
older than a second threshold date from the cache storage and the corre-sponding
identifier and the associated time stamp can be deleted from the sent information

database and from the client cache, wherein both deleting steps

15  start the same given point in time and are thus synchronized. The synchronized
deletion enables to reduce cache memory requirements while keeping the op-tional
client cache and the optional sent information database consistent (and as well the
optional received information database). The same point in time can be defined, e.g. in

a startup procedure or it can be lapse of a given time interval af-

20 ter a certain event. The certain event can be e.g. completion of the last first data
stream transmission, establishing an initial connection between the client and the
proxy server or any other point in time known to the client and the proxy server. For

example, it can be noon, or any other given time of a given day.

The above explained synchronized deleting ensures, that when processing the

25 next request, the client cache and the information about the content of the cli-
ent cache in the sent information database of the proxy stream server are con-sistent.

For example, the deleting steps can both start when a valid until day
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lapsed or when the time stamp associated to the respective piece of secondary

information is older than a given threshold date.

In a preferred embodiment, the first and/or the another data stream comprise/s a

sequence of data frames, wherein an integer positive number j with j>1 of

5 these data frames is sent by the proxy server to the client computer prior to re-
ceiving acknowledgment information sent by the client to the proxy, wherein the
acknowledgment information is an acknowledgement for receiving data frames
previously sent by the proxy server. This can be done e.g. using IP/UDP or anoth-

er protocol without frame acknowledgment instead of IP/TCP. Thus, in case a

10 frame has not been received or not been correctly received, data transmission is
not stopped. Thus, in this preferred example the first data stream is a continuous data

stream.

In a further preferred example, the client computer sends acknowledgement
information, for example after no further frames of the first data stream have

15 been received after a given amount of time. In a particular preferred example,
indirect acknowledgment information may be provided by sending a list of frame
numbers or each frame number individually, wherein the frame number(s) indi-cating
those frames that have not been received within an expected time and/or not

correctly received. This indirect acknowledgement information is as well re-

20 ferred to as negative acknowledgement and may be sent by the client computer
while the proxy server sends further data frames of the first data stream and/or
another data stream to the client computer, which is configured to receive these

further data frames. The proxy server may receive these indirect acknowledg-
ments and resend those frames that have been identified by the indirect ac-
25  knowledgment information. Resending of these frames is preferably obtained by

adding them to the first data stream, alternatively the resend frames may be sent by

any other data stream.
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For example, each frame may comprise a hash value obtained by mapping the
information of the frame by a hash function. The client may apply the same hash
function to the information of the respective frame. The client may compare the such

obtained second hash value with the received hash value. If the two hash

5 values match, the corresponding frame is considered to be received correctly. An
indirect acknowledgment message is not sent by the client. If the two hash val-ues do
not match, the frame has not been correctly received and correct receipt is not
acknowledged by sending a corresponding indirect acknowledgement in-

formation comprising the frame number of the non-correctly or a non-received

10 frame to the proxy server, which in response may retransmit the

non-acknowledged frames in the first or a second data stream.

For example, each data frame of the respective first or another data stream may comprise
position information identifying a unique position of at least a number of data frames in

the respective first or another data stream. In the simplest

15 case, the position information is simply a number indicating the position of a
frame in the sequence of frames constituting the data stream. The client com-puter
may compare the position information received with a respective data frame with the
actual position of the data frame in the sequence of received da-ta frames and

preferably determine if the position information comprised in the

20 frame matches with the position in the sequence of received frames or if does
not match. Based on the comparison the method may comprise, by the client
computer, determining the position information of data frames that have not been

received by scanning the received pieces of information for omitted posi-

tion information, e.g. not received pieces of information are those pieces where

25  consecutively received data frames fail to have consecutive position information.
The client may send the position information of the not received data frames (and/or
not correctly received data frames) to the proxy server, and in response the proxy

server may send a second data stream comprising the previously not-
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received data frames (and/or not correctly received data frames) to the client

computer and/or add the not received data frames to the first data stream.

In a particular preferred embodiment, the proxy server determines a measure of the

rate of non-received data frames (which may include the not correctly re-

5 ceived data frames) over the sent data frames in the first or another data stream
sent by the proxy to the client. Herein non-received data frames can be entirely not
received data frames and/or not correctly received data frames and/or the sum of

both. If the measure indicates a higher rate than a threshold rate, the

single stream server reduces the transmission rate of the second data stream

10 and/or further first data streams and/or further another data streams by an in-
crement. Thereby, the transmission rate is adjusted to a transmission rate that can be
maintained without significant loss of information. The number of frames that are

retransmitted is minimized.

This step of determining a measure and based on the determined measure de-

15  crease the transmission rate may be repeated regularly until the measure of the
rate of non-received data frames indicates that the rate of non-received data frames is
below a first threshold. The method may as well comprise increasing the transmission

rate by a second increment in case the measure indicates that the rate of non-received

data frames (which may include the not correctly re-

20 ceived data frames) is below a second threshold, wherein the second threshold is
below the first threshold. The second increment is preferably smaller than the first

increment.

The first and second increments may be adjusted based on an observed change

of the rate of non-received data frames for example in response to a prior reduc-

25 tion and/or increase in the transmission rate. These steps improve adapting the

transmission rate to an actually usable bandwidth of the network connection.
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Adapting the transmission rate and the steps explained in the context of adapt-ing the
transmission rate are not limited to the application of adjusting the transmission rate in
thee particular scenario of a proxy server sending pieces of information to a client

according to a sequence of importance, but can be used in

5 any other scenario in which a sender sends frames of a data stream prior to re-
ceiving acknowledgment information about the previously sent frame(s), e.g. using
IP/UDP protocol. In the context adapting the transmission rate, the sending and
receiving pieces of distributed information is only an example application.

The transmission rate of any (preferably continuous) data stream may be adjust-

10  ed to the actually available bandwidth. The only requirement is that the receiver
of the stream provides the sender information enabling to calculate a measure of the
rate of non-received data frames (which may include not correctly received data
frames) over the sent data frames in the data stream sent by the sender to the

receiver.

15  Asalready implicit, the client and single stream server are connected to a com-
puter network comprising at least one webserver configured to provide infor-mation
upon request to other computers (e.g. to the client and/or the proxy) being

connected to and which thus form part of the computer network.

Description of Drawings

20 Inthe following the invention will be described by way of example, without limi-
tation of the general inventive concept, on examples of embodiment with refer-ence

to the drawings.

Figure 1 shows a communication system with a client computer and proxy serv-er;

25  Figure 2 shows a diagram of a distributed information;
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Figure 3 shows a diagram of method for operating the communication system of

Figure 1 for providing distributed information of Fig. 2 to the client.

In figure 1 an embodiment of a communication system is shown. The system
comprises a client computer 10 and a proxy server 20. The client computer 10

5 and the proxy server are connected by a bidirectional network connection 50.
Thus, the client 10 can send messages to the proxy 20, which messages can be received
by the proxy 20. Similarly, the proxy 20 can send messages to the cli-ent 10, which
messages can be received by the client 10. A message can be for

example a request being sent by the client 10 to the proxy 20. The request can

10 e.g. be a request for sending a data stream. Any internet connection is a typical
example for the bidirectional network connection 50. Thus, the message can be e.g. a

data stream being sent by the proxy 20 to the client 10.

At least the proxy 20 is connected via at least one bidirectional network connec-tion
60 to at least one web server 30a, 30b, 30c, 30d. Hereinafter, we will simply

15  use reference numeral 30 for any webserver being configured to provide infor-
mation upon request of the proxy server 20 via the network connection 60 to the

proxy server 20.

The bidirectional network connections 50, 60 can be any kind of network con-nection.

Typical examples are an ethernet connection, Wireless Local Area Net-

20  work connection or radio frequency connections (for example 4G or 5G connec-
tions) a combination thereof or any other data transmission means enabling to send

and receive information. Only as an example, a satellite-pictogram has been indicated
in a connection line to indicate that the bidirectional network connec-tions 50, 60 can

for example include satellite connections.

25  Fig. 2 shows a block diagram of an example of distributed information 80. As ex-
plained above the distributed information 80 consists of a number of pieces of

information 81, 82a-82c, 83a-83f, 84a-84e, 85a -85f. The number of these pieces
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of information can be as little as two or greater than 10.000, but the technical effect of
speeding the transmission up increases with an increasing number of pieces of

information. Today, typical numbers are between 3 and 2000 pieces.

Each of the pieces of information 81, 82a-82c, 83a-83f, 84a-84e, 85a -85f may be

5 stored at a different location. Each of the different locations may be identified
e.g., by an URL in the corresponding upper level piece of information, 81, 82a-c, 83a-
83f, 84a-84e, respectively. For example, a primary piece of information 81 may be
stored on a first webserver 30a (Fig. 1), a first secondary (n=2) piece of

information 82a may be stored on the first webserver 30a as well, but as a sepa-

10 rate file and thus in a separate location. A second secondary (n=2) piece of in-
formation 82b may be stored on the third webserver 30c. A third secondary (n=2)
piece of information 82c may be stored on the second webserver 30b and so forth. It is
essentially regardless where a particular piece of information 81, 82a-c, 83a-83f, 84a-

84e, 85a -85f is stored, provided the location of each piece is

15  comprised in an respective upper level piece of information (as above n denotes
the level being indicated at the left hand side of Fig. 2; the term upper (lower) level
refers to a number n being smaller (bigger) than the reference to which the
comparative “upper” (“lower”) refers to). Of course, there does not exist an up-per

level for the primary piece of information.

20  For assembling the distributed information, the client may parse a primary piece
of information 81. This primary piece of information 81 comprises the locations of a
number of secondary (n=2) pieces of information 82. In the depicted exam-ple, there

are only three pieces of secondary information, but the number

“three” is just an example. In general, there is at least one piece of secondary

25 information (similarly the number of tertiary, quaternary and quinary pieces of
information is arbitrary and thus ‘at least one’). The number of secondary or other
lower level pieces of information can vary in wide range, e.g. between 1 and 10.000.

There is no conceptual upper limit of this number, only processing
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speed and bandwidth limit the number pieces of information of a lower level. Parsing

the secondary pieces of information provides the locations of the tertiary (n=3) pieces

of information and so on. In short, to obtain the location(s) of an ntjevel piece of
information one has to parse the respective upper (n-l)th level

5 piece of information to thereby extract the locations identifying the next lower

level pieces of information. The locations can be provided e.g. in the form of an URL.

The distributed information can be e.g. a computer program having different

subroutines being stored at different locations. For example, a particular subrou-

10 tine can form a piece of information. For execution of the computer program the
client requires access to all subroutines of the program. In an example, the com-puter
program may be a webpage, for example in html. For displaying the entire webpage,
the client computer requires the instructions of any piece of infor-mation being

included via a link to the respective location.

15 The method according to the invention may comprise at least one of the steps
being symbolized in Fig. 3 and enables to gather pieces of information 81, 82a-82c,

83a-83f, 84a-84e, 85a -85f forming a distributed information 80:

In a first step 101 a client computer 10 receives an instruction for downloading a piece

of primary information 81 (of a distributed information 80) from a primary

20 location. For example, a user may enter a URL into the address line of an internet

browser.

The primary piece of information 81 is obtained, e.g. from a proxy server 20 (and/or

a cache and/or the initial primary location itself) and comprises at least
one location of a secondary piece of information 82a -82c. In practice, mostly
25 there are multiple secondary pieces of information 82a -82c each having an as-

sociated location on a webserver. Herein, we will thus assume that there are

multiple secondary pieces of information 82a-c, but a single one may be suffi-
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cient. In other words, the primary piece of information 81 includes instructions for
obtaining secondary pieces of information 82a-82c, the latter being identified by a
location different from the location of the primary piece of information. The locations

of the secondary pieces of information are thus included in the primary

5 piece of information. These secondary pieces of information 82a-c are separately
downloadable from their respective different locations.

Next, in step 103, the client computer 10 retrieves the primary piece of in-formation
81 of the distributed information 80 from a webserver 30 or from the

proxy server 20 or from a client cache 11. At this point it is noted that the cli-

10 ent 10 may use the location of a piece of information (e.g. the primary piece of
information) to identify said piece of information on other locations (e.g. in the client

cache or on the proxy server).

In Step 105, the client computer 10 parses the primary piece 81 of information and at
least extracts locations of secondary pieces of information included in the

15  primary piece of information 81 and determines a sequence of importance at
least based on identified secondary pieces of information 82a-c. This step may as well
include execution of those parts of the distributed information being already available.
For example if the distributed information is a website, those frag-ments of the website
that can be displayed based on the fragments comprised in

20 the primary piece of information 81 can be displayed.

In step 205, the proxy server 20 as well parses the primary piece of infor-mation 81
and at least extracts locations of secondary pieces of information in-cluded in the

primary piece of information 81 and determines the same se-
guence of importance at least based on the secondary pieces of information 82a
25 -casthe client computer 10. The sequences of importance are thus each equiva-

lent (including identical) lists of pieces of secondary information. Next, the proxy server

20 sends a first data stream 41 comprising at least one of the secondary
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pieces of information 82a-c to the client computer 10 in the sequence of im-portance
(step 207). The client 10 in turn receives at least a portion of the first data stream 41
and preferably all pieces of secondary information 82a - 82c sent by the proxy server

20 (step 107) in the first data stream 41. The first data

5 stream 41 is preferably sent as a continuous data stream without waiting for
acknowledgement messages. For example, the first data stream 41 may be sent using

the IP/UDP-protocol.

Step 207 may as well include execution of those parts of the distributed infor-

mation 80 that became available by receiving the secondary pieces of infor-

10  mation 82a-c. In the above example, in which the distributed information is a
website, those fragments of the website that can be displayed based on the fragments
comprised in at least one secondary piece of information 82a-c can be displayed, prior
or in parallel to executing other steps. In case the distributed information is a
computer program, the available code fragments can be execut-

15 ed as soon as they are available, i.e. received by the client computer 10.

The method may continue with the steps 109 and 209 both comprising parsing the
secondary information 82a-82c for locations of tertiary information and based at
least on the instructions included in the secondary pieces of infor-mation 82a-c

determining a sequence of importance of non yet send but identi-

20 fied secondary and/or tertiary pieces of information 83a-f both, by the client
computer 10 and by the proxy server 20 (as indicated by steps 110 and 210). The proxy
server 20 can preferably parse the secondary or tertiary pieces of infor-mation 82a —

82c, 83a — 83f already in advance, i.e. at an earlier point in time

than the client 10, e.g. in parallel or even prior to start sending the first data

25  stream 41. In any case, the proxy server 20 continues sending pieces of infor-
mation 82-85 in the sequence of importance via the first data stream 41. It is not
necessary that all secondary information 82 has already been transmitted by the proxy

server 20 and received by the client 10 prior to sending tertiary or other
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lower level pieces of information 83, 84, 85. Relevant is only that the algorithm for
determining the sequence of importance by the proxy 20 provides the same
sequence as the algorithm executed by the client 10. In this sense the two se-

quencing routines are equivalent and preferably identical.

5 Further, lower level pieces of information 84a to 85f are identified in the same
way, i.e. by parsing corresponding higher level pieces of information by the client and
by the proxy (indicated by steps 11n, 21n). The proxy 20 and the client 10 can identify
the locations of a lower level piece of information symbolized by 8n,

wherein n denotes the level of the piece of information (e.g. n=4, 5, ...; then

10 8n=84, 85,...) only after having received the respective upper level piece of in-
formation. The proxy 20 preferably has the respective pieces of information in its
cache and can thus extract locations of lower level pieces already in advance. The
client, however, extracts the locations of the respective lower level piece of

information after having received those portions of the first data stream 41

15  comprising the respective upper level piece of information. Once identified, the
pieces of information 8n can be transmitted via stream 41 by the proxy 20 to the client
10 (see steps 12n, 22n). Thus, n can be increased by 1 and the method con-tinues by

repeating the steps 11n,21n, 12n 22n as 11n+1, 21n+1,12n+1 and 22n+1.

20  Preferably, after each sent piece of information 81, 82a-82c, 83a-83f, 84a-84e,
85a -85f, the proxy server may use an updated sequence of importance for se-
guencing not yet sent pieces of information in the first data stream 41. The up-dated

sequence of importance may comprise (e.g. in addition) the importance of
lower level pieces of information identified by their respective location as com-
25  prised in said each sent piece of information. Of course, the step may be omitted

after sending a piece of information which does not have an associated lower level

piece of information. Similarly, the client 10 may as well determine said
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updated sequence (or an equivalent) of importance after receipt of said sent piece

of information.

Generalizing one may summarize that the client 10 and the proxy 20 both de-termine

identical sequences of identified pieces of information. Subsequently,

5 the identified pieces of information 81, 82a-82c, 83a-83f, 84a-84e, 85a -85f are
sent by the proxy 20 to the client as a preferably continuous first data stream 41. The
client 10 may receive the stream 41 and obtains the pieces of information 81, 82a-82c,

83a-83f, 84a-84e, 85a -85f according to the sequence of im-portance.

10  While the data stream 41 is being sent and received the sequence of the pieces
of information81, 82a-82c, 83a-83f, 84a-84e, 85a -85f is continued until all piec-es of
information81, 82a-82c, 83a-83f, 84a-84e, 85a -85f of the distributed in-formation 80
are sequenced and transmitted at least essentially according to the sequence via the

first data stream 41. In the best case, all pieces of infor-

15 mation81, 82a-82c, 83a-83f, 84a-84e, 85a -85f are available in the proxy
cache 21, thus in this case the first data stream can be sent as a continuous

stream.

If one or more pieces of information are identified by the proxy but not available in

the proxy cache 21, these can be loaded from the corresponding identified

20 location while other cached and thus available pieces of information are trans-
mitted via the first data stream 41 to the client 10. For example, if a lower level (n>1)
piece of information is not yet available in the proxy cache 21 for being sent via stream

41 to the client 10 although it is sequenced to be sent next, send-
ing these pieces can be shifted to a later point in time. Thus, these non-available
25  pieces are not sent according to their position in the sequence, thereby enabling

to send available pieces via the preferably continuous first data stream 41, in-stead. At

least the non-shifted pieces of information are preferably enumerated
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according to their position in the sequence, e.g. by a number in e.g. in a header of a
frame. In other words, when sending the non-shifted and/or shifted pieces of
information, each piece of information is preferably tagged with a position identifier

which position identifier indicates the position of the respective piece

5 of information in the sequence of importance. For example, the first data stream
41 may consist of a sequence of frames. The position identifier being tag-ging each
piece of information enables the client to identify any received piece of information by
its position in the sequence of importance (e.g. by a reverse look-

up). The enumeration can be transmitted for example in a header portion pre-

10 ceding each piece of information in the first data stream 41. A number of empty
frames (or at least a frame encoding the information that a piece of information is not
yet available) can be sent instead of the not yet available piece(s) of infor-mation,
thereby maintaining synchronization of sent data and the expectation of the client

about the pieces of information being sent according to the sequence.

15 The empty frames can be identified by the client and optionally a later transmis-
sion can be requested by to the client 10 from the proxy 20. The proxy may as well
send the initially omitted pieces of information in the first or a second data stream,
once the respective pieces became available. Again, a number (or any other kind of

position identifier) may be provided, e.g. in the header of the re-

20 spective frame(s) wherein the number corresponds to the position in the initially
determined sequence. This is one possibility to enable the client to identify the

received data as the initially omitted pieced of information.

As well, the initially omitted pieces of information 8x (wherein x is an integer and
x>1) can be submitted as a subsequent second data stream 42 and may have the
25  same initiating role as the piece of primary information in the example above,

sending and receiving these initially omitted pieces of information in the second data

stream 42 is indicated as steps 230 and 130 respectively.
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More generally speaking, each upper level piece of information has an initiating role
for sending those lower level pieces of information in the first or optionally in the

second data stream 41, 42.

As depicted in Fig. 1, the client may have a client cache 11 and be configured to

5 store pieces of information received via the data stream 41 from the proxy serv-
er 20 in the client cache 11. The proxy server may comprise a sent information
database 22. The sent information database keeps track of the information being sent

to the client and thus being present in the client cache 11. Thus, a retrans-

mission of pieces of data can be avoided, by simply omitting the pieces of infor-

10  mation that are in the client cache 11 in the sequence of importance. Optionally, a
time stamp is assigned to at least one of the pieces of information stored in the client
cache 11 and the same time stamp may be stored in the sent information database. The
assigned time stamp enables to determine a time after which the cached information is no

longer considered present and accordingly the corre-

15  sponding piece of information would be included in the sequence of
importance again, if it is a part of distributed information to be made available on the

cli-ent 10.

In Fig. 3, Step 205 is indicated to be performed after step 203, but this sequence is

only an example. The sequence of importance can be generated at any time

20  once the proxy server has obtained the primary piece of information and prior to
sending the first secondary piece of information. This point in time can be even prior to
receiving the information about the primary location from the client, as a proxy
typically caches websites or other information that is expected to be re-

quested, but preferably not actually requested when being cached. Similarly

25  steps 209, 211, or more generally 21n can be performed at any time after load-
ing the respective piece of information by the proxy e.g. from the location of said
respective piece of information and prior to sending the corresponding next low-er

(‘n+1’) level pieces of information.
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Further, it has been explained with respect to steps 103 and 107 that any piece of
information may be used as intended (executed, displayed, ...) once it has be-come
available to the client computer 10. This may take place in parallel with receiving

further pieces of information 8n via a data stream, e.g. the first data

5 stream 41.
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List of reference numerals

5 sequence of importance (list)

10 client computer

11 Client cache

20 proxy computer

21 proxy cache

22 sent information database

30a to 30d web server

41 first data stream

42 second data stream

50 bidirectional network connections / data links

60a to 60d bidirectional network connections / data links

81 primary pieces of information
82a to 82c secondary piece of information 83a to
83f tertiary pieces of information 84a to 84e
guaternary pieces of information 85a to 85f
quinary pieces of information

100 a system
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Claims

1. A method for obtaining distributed information (80) by a client comput-
er (10) of a computer network, wherein the distributed information (80) comprises
pieces of information (81, 82a-c, 83a -f, 84a-e, 85a-f) and wherein which pieces of

information are identified by different locations, the method comprising:

(i) by a client computer (10): Receiving a command for downloading
distributed information (80) being identified by a primary location on a server (30a —

30e);

(ii) by the client computer (10): sending information about the primary

location to a proxy server (20);

(iii) by the proxy server (20): Receiving the information about the
pri-mary location from the client computer (10);

(iv) by the client computer (10): Retrieving at least one primary piece
of information (81) of the distributed information (80) being identified by the primary
location from the primary location and/or from a proxy server (20) and/or a client
cache (11), wherein the primary piece of information (81) includes instructions for
obtaining sec-ondary pieces of information (82a-82c) each being identified by
secondary locations, which secondary locations are different from the primary
location;

(v) by the client computer (10): Determining a sequence of im-
portance (5) of the secondary pieces of information (82a — 82c);

characterized in that the method further comprises:

(vi) by the proxy server: determining the sequence of importance (5)

of the secondary pieces of information (82a — 82c),

(vii) by the proxy server: Sending a first data stream (41) comprising at

least a portion of the secondary pieces of information (82a —c) to
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the client computer (10) wherein secondary pieces of infor-mation (82a-c) are

sequenced according to their position in the se-quence of importance (5) and

(viii) by the client computer (10): receiving the first data stream (41) and
using the sequence of importance as a look-up table to identify at least one piece of
information received via the first data stream (41) by its position in the first data

stream (41) and/or by a position indi-cator.

2. The method of claim 1, characterized in that

it further comprises, by the proxy, sending the primary information and at least one

secondary piece of information in the first data stream (41), and/or

the first data stream (41) is a continuous stream.

3. The method of claim 1 or 2, characterized in that it further comprises, in
the sending step, omitting a number of secondary pieces of information in the first
data stream (41) and enumerating the non-omitted secondary pieces of information

according to the determined sequence.

4, The method of claim 3, characterized in that, after having sent a secondary
piece of information, the proxy server (20) replaces the sequence of im-portance by an
updated sequence of importance, wherein the updated se-quence of importance
comprises an importance of at least one first tertiary piece of information and the non-
sent secondary pieces of information, wherein each of the at least one first tertiary piece
of information is identi-fied in said sent secondary piece of information by a first tertiary

location.

5. The method of one claim 4, characterized in that it further comprises by the

client computer (10) and after the client computer (10) received said
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secondary piece of information (82a-c): extracting from said received sec-ondary
piece of information (82a-c) at least one location of a tertiary piece of information
(83a-f) and determining an updated sequence of im-portance at least of the not yet
received pieces of secondary information and of the at least one piece first tertiary

piece of information (83a-f).

6. The method of claim 4 or 5, characterized in that the method steps as de-
fined in claim 4 and/or 5 are performed while the client computer (10) con-tinues to

receive the first data stream (41).

7. The method of one of claims 1 to 6, characterized in that it further
com-prises:

—updating a cache storage (11) on the client computer (10), wherein the cache storage
(11) comprises at least one secondary piece of in-formation (82a-c) and a time stamp
assigned to the at least one secondary piece of information being received as a

portion of the first data stream; and

—updating a sent information database on the proxy server (20) by storing an
identifier for the secondary pieces of information being sent to the client computer

(10) and the assigned time stamp;

—in a subsequent sending step of a subsequent first data stream (41), omitting those
secondary pieces of information (82a-c) in the sec-ond first data stream (41) which
have an identifier having assigned thereto a time stamp being older than a first

threshold date.

8. The method of claim 3, characterized in that it further comprises, compar-ing
a first piece of information (81, 82a -c, 83a-f, 84a-e, 85a-f) for which an identifier has been
stored in the sent information data base with a another piece of information (81, 82a -c,
83a-f, 84a-e, 85a-f) being presently availa-ble under the location that identified the first

piece of information, and if
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the comparison provides a difference between the two secondary pieces of
information (82a-c), sending to the client computer (10) a another data stream

comprising the another piece of information and an assigned time stamp.

9. The method of claim 3 or 4, characterized in that it further comprises
deleting secondary pieces (82a-c) of information having a time stamp being older than
a second threshold date from the cache storage and deleting the corresponding
identifier and the associated time stamp from the sent information database, wherein

both deleting steps start at the same given point in time.

10. The method of one of claims 1 to
5, characterized in that

the first and/or the another data stream comprises a sequence of data frames,
wherein a number of these data frames is sent by the proxy serv-er (20) to the client
computer (10) prior to receiving an acknowledgment for previously sent data frames

by the proxy server.

11. The method of claim 10,

characterized in that

each data frame of the respective first or another data stream comprises position
information identifying a unique position of the data frame in the respective first

data stream (41) or another data stream, and in that the client computer (10):

—compares the position information received with the respective da-ta frame with

the actual position of the data frame in the sequence of received data frames,

—based on the comparison determines the position information of data frames that

have not been received as those position infor-
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mation, where consecutively received data frames fail to have con-secutive position

information, and

—sends the position information of the not received data frames from the client

computer (10) to the proxy server (20), and

by the proxy server (20), sending a data stream comprising the previously not
received data frames to the client computer (10).

12. The method of claim 11, characterized in that

the proxy server (20) determines a measure of the rate of non-received da-ta frames
over the sent data frames in the first or another data stream and if this measure
indicates a higher rate than a threshold rate, the proxy server reduces the
transmission rate of the second data stream and/or fur-ther first data streams and/or

further another data streams.

13. The method of one of claims 1 to 7, characterized in that the step of

Re-trieving a primary piece of information comprises:

a. sending a URL identifying the primary piece of information on the

first webserver to the proxy server (20) by the client (10),

b. sending the primary piece (81) of information by the proxy serv-

er (20) to the client computer (10), and

c. receiving the primary piece of information (81) sent by the proxy
server (20) by the client (10).

14. The method of claim 13, characterized in that the proxy server (20) identi-fies
those secondary pieces of information (82a-c) not being cached by the proxy server (20)
and while sending the primary piece of information (81) the proxy server (20) sends a

download request for those secondary piec-
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es of information (82a-c) to a webserver (30a-d) having these identified secondary
pieces of information (82a-c).

15. A computer readable medium, characterized in that it comprises instruc-
tions for the client computer (10) and/or a proxy server (20) to perform the method
steps of a method according to any one of claims 1 to 4 by the cli-ent computer (10)

and/or the proxy server (20), respectively.

16. A computer, being configured to execute the steps of the proxy server (20)

and/or the client computer (10) as defined by any of the claims 1 to 14.
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Abstract

Data transmission delays can be significantly reduced by a method comprising by a
client computer 10,receiving a command for downloading distributed infor-mation 80

being identified by a primary location on a server 30a — 30e sending

5 information about the primary location to a proxy server 20, and retrieving at a
primary piece of information 81 of the distributed information 80 being wherein the

primary piece of information 81 includes instructions for obtaining secondary

pieces of information 82a-82c each being identified by secondary locations and

determining a sequence of importance 5 of the secondary pieces of infor-

10  mation 82a —82c. The proxy server as well determines the sequence of im-
portance 5 and sends a first data stream 41 comprising at least a portion of the
secondary pieces of information 82a — c to the client computer according to the

sequence

Fig. 2
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Description
Field of the inwention

[0004] The mwention relates to a methed and a system
for data transmission from a server to a dient computer
{hersinafter “chent’) via the Internet.

Description of the related art

[0002] The Internet became one of the mest relevant
sources of information. The information s typically pro-
wided in the form of so-called websites. These websites
are selected o be displayed by a user, &.g. by entering
the cormresponding URL mto so called web browser. A
web browser (commonly referred to as a ‘browser’) s a
saftware application for accessing and displaying infor-
mation on the Intemet. The information 1o be displayed
is provided by servers, mosty in the form of electronic
hyperiext fies, typically encoded in HTML (Hypersxt
Markup Language). Presently, web browsers as well sup-
port octher Document Standards from the Word Wide
Web Consortiom like C35, XHTML. RDF, OWL. C35,
SWGE WCAG, JavaScript programming language fies,
codec files for multimedia applications and other. In any
case, the web browser retrieves the mformabon from
semers and provides it via some user interface to the
user, e.g. by displaying it on a screen. Audic andior video
streaming data can be provided as well by controlfing the
comesponding hardware (loudspeaker, graphic Card).
Cither forms of making the information accessible to the
user can be used as well, for example 3 re-freshable
bralls display may be used.

[0003] ©Once a user selects a website for beng dis-
played, the client is controlled by the browser to load the
primary data {as well referred to as primary information,
for example a HTML fie via the internet from the respec-
tive (primary) server. In most cases, the user enters a
URL and the browser displays the information being pro-
wided by downloading the specfied HTML file from the
primary location comesponding to this URL. As usual, a
URL is a reference to @ web resource (for example the
file) that specifies a location of the web resource on a
computer network. The commonly accepted standand for
URLs & defined im RFC 1738 (see hi-
tpsoiftools ietf org/htmlife1738), but other standards
may be used as well

[0004] In many cases, the primary information on the
primary server comgrises links to secondary information
(i.e. links to secondary URLs) thatneed to be boaded from
anather location, m this case thus from a secondary lo-
cation. The secondary becation is the position where the
chent can find the secondary information. The ather (e,
secondary) location is typically a different file on the same
or another server. The secondary bocation s mosty iden-
tified by a link or dynamically gensrated by a code senpt,
agam mastly in the form of an URL. This secondary in-
formation may further cormprise one or more links to ter-

i

185

tiary information that needs to be loaded from yetanother
location (tertiary location). Generally, this may continue
until an fAgg,™ information is loaded (N being an inte-
ger greater 1). In short, there may be a sequence of m
levels of downloads o be executed by the client to gather
all information required to assemble the entire required
information, e.g. for executing a computer program
andfor renderng andior displaying an entire initially se-
lected website. Each of the n-levels (15050, 0 is an
integer) may require one or more downloads. As appar-
ent. each single download is considered as accessing a
single file from a locaton. Thus, the information being
required is ragmented into pisces. These pieces are dis-
tributed across several locations. This kind of information
is thus referred herein to a disfributed information.
[000F] Completely loading a distributed information
from distributed locations and thus mostly distributed
S2Mvers is time consuming. One reason is that the latency
times for every request fior information from the client o
one of the servers sum up. This becomes problematic i
the distances between the dient and the servers provid-
ing the information are long. as the ransmission delay
becomes significant e.g. for satelite andior mobile con-
nectons and other long-distance connectons.

[000&] Displayng an entire website is thus delayed by
accessing lower level information, e.g. the secondary
(=2} and tertiary (n=3) or guatemary nformation (p=4).
The user must wait until the downloads are comgleted
and the bandwidth of the network connection is not effi-
ciently used as contacting another server to obtain the
information specified by the respective lower level URLs
causes latency tmes.

[000T] To reduce these problems present web-brows-
ers have a subroutine that calculates a sequence for ac-
cessing the different locations. This subroutine typically
has an algonthm that assigns to each piece of dentifed
lower level information a walue of importance and is re-
fermed to as seguencing subroutine. Subseguently, the
information is loaded and displayed according to the re-
spective values of mportance: First the highly important
information and subseguently the less important infor-
mation is boaded and displayed. The sequencing subnou-
tine thus determines a sequence of importance of the
identified lower level pieces of information.

[0008] For example, the sequencing subroutine may
assign a high value of mporttance to the information that
is to be displayed in a frame of a website that is in the
presently sebected field of view [above the fold) and a
lower lewel of imporance to information that will become
visible only i a user scrolis to another portion of the web-
site (below the fold) (Le. f e user changes the field of
view). Other aspects for assigning importance inclde
commercial aspects, for example seguencing advertise-
ments priorto other content. Another aspectforsequenc-
ing may be observed or expected user behavior. Here-
inafter, we will refer to these subroutines as a “sequenc-
ing roufine”, because they define the sequence in which
pieces of informiation are loaded by the client and option-
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ally made avadable to the user. But seguencing subrou-
tines do not reduce the over-all latency time which is the
cumulated latency time for downloading the entire dis-
trivuted information being defined by a source of primary
information. However, a sequencing subroutine reduces
the time a user has to wait until the most required pieces
of information are made avalable. What information the
“most required” is, depends on the intention of the pro-
vider of sequencing subroutine, a5 indicated above.
[0008] A possibdity to reduce the latency times and to
use bandwidth more efficiently s to provide a forward
proxy sever that mirors information. Typically, a forward
proxy server caches ofien searched mformation and pro-
vides it to clients in its geographic vicinity, thersby reduc-
ing latency times and freeing bandwidth of long-distance
connections.

[0040] As usual. hersin a proxy serveris a server (3
computer system or an application) that acfs as am infer-
mediary for requests from clents seeking resources from
other servers. A client connects fo the proxy sernver, re-
guesting some senvice, such as a file, connection, web
page, or other resource svailable from 3 different server
and the proxy server evaluates the requesf as a way o
simplfy and control @5 complexidy. (source: hi-
tpsoifen.wikipedia.org/wikiProxy server). A forward
proxy is an intemet facing proxy server that caches data
from a wide range of sources. Forward proxies have besn
suggested in a number of patents and applications, e.g.
USTTe334281, US2012020804241, USEI10255B2 to
name onky 3 very lmited number. Proxy servers are often
briefly refemed to as ‘proxy’.

[0011] US 82B2145B2 suggests an intermediary be-
tween a browser executing client and a websemver pro-
widing the information to be displayed on the client using
the browser. Intermediate injects or incorporates code
fragments as these fragments are loaded by the browser
being executed on the client. The injected code is con-
figured to perform actions that modify the web page or
affect some aspect of a resource of the web page to im-
prowe user experience. For example, the code may. upon
execution, pre-fefch a resource for faster loading at a
rightmaoment, provide cookie management for enhanced
web-based interactions, incorporate thind-party resournc-
esto aweb page, or alter the characteristics of resowrces.
In certain embodiments, the code njected and delvered
via a first fragment may conirel how subsequent frag-
ments are incomporated or assembled with the first frag-
ment. The code identifies unigue identfiers or markers
in the first fragment for additional fragments, and selec-
tively genesrates HTML requests to reftrieve particular
fragments. The code controls leading and integration of
web object fragments at the client, by changing a ren-
dering pricrity or characteristic of one or more fragments.
A requested web page is modified dynamically at the
intermediary and assembled at the dient without affect-
ing how the senier generates its web pages.

[0012] A s=imdar attempt = suggested in
US520180087808A1. again an intermediary manages de-

i
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liwery of content to a client by incorporation of code into
a webpage o affect a loading priority or sequence of
certain web object fragments on the browser. Instead of
rendsring all fragments, only certam fragments are de-
liwered and rendered as needed. leading to bandwidth
and processing efficiencies.

Summary of the invention

[0013] The mwention is based on the chsenation that
sequentially loading lower level nformabon, i.e. second-
ary. tertiary and so forth information causes relevant la-
tency times when displaying a website and causes sec-
ondary traffic on the respective data lines, wherein sec-
ondary traffic denotes any traffic that does not transport
the reguired information, but instead is necessary to es-
tablish and maintain the connection [handshake se-
gquences, keep alive messages, encryption key exchang-
es, et

[0044] The inwention addresses the problem of reduc-
ing the time for making downboadable distributed infor-
mation available. Sohutions of the problem are described
in the independent claims. The dependent claims relate
to further improwements of the inventon.

[0043] The method according to the inwention has a
nurmber of steps and provides for a reduction in [atency
timeswhen accessing distributed mformation, e.g. aweb-
page or other nformation on the intemet by a client com-
puter wia 3 proxy server [hereinafter as well bnefly
‘proxy’).

[0046] Initialy, a client computer receives a request o
downboad distributed information. Forexample, the dient
computer may receive a request o download a website
hawing an URL indicating a lzcation on a (e.g. remote)
first server (e.g. for displaying the selected website).
Heremafter, we will use the term "selected website’ as a
pars pro tote for any kind of downloadable information
being selected (e_g. by the useror by a com puter program
executed by a computer) for downloading by said request
or instructon to download. This request is typically pro-
vided to a client computer by a user employing a web-
browser by selecting an URL to be displayed, for example
by simply selecting a link being displayed by the browser
in a coresponding browser window . Altematively, a user
can in most applications directly enter a URL into a cor-
responding field of the browser. Other human machine
interfaces (HMI) may as well be used, relevant is only
that distributed information s selecied to be downloaded
from 3 first webserver, wherein 3 websenver herein is a
synonym for any data server, except for a proxy senver.
This selection can be made by a machine, as well. For
example a download request for loading pieces of dis-
tributed information can be generated dynamically in re-
sponse to parameters in almost any programming lan-
guage.

[001T] Subseguently, the client computer retrieves at
least one primary piece of information of the selected
distributed informaticn from the first webserver or a proxy
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server. These primary pieces of information may be pro-
vided via a proxy server o the clent computer. The proxy
server may cache the respective pieces of mformation
or lzad it from the first webserver and may forward it to
the client computer, i no valid copy of the primary piecas
of information is cached by the proxy server.

[0018] These primary pieces of information inciude in-
structions for obtaining secondary pieces of information
from other locations than the respective primary piece of
information. The secondary pieces of information are
thus separately downloadable from the first websenver
or from ancther webserver and which secondary pieces
ofinformation itself are not comprised in the primary piec-
es of information. Mostly, these secondary pieces of in-
formation are identfied by a fle name (mostly including
a path) and a server address. Often URLs are used to
indicate the locations of the primary and secondary piec-
es of information. The secondary pieces of information
are a part of the selected distributed information and for
example required to fully display a website orio comgplete
execution of a program. This means these secondary
piecesof information are o be displayed when displaying
the selected website or o be executed when running the
program, respectively. The selected website would be
displayed mcom plete if the secondary or lover level piec-
es ofinformation were missing. These secondary (or low-
er level, as explained above) pieces of information are
to be distmguished from user selectable links n a web-
site. Toreuse the initially infroduced wording, the primary
piece of information are each identifiable by a primary
URL each indicating a pimary location on a websenver
and each the secondary piece of nformation is identifi-
able by different secondary URL each indicating a sec-
ondary bocation on the first or any other webserver,
wherein the secondary pieces of information are o be
loaded (and optionally displayed) when displaying (more
general koading) the distributed information comprising
the primary and lower level pieces of informaticn. Upper
lewels of information thus may include at least cne in-
struction to load (andor display) lower level informiation.
For example, the primary information may comprise an
instruction to koad and'or display an image in a frame of
a website, wherein the image is defined by an URL or
portions of a URL. Thus, to display the website with the
image, the client has to retrieve the image data from the
secondary URL. The secondary URL is in this context an
example of a iink 1o a location of secondary piece of in-
formation. But each secondary piece of mformation may
comprise at least one link o at least one teriary piece of
information and so on.

[0019] Inthis application alnk to a secondary or lower
lewvel piece of information may not be mistaken as a link
being displayed in the form of meta data to a user (e.g.
in the form of URL) on a website that provides the user
the opporunity io request displaying the information
stored at the displayed URL by selecting it (typically by
ciinking on the link) to be displayed (or downloaded).
When a user selects a URL, the information beng stored

i

iE

at the location defined by the URL is a primary piece of
information, that may comprise links to secondary pisces
of information. Herein the terms secondary piece of in-
formation and piece of secondary information, are used
interchangeably. A secondary piece of information is a
lower level pisce of nformation relative to the primary
piece of information and an upper level information rel-
ative o the tertiary pieces of information.

[0020] Inanothersubsequentstep, the client computer
parses the primary information and extracts locations of
secondary pieces of information. More generally the cli-
ent computer parses upper level information and extracts
locations of the next lower level pieces of information.
Based on the parsing information, the client computer
determines a sequence of importance of the secondary
{andfor identified lower level) pieces of mformation. In
otherwaords, any secondary (and/oridentified lower level)
piece of information is assigned a level of importance.
Typically, the level of importance can be used to deter-
mine 3 sequence of lbnading the different secondary piec-
es of information. Thus, a secondary piece of information
hawing a high level of mportance can aleady be used,
e.g. displayed (after being downloaded), while another
secondary piece of information is being loaded.

[0021] The sequence of importance can be, e.g. a list
of the identified pieces of information being sorted ac-
cording to their respective values of importance. For ex-
ample, that piece of information having the highest value
of importance may be on top of the list being followed by
the next important piece of information and so on. Alter-
natively, for example, that piece of information having
the highest value of importance may be at the bottom of
the list and be preceded by the next important piece of
information and soon. Inanother example, the sequence
in the list is arbitrary. but each piece of information =
assigned a number indicating its level of importance. It
is not relevant how the sequence of importance is ob-
tained or stored, but relevant is that the more important
information can be identified andior distinguished from
less mportant information on said Est.

[0022]) As indicated above a third or even bower level
piece of information can already be downloaded (and
optionally be used, eg. displayed) while another piece
of secondary information has not yet been loaded. In this
last example, the instuction to load the third or lower
level piece of information is comprised in afirst secondary
piece of information, whereas other information may be
comprised in 3 second secondary piece of information
having a lower importance than the first secondary piece
of information and lower level pieces of information iden-
tified therein by lnks to further kocations. Thus, a piece
of information is considered ideniiied once its location
is known by the client. More generally, 3 piece of infor-
mation of the (n+7{)® level can be comprisad in a se-
quence of importance once e pece of information of
the n™ level comprising the location of the respective
piece of information of the (n+1) level is avalable to the
client
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[0023] Thus, highly imporant information is loaded pri-
or and may eptionally be executed and/or displayed prior
to loading less important pieces of information. Deter-
mining the sequence of mportance can be done by any
suited algorithm, dozens have been suggested and we
wil not focus on this aspect here. Cnly to provide an
example, those pieces of information that are to be dis-
played in a center of a user selected field of view (for
example in the visible center of a browser window or a
frame) can be assigned a higher importance level and
the level of assigned importance is bowered, the farther
away from the center of view the pieces of information
are o be displayed. Additional or altemative factors for
assigning an importance may be used as well, forexam-
ple advertising information may be assigned higher ar
lower levels importance than other pieces of information.
[0024] Preferably, at the same time or already in ad-
vance, the same sequence of importance of the second-
ary pieces of information is or has been determined by
the prowy server. This means that the proxy semer pref-
erably prowides CPU-time to a routine for determining
the sequence of imporiance, wherein the routine applies
the same criteria for assigning a level of mportance to
the respectve pieces of information than the correspond-
ing routine on the client computer. This mples that the
proxy semver receives the location of the pimary infor-
mation from the client computer, leads the primary infor-
mation (e.g. from the primary webserver, a proxy cache
or another proxy), parses the primary information like the
client computer and extracts links to locabions of second-
ary pieces of information. The sequence of importance
may as wel be determined by the proxy sever subse-
quently. i.e. after it has been determined by the client
computer, but as the primary information is preferably
cached by the proxy. the sequence of imporance can be
determnined at least in some cases in advance or in par-
allel to determining the sequence of importance by the
chent compuber. Thus, like the client computer, the progy
computer parses the primary information and exfracts
instructions o download secondary pieces of informa-
tion.

[002F] Atleastbased on this informaton the proxy de-
termines the sequence of mportance. Depending on the
algorthm used by the chent computer, the client compu-
ter may send information for determning the sequence
of importance to the proxy server. For example, if the
sequence of importance is determined based on param-
eters ke a selected field of view, the cient computer may
provide information about these parameters to the progy
SEMVET.

[0026]) For example, the information for determining
the sequence of imporance may comprise at least one
of seresn resclution, browser window size, browser win-
dow configuration information or the like. Preferably. the
client computer provides these or other information for
determnining the sequence of importance to the proxy
server in advance and'or any change of these or other
information when they occur (2.9, due to resizing the
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browser window, scroliing in the window or the like).
[0D2T] At this point it is noted that that there are algo-
rithms for determining a sequence of importance which
do not require any browser of screen information. For
example, an imporance sequencing can b= based on
the {estimated) geographical distance of the locations for
the secondary pieces of information to a predefined ge-
ographical location. The lewel of imporance may de-
crease (or alternatively increase) with increasing dis-
tance.

[0028) Preferably cnce at least an initial portion of the
sequence of importance has been determined by the cli-
ent. the proxy sends a first data stream comprising at
least those secondary pieces of information to the client
computer, which are cached by the proxy server in the
sequence of their imporiance to the cdient and the client
receives the first data stream from the proxy server. For
the moment, we will assume that the data stream is ob-
tained (iLe. received) comecily and in seguence by the
dient. Optional steps for detection and'or correcbon
transmission emors are discussed below.

[0028] The client thereby obtains all avalable second-
ary pieces of information in a single stream in a defined
sequence and is thus enabled to execute and'or display
at least a portion of the secondary information as soon
as the comresponding first piece of secondary information
has been received by the clientcomputer. The secondary
pieces of information are provided by the proxy sever to
the client computer in the sequence of imporance, for
example in the sequence they are required for displaying
the website in accordance with the undedying algorithm
for determining the mportance of secondary pieces of
information and optionally other lower level pieces of in-
formation. In cther words, the client computer may iden-
tify the received secondary pieces of information by their
position in the first data stream. Preferably. sach sec-
ondary or cther lower level piece of information tramsmit-
ted by the first data stream s assigned a position ndica-
tor, wherein the position indicator indicates the intended
position of the respective piece of information in the first
data stream. The intended position thus comesponds to
thie position of the respective piece of information in the
sequence(s) of importance. The client computer may
thus preferably identfy at least the secondary or more
generally lower level pieces of information by the position
indicator being assigned to the respective piece of infor-
mation in the first data stream. For example, the firstdata
stream may comprise a number of frames, wherein the
position indicator being assigned to a piece of information
is sent at a defined position in each frame and/or in each
first {or m*™) frame of a piece ofinformation andfor in each
last (or mthdast frame) of the stream that comprises at
least a fracton of the respective piece of information.
[0030] In addition or alternatively, each sent frame of
a data stream may have a preferably unique andior pref-
erably consecutive frame number, enabling to identify
the content sent by fransmitting said frame. Thus, if the
client fads to receive a frame or receives an incomplete
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or otherwise cormupted frame, the client may send a re-
quest to the proxy to resend the respective frame. The
proxy in response resends said frame to the client, pref
erably via said first dats stream. |

[0D31] At this point it is noted that a subroutine that
parses the available pieces of mformation and sequenc-
es the identified locabions according to the sequence of
being identified is not a seguencing subroutine in the
meaning of this application. To define is positively, a se-
quencing subroutine provides a segquence of importance
of identified pieces of information based on at least one
variable parameter. A variable parameter is a parameter
that is expected to change from client to client Examples
for variable parameters are the geographic location of
the dclient relative to the procy server, browser window
size, screen resolution, browserwindow configuration in-
formation or the like, to name only a few_ As well, expect-
ed user behavior may be variable parameter.

[0032] Whie sending already cached information, the
proxy senver may boad non cached pieces of information
from remiote locations into the proxy cache. In many cas-
es loading of the initially non cached pieces ofinformation
into the cache can be finished prior to the time when
these pieces are to be sequenced in the first data stream
according to their level of imporance. These pieces of
information are thus available {e.g. in the proxy cache)
when they are to be sent by the first data stream in ac-
cordance with the importance sequence. The sequence
of bnading the non-cached pieces of information prefer-
ably cormesponds to the previcusly obtained sequence
of importance.

[0033] Incasenotall secondary {or lower level) pieces
of information are available in the progy cache when they
are o be seguenced, the non-available pieces of mfor-
mation may be (preferably initially) omitted in the first
data stream and each frame of the data stream may have
an object number mdicating the position of the nforma-
tion submitted by the respective frame in the sequence
of importance. Thus, in case for example the k' {k being
a positive integer, k=) most important secondary piece
of information is not available in the proxy cache, the
proxy sever sends in the first data stream the first to (k-
1™ imporant pieces of information (which are preferably
available, e.g. i the proxy cache), omits the k™ important
piece of information (which is not available in the proxy
cache) and continues with the {k+1)¥ important piece of
information (which is available in the prosy cache) pref
erably in a single first data stream. Preferably in parallel,
the proxy server may download the omitted k' important
piece of information and add it inte the first data stream,
preferably as soon as it is available, 2.g. in between of
two e.g. secondary pieces or other lower level pieces of
information. Altematively, the omitted secondary piece
of mformation can be added to the end of the first data
stream or it can be sentusing a separate first data stream.
Adding the object number to the sequence frames ena-
bles the client receiving the first data stream from the
proxy senver to identify the pieces of information accond-

ki

T8

ing to the importance sequence and to store and/or dis-
play it correctly. In other words, a mismatch betwesn the
calculated sequence of mportance and sequence of in-
formation in the data stream can be identified by the client
and accounted for. A mismatch of information can be
awoided.

[0034] Atthis point it should be noted that the descnip-
tion of the invention is based on the assumption that the
pieces of information are displayed on a screen, but the
pieces of information may as well comprise information
to be converted inte audible signals. The information may
as well be a computer program having separately stored
subroutines. Thus, displaying is a pars pro tote and in
this sense a synonym for use of information, by providing
information wia a human machme interface to auser. The
invention is not limited to pieces of distibuted information
bieing displayable on a screen. The only condition s that
itis distributed information as defined abowe.

[0033] To further decrease the time between the initial
request by the user and having all pieces of the distrib-
uted information e.g. required to display the selected
website, the method may further comprise updating a
cache storage of the client computer (hereinafter ‘client
cache'). For example, the client cache may store at least
one secondary (3as an example for any lower level) pisce
of information comprised n the first data stream and pref-
erabdy a time stamp assigned to the at leastone second-
ary piece of information. Further, the method may com-
prise updating 3 sent information database on the procy
semver by storing an identifier for the secondary (or lower
level) pieces of information being sent to the client com-
puter and the assigned time stamp. This enables te omit
in subsequent sending steps, those secondarny |or other
low level) pieces of information n subsequent (and thus
sepond) first data streams which have an identifier having
assigned thersto a ime stamp being valid, for example
because the tme stamp is younger than a first threshold
date. For example, the time stamp can be a valid until
date, i.e. indicate a pointin time until which the respective
piece of secondary information is considersd to be up-
to-date and in this sense valid. Alternatively, the time
stamp may simply be the pointin time when the respec-
tive piece of secondary information has been remeved
by the proxy or by the client For example, a user may
request downboading a particular website at a first point
in time, &.g. in the moming and request downleading this
particular website at a second later point in time, &.9. in
thie evening. The mathod provides all secondary and low-
er level pieces of nformation when executed at the first
point n time (assuming an initially empty cient cache)
by the first data stream. At the later second point in time
a portion of the pieces of secondary and lower level in-
formation may still be valid and stored in the client cache.
Thus, when sending the second first data stream which
is sent in response to the request at the later point in time
the valid stored pieces of second (or kower lewvel) infor-
mation can be emitted and thereby the amount of data
is reduced and shorter transmission times can be ob-
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tained.

[0036] Determming the validity of a piece of secondary
information can be cbtaned by comparing the time stamp
with a threshold date. If the time stamp is younger (op-
tionally including equal) than athreshold date the respec-
tive piece of secondary information is valid. i the time
stamp is older, the respective piece of secondary infor-
mation is not valid and thus comgrised in the second first
data stream. In the most vivid example of a valid piece
of information, the assigned time stamp s a valid until
date being in the future and the thresheold is the present
date and time.

[003T] The method may further comprise comparnng
an earlier secondary (or lower level) piece of information
for which an identifier has been stored in the sent mfor-
mation data base with a later secondany (or lower level)
piece of information being presently available under the
same location from which the earfier secondary (or lower
lewel) piece of information has been downloaded. If the
comparison provides a diference between the first and
second secondary pieces of information, the proxy sever
may send to the client computer another data stream
comprising the later secondary (or other lower bevel)
piece of information and an assigned tme stamp. The
another data stream may be appended to the first data
stream. [t may as well b= sent 35 a separate data stream,
g.g. in parallel to the first data stream or atany other point
in time. Advantagecusly. the ancther data stream may
be sent at a point in time when only a fraction of the
available bandwidth of the connection between the proxy
semver and the client computeris wsed. Forexample, after
all piecas of the distributed nformation reguired, eg. to
display a selected website have been sent by the proxy
semver to the client and preferably no further user request
is pending, the proxy server may send another dafa
siream to the client computer. The dient computer may
receive said another data stream and replace the earlier
sepondary piece of information in the client cache by the
later secondary piece of information together with the
associated ime stamp n the chent cache. The sent in-
formation data base may of course be updated accord-
ingly. By this mechanism, the chient cache may updated
independenty from a user request and more pieces of
secondary information with a valid time stamp are avail-
able when a user requests downloading infarmation, e.g.
a website. Thus, the time between receiving the request
by the client computer and having all required pieces of
information available on the client computer is reduced.
In the abowe example where the information is displayed,
complete displaying can be done earier. In a prefemsd
example, the second data stream does not comprise the
entire second piece of secondary (or bower level) nfor-
mation, but instead only those bits and/or bytes {and their
comesponding positions) that differ from the cormespond-
ing previously transmitted first piece of secondary (or low-
er level) information. Thereby, minor changes of a piece
of secondary information cause only minimal traffic on
the network connection betwesn the client and the proxy.

i

15

[0038] Preferably, the client comprises a receved in-
formation database. being essentially identical to the sent
information database, at least assuming no fransmission
loszes.

[0033] Primary, secondary (or lower level) pieces of
information having a time stamp being older than a sec-
ond thresheold date from the cache storage and the cor-
responding identifier and the associated time stamp can
be deleted from the sent information database and from
the client cache, wherein both deleting steps start the
Same given point in time and are thus synchronized. The
synchronized deletion enables to reduce cache memony
requirements while keeping the cptional dient cache and
the optional sent information database consistent (and
as well the optional received nformation database). The
same point in time can be defined, &.g. in a startup pro-
cedure or it can be lapse of a given time nterval after a
certain event. The cerain event can be e.g. completon
of the |last first data stream transmission, establishing an
initial connection between the dient and the proxy server
or any other point in time known to the client and the
proxy senver. For example, it can be noon, or any other
giwen time of a given day.

[0040] The above explained synchronized deleting en-
sures, that when processing the next request. the client
cache and the information about the content of the client
cache in the sent information database of the proxy
stream server are consistent. For example, the deleting
steps can both startwhen a valid until day lapsed orwhen
the time stamp associated to the respective piece of sec-
ondary information is clder than a given threshold date.
[0041] In a preferred embodiment, the first and/or the
another data stream comprise/s a seguence of data
frames, whersin an nteger positive number | with j=1 of
these data frames is sent by the proxy semver to the dient
computer prior to receiving acknowledgment information
sent by the client o the proxy, wherein the acknowbedg-
ment nformation = an acknowledgement for receiving
data frames previously sent by the proxy senver. This can
be done eg. using IF/UDP or ancther profocol without
frame acknowledgment mstead of IPFTCP. Thus, in case
a frame has not been received or not been comectly re-
ceived, data ransmission is not stopped. Thus, in this
prefemed example the first data stream is a continucus
data stream.

[0042] In a further prefemred example. the client com-
puter sends acknowledgement information, for example
after no further frames of the first data stream have been
received after a given amount of time._ In a particular pre-
ferred example, indirect acknowledgment information
may be provided by sending a list of frame numbers or
each frame number indwidually, wherein the frame
number(s) mdicating those frames that have not been
received within an expected tme and/or not comectly re-
ceived. This indirect acknowledgement mformation is as
well referred to as negative acknowledgement and may
be sent by the dient computer while the proxy server
sends further data frames of the first data stream andfor
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anaother data stream to the cient computer, which is con-
figured to receive these further data frames. The proxy
seMver may receive thess indirect acknowledgments and
resend those frames that have been identified by the in-
direct acknowledgment information. Resending of these
frames is preferably obtained by adding them to the first
data stream, altematvely the resend frames may be sent
by any cther data stream.

[0043] Forexample, each frame may comprise ahhash
value obtained by mapping the information of the frame
by a hash function. The client may apply the same hash
function te the information of the respective frame. The
chient may compare the such obtained second hash value
with the received hash walue. I the two hash values
match, the cormesponding frame is considered to be re-
ceived comectly. An indirect acknowledgment message
is not sent by the client. If the two hash values do not
match, the frame has not been comectly received and
comect receipt is not acknowledged by sending a corme-
sponding indirect acknowledgement information com-
prising the frame number of the non-comectly or a non-
received frame to the proxy server, which in response
may retransmit the non-acknowl=dged frames in the first
or @ second data stream.

[0044] Forexample, =ach data frame of the respective
first or another data stream may comprise pesition infor-
mation identifying a unigue position of at least a number
of data rames in the respective first or another data
siream. In the simplest case, the position information is
simply a number indicating the position of a frame in the
sequence of frames constituting the data stream. The
client computer may compare the position information
received with a respective data frame with the actual po-
sition of the data frame in the sequence of received data
frames and preferably determine if the position informa-
tion comprised in the frame matches with the position in
the sequence of received frames or if does not match.
Based on the comparison the method may comprise, by
the chent computer, determining the posifion information
of data frames that have not been received by scanning
the received pieces of information for omitted position
information. e.g. not received pieces of information are
those pieces where consecutively received data frames
fail to have consecutive positon information. The client
may send the position information of the not received
data frames (and/or not correctly received data frames)
to the procy senver, and in response the progy senver
may send a second data stream comprising the previ-
ously not-received data frames (andior not comectly re-
ceived data frames) to the clent computer andior add
the not receved data frames to the first data stream.
[0043]) Ina particular preferred embodiment, the proxy
server determines a measure of the rate of non-received
data frames (which maynclede the not comectyreceived
data frames) ower the sent data frames in the first or an-
other data stream sent by the proxy to the client Hersin
non-received data frames can b= entirely not received
data frames andior not comectly recened dats frames
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and/or the sum of both. |f the measure indicates a higher
rate than a threshold rate, the single siream server re-
duces the transmission rate of the second data stream
andfor further first data streams and/or further another
data streams by an increment. Thereby, the transmission
rate is adjusted to a transmission rate that can be main-
tained without significant loss of information. The numier
of frames that are retransmitted is minmized.

[0046] This step of determming a measwre and based
on the determined measure decrease the ransmission
rate may be repeated regulary wntd the measure of the
rate of non-received data frames indicates that the rate
of non-received data frames is below a first threshold.
The method may as well comprise increasing the trans-
mission rate by a second increment in case the measure
indicates that the rate of non-receved data frames {which
may include the not comectly received data frames) s
below a second threshold, wherein the second threshold
isbelow the first threshold. The second increment is pref-
erably smaller than the first increment.

[0047] The first and second nerements may be adjust-
ed based on an cbserved change of the rate of non-re-
ceved data frames for example in response to a prior
reduction andior ncrease in the transmission rate. These
steps improve adapiing the transmission rate to an ac-
tually usable bandwidth of the network connection.
Adapting the transmission rate and the steps explaned
in the context of adapting the transmission rate are not
limited to the application of adjusting the transmission
rate in thee particular scenario of a proxy server sending
pieces of information to a client according to a sequence
of importance, but can be used in any other scenario in
which a sender sends frames of a data stream prior 1o
receiving acknowledgment information about the previ-
ously sent frame(s). e.g. using IP/UDP protocol. In the
context adapting the transmissicn rate, the sending and
receiving pieces of distributed information is only an ex-
ample application. The transmission rate of any (prefer-
ably continuvous) data stream may be adjusted to the ac-
tually available bandwidth. The only requirement is that
the receiver of the stream provides the sender informa-
tion enabling to calculate a measure of the rate of non-
received data frames (which may include not comectly
received data frames) ower the sent data frames in the
data stream sent by the sender to the receiver.

[0048] As already implicit, the client and single stream
senver are connected to a computer network comprising
at least one webserver configured to provide information
upon request to other computers (e.g. to the dient and'or
the proxy ) being connected to and which thus fomm part
of the computer network.

Description of Drawings

[0049] In the following the invention will be described
by way of example, without limitation of the general in-
ventve concept, on examples of embodiment with refer-
ence to the drawings.
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Figure 1 shows a communication system with a client
computer and proxy server;

Figure 2 shows a diagram of a distributed informa-
tion;

Figure 3 shows a diagram of method for operating
the communication system of Figure 1 for providing
distributed information of Fig. 2 to the dient.

[0030] In figure 1 an embodiment of 3 communication
system is shown. The system comprises a client compu-
ter 10 and a prowy senver 20. The chent computer 10 and
the proxy senver are connecied by a bidirecbonal network
connection 50. Thus, the client 10 can send messages
to the proccy 20, which messages can be received by the
proxy 20. Similary, the proxy 20 can send messages to
the client 10, which messages can be received by the
client 10. A message can be for example a request being
sent by the disnt 10 to the proxy 20. The request can
e.g. be a request for sending a data stream. Any intemet
connection is a typical example for the bidirectional net-
work connection 50. Thus, the message can be eg. a
data stream being sent by the proxy 20 o the client 10
[0031] At least the proxy 20 is connected via at least
one bidirectional network connection 80 to at keast one
webserver 30a, 30k, 20c, 304. Hereinafier, we will simply
use reference numeral 30 for any webserver being con-
figured to provide information upon request of the proxy
sener 20via the network connection 60 to e proxy seme-
er 20.

[0032] The bidirectional network connections 50, 60
can be any kind of network connection_ Typical examples
are an ethemet connection, Wirsless Local Area Network
connection or radio frequency connections (for example
43 or 515 connections) a combination thereof or any other
data transmission means enabling to send and receive
information. Only as an example, a satelite-pictogram
has been indicated in a connection line to indicate that
the bidirectional network connections 50, 60 can for ex-
ample include satellite connections.

[0033] Fig. 2 shows a block diagram of an example of
distributed information 30. As explained above the dis-
trivuted nformation 80 consists of a number of pieces of
information 81, B2a-B2¢, B3a-83f, 84a-94e, 352 -B5f. The
number of these pieces of mformation can be as litte as
two or greater than 10,000, but the technical effect of
speeding the ransmission up increases with an increas-
ing number of pieces of nformaton. Today, typical num-
bers are between 3 and 2000 pieces.

[0034] Each of the pieces of nformation B1, B2a-B2c,
B3a-B3f, B843-B4e, 353 -B5f may be stored at a diffierent
lozation. Each of the diffierent locations may be identified
e.g.. by an URL in the cormesponding wpper level piece
ofinformation, 81, B23-¢, B3a-83f, B4a-04e, respectively.
For example, a primary piece of information B1 may be
stored on a firstwebserver 30a {Fig. 1), a first secondary
[m=2) piece of information B2a may be stored on the first
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websemver 30a as well, but as a separate fie and thus in
a separate location. A second secondary (n=2) piece of
informiation 92t may be stored on the third webserver
30c. A third secondary (n=2) piece of information 82¢
may be stored on the second websemnvver 30b and so forth.
It is essentially regandless where a particular piece of
informiation 81, 82a-c, 83a-93f, B4a-Bde, B5a -B5f s
stored, provided the lecation of each piece 5 comprised
in an respective upper level piece of information (as
abowve n denotes the lewel being indicated atthe left hand
side of Fig. 2; the term upper (lower) level refers to a
number n being smaller (bigger) than the reference fo
which the comparative “upper” (lower”) refers to). Of
course, there does not exist an upper level for the pimary
piece of nformation.

[0035] For assembling the distributed nformation, the
client may parse a primary piece of information B1. This
primary piece of nformation 81 comprises the locations
of a number of secondary (n=2) pieces of mformation 82.
In the depicted example, there are only three pisces of
secondary information, but the number “three” is just an
example. In general, thers is at l=ast one pisce of sec-
ondary information (simiary the number of tertiary, gua-
temary and quinary pieces of information is arbitrary and
thus "at least one'’). The number of secondary or other
|wer level pieces of information can vary in wide range,
e.g. between 1 and 10.000. There is no conceptual upper
limit of this number, only processing speed and band-
width limit the number pieces of information of a lower
lewel. Parsing the secondary pieces of information pro-
vides the locations of the tertiary (n=3) pieces of infor-
mation and so on. In short, to cbiain the location]s) of an
n'devel piece of information one has to parse the re-
spective upper (n-10 level piece of information to there-
by exract the locations identifying the next lower level
pieces of information. The locations can be provided e.g.
in the fomm of an URL.

[00F6] The distributed information can be e.g. a com-
puter program having different subroutines being stored
at different locations. For example, a particular subrou-
tine can form a piece of information. For execution of the
computer program the client requires access to all sub-
roeutines of the program. In an example, the computer
pregram may be a webpage. for example in himl. For
displaying the entire webpage, the client computer re-
quires the instructions of any piece of information being
included via a link to the respective location.

[0037] The method according to the inventon may
comprise at least one of the steps being symbolzed in
Fig- 3 and enables o gather pieces of information 81,
B2a-B2c, B33-B3, B4a-B4e, BSa-B5fforming a distributed
informiation 30

In a first step 101 a client computer 10 receives an in-
struction for downloading a piece of pimary information
B1 {of a distributed information 30) from a primary loca-
tion. For example. a user may enter a URL into the ad-
dress line of an internat browser.

[0038] The primary piece of infoemation B1 is obtained,
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e.g. from a proxy sereer 20 (andlor a cache andior the
initial primary location itseff) and comprises at least one
location of a secondary piece of mformation 32a -32c. In
practice, mostly there are multiple secondary pieces of
information 82a -32¢ each having an associated location
on a webserver. Herein, we will thus assume that there
are multiple secondary pieces of information 82a-c, but
asingle one may be sufficient In other wards, the primarny
piece of mformation 81 includes instructions for obtaining
secondarny pieces of information E2a-82c, the latter being
identified by a location different from the location of the
primary piece of information. The locations of the sec-
ondary pieces of information are thus included in the pri-
mary piece of information. These secondary pieces of
information 82a-c are separately downboadable from
their respectve different locations.

[0038] Mext, in step 103, the dient computer 10 re-
trieves the primary piece of information 81 of the distrib-
uted information 80 from awebserver 30 or from the proxy
semer 20 orfrom a client cache 11. Atthis point it is noted
that the client 10 may use the location of a piece of in-
formation {e.g. the pimary piece of information ) to iden-
tify said piece of information on other locations (eg. in
the client cache or on the proxy server).

[0060] In Step 105, the client computer 10 parses the
primary piece 31 of information and at least extracts lo-
cations of secondary pieces of information included in
the primary piece of information 81 and determines a
sequence of importance at least based on identified sec-
ondary pieces of information 832a-c. This step may as
well include executon of those parts of the distributed
information being already available. For example if the
distributed information is a website, those fragments of
the website that can be displayed based on the fragments
comprised in the primary piece of information 81 can be
displayed.

[0061] In step 2035, the prowy server 20 as well parses
the primary piece of information 81 and at least extracts
lozations of secondary pieces of information included in
the primary piece of information 81 and determines the
same sequence of importance at least based on the sec-
ondary pieces of information £2a-c as the client computer
10. The sequences of mportance are thus each eguiv-
alent (including identical) lists of pieces of secondary in-
formation. Mext, the proxy semver 20 sends a first data
stream 41 comgrising at least one of the secondary piec-
es of nformation B2a-c to the client computer 10 in the
sequence of imporance (step 207). The client 10 n tum
receives at least a portion of the first data stream 41 and
preferably all pieces of secondary information 82a - B2c
sent by the proxy senver 20 (step 107) in the first data
stream 41. The first data stream 41 is preferably sent as
a continuous data siream without waiting for acknowl-
edgement messages. For example, the first data stream
41 may be sent using the |IPIUJDP-protocol.

[0062] Step 207 may aswellinclede execution of those
parts of the distributed information B0 that became avail-
able by recening the secondary pieces of information
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B2a-z¢. In the above example, n which the distibuted
information is 3 website, those fragments of the website
that can be displayed based on the fragments comgrised
in at l=ast one secondary piece of nformation 823-c can
be displayed, prior or in parallel to executing other steps.
In case the distributed information is a computer pro-
gram, the available code fragments can be executed as
soon as they are available, i.e. received by the dientcom-
puter 10.

[0063] The method may continue with the steps 108
and 208 both comprising parsing the secondary informa-
tion B2a3-B2c for locations of tertiary information and
based atleast on the instructons ncluded in the second-
ary pieces of information 82a-c determining a sequence
of importance of non yet send but identified secondany
and/or tertiary pieces of information 33a-f both, by the
dient computer 10 and by the proxy sereer 20 {as indi-
cated by steps 110 and 210). The prosy semeer 20 can
preferably parse the secondary or tertiary pieces of in-
formation 82a - B2¢. 33a - B3f akeady in advance, i.e. at
an earlier point in time than the client 10, e.g. in parallel
or even prior to start sending the first data stream 41. In
any case, the proxy server 20 continues sending pisces
of information 82-85 in the sequence of mportance via
the first data stream 41. It is not necessary that all sec-
ondary information 32 has already been transmitted by
thie prooy server 20 and received by the client 10 priorfo
sending tertiary or other lower level pieces of information
B3, B4, B5. Relevant is only that the algonthm for deter-
mining the sequence of importance by the proey 20 pro-
wvides the same sequence as the algorithm executed by
the client 10. In this sense the two sequencing routines
are equivalent and preferably identical.

[0D64] Further, lower level pieces of information B4a
to 85f are identified in the same way, i.e. by parsing cor-
responding higher level pieces ofinformation by the client
and by the proxy (indicated by steps 1 1n. 21n). The proxy
20 and the dient 10 can identify the locations of a lower
level piece of information symbalized by 8n, wherein n
denaotes the level of the piece of information {(eg. n=4,
5, __: then Bn=B4, B5, ) only after hawing received the
respectve upper level piece of information. The proxy 20
preferably has the respective pieces of information in its
cache and can thus extract locations of lower level pisces
already in advance. The client, however, extracts the lo-
cations of the respective lower level piece of information
after hawing received those portions of the first data
siream 41 comprising the respective upper level piece
of information. Once identified, the pieces of information
Bn can be ransmitted via stream 41 by the proxy 20 fo
the client 10 (see steps 12n, 22n). Thus, n can be in-
creased by 1 and the method continues by repeating the
steps 11n.21m, 12n 22n a5 11n+1, 21n+1.12n+1 and
22n+1.

[0065] Preferably, after each sent piece of informaton
B1.82a-82c, B33-83F B4a-B4e B5a-B5f the proxy server
may use an updated seguence of importance for se-
guencing not yet sent pieces of nformaton in the first
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data stream 41. The wpdated sequence of importance
may comprise (e.3. in additon) the importance of lower
level pieces of information identified by their respective
location as comprised i said each sent piece of nfor-
mation. Of cowrse, the step may be omitted after sending
apiece of information which does not have an assocated
lower level piece of nformation. Similarly, the client 10
may a5 well determine said updated sequence (or an
equivalent) of importance after receipt of said sent piece
of information.

[0D6&] Generalizingone mayswmmanze that the client
10 and the proxy 20 both determine identical sequences
of identified pieces of information. Subsegquently, the
identified pieces of information B1, 82a3-82c, B3a-B3f,
B4a-B4e, BIa -BEf are sent by the proxy 20 to the client
as a preferably continuous first data stream 41. The client
10 may receive the stream 41 and obfains the pieces of
information 81, §2a-32c, 83a-32f, B43-34e, 35a -B5f ac-
cording to the seguence of mportance.

[006T] Whie the data stream 41 is being sent and re-
ceived the sequence of the pieces of informationd 1, 82a-
B2c, 33a-83f B4a-84e, 352 -B5fis continued until all piec-
es of informationE 1, 823-82c, B3a-831, B4a-84e, 853 -B5f
of the distributed information B0 are seguenced and
transmitted at least essentially according to the sequence
via the first data stream 41. In the best case, all pieces
of informationB1, B2a-82c, 93a-93f, B4a3-B4e, B5a -B5F
are available in the proxy cache 21, thus in this case the
first data stream can be sent as a conbinuous stream.
[0068] I one or more pieces of information are identi-
fied by the proxy but not avalable in the prozy cache 21,
these can be loaded from the comesponding dentified
lozation while other cached and thus avaiable pieces of
information are transmitted via the first data stream 41
to the client 10. For example. if a lower level (n>1) piece
of information is not yet avalable in the proxy cache 21
for being sent via stream 41 to the client 10 althouwgh it
is sequenced to be sent next. sending these pieces can
be shifted to a later point in time_ Thus, these non-avail-
able pieces are not sent according to their pesition in the
saquence, thersby enabling to send avalable pieces via
the preferably continuous first data stream 41, instead.
At least the non-shified pieces of information are prefer-
ably enumerated according to their position in the se-
quence, &.9. by a numiber in 2.g. in a header of a frame.
In ctherwaords, when sending the non-shifted and/or shift-
ed pieces of information, each piece of information is
prefierably tagged with a pesition identifier which position
identifier indicates the position of the respective piece of
information in the sequence of importance. Forexample,
the first data stream 41 may consist of 3 sequence of
frames. The position identifier being tagging each piece
of information enables the client fo identify any received
piece of information by its position in the sequence of
importance (e.3. by a reverse look-up). The enumeration
can be transmitied for example in a header portion pre-
ceding each piece of information in the first data stream
41. A number of empty frames (or at least a frame en-
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coding the information that a piece of information = not
yet available) can be sent instead of the not yet avalable
piece(s) of information, thereby maintaining synchroni-
zation of sent data and the expectation of the client about
thie pieces of information being sent according to the se-
quence. The empty frames can be identified by the dient
and cptonally a later fransmission can be requested by
to the client 10 from the procy 20. The proxy may as well
send the initially omitted pieces of information in the first
or a second data stream, once the respective pieces be-
came avaidable. Again, a number (or any other kind of
paosition identifier) may be provided, e.g. in the header of
thie respective frame(s jwherein the number comesponds
to the position in the initially determined sequence. This
is one possibfity to enable the client to identfy the re-
ceived data as the initially omitted pieced of information.
[D06S] As well, the initially omitted pieces of informa-
tion Bx (wherein xis aninteger and x>1) can be submitted
as a subseguent second data stream 42 and may have
thie same initiating role as the piece of primary information
in the example above, sending and receiving these ini-
tially omitted pieces of information in the second data
stream 42 is indicated as steps 230 and 130 respectively.
[00T0] More generally speaking, each upper lewel
piece of information has an initiating role for sending
thiose lower level pieces of information in the frst or op-
tionally in the second data stream 41, 42.

[00T1] AsdepictedinFig. 1. the client may have a dient
cache 11 and be configured to store pieces of information
received via the data stream 41 from the proxy server 20
in the client cache 11. The proxy senver may comprse a
sent mformation database 22. The sent information da-
tabase keeps frack of the information being sent 1o the
clientand thus being present in the cientcache 11. Thus,
a retransmission of pieces of data can be avoided, by
simgly omitting the pieces of information that are in the
dient cache 11 in the seguence of importance. Option-
ally, a ime stamp is assigned to atleastone of the pieces
of information stored i the dientcache 11 and the same
tme stamp may be stored in the sent information data-
base. The assigned time stamp enables to determine a
time after which the cached information s no longer con-
sidered present and accordingly the comesponding piece
of information would be included in the sequence of im-
portance again, i it s a part of distributed nformation 1o
be made avaiable on the client 10.

[007T2] In Fig. 3, Step 205 s mdicated to be perfomed
after step 203, but this sequence is only an example. The
sequence of importance can be generated at any time
once the proxy server has obtained the primary piece of
information and prior to sending the first secondary piece
of information. This point in time can be even prior to
receiving the mformabon about the primary location from
thie client, as a proxy typically caches websites or other
information that is expected to be reguested, but prefer-
ably not actually requested when being cached. Similarty
steps 208, 211, or more generally 21n can be performed
at any time after loading the respective piece of informa-
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tion by the proxy e.g. from the bocation of said respective
piece of information and prior to sending the cormespond-
ing next lower {'n+1") level pieces of information.

[0073] Further, it has been explained with respect to
steps 103 and 107 that any piece of information may be
used as intended {executed, displayed, ...) once it has
become available to the client computer 10. This may
take place in parallel with receiving further pieces of in-
formation 3n via a data stream, e.g. the first data stream
41

List of reference numerals

[00T4]

5 sequence of importance (list)

10 client computer

1 Client cache

20 proXy computer

21 proxy cache

22 sent infermation database

30ato 30d  web server

41 first data stream

42 second data stream

50 bidirectional network connections | data
limks

G0ato 60d  bidirectional network connections [/ data
limks

81 primary pieces of mformation

Blato B2c  secondary piece of information
B3a to B3  tertiary pieces of information
Bda to Bde  guatemary pieces of information
B5a to BSf  quinary pieces of information
100 a system

Claims

1. A method for obtaining distributed information (80}
by a client computer (10} of a computer network,
wherein the distnbuted information (30) comprises
pieces of nformation (81, B2a-c, 83a . B4a-=, 85a-
f) and wherein which piecas of information are iden-
tified by different locations, the method comprising:

{i) by a dient computer (10} Receiving a com-
mand for downloading distibuted information
{80} being identified by a prmary bocation on a
server (A0a - 30e)

{ii) by the client computer | 10): sending informa-
ticn abiout the primary location to 3 proxy server
{20k

{iii) by the proxy sereer (20): Receiving the in-
formation about the primary location from the
client computer (10);

() by the client computer (10): Refrieving at
least one primary piece of mformation (B1) of
the distributed information (30) being identified

i

78

13

by the primary location from the primary location
andfor from a proxy server (20) andfor a dient
cache {11}, wherzin the primary piece of infor-
mation {B1) includes instructions for cbiaming
secondary pieces of information (B23-B2c) each
being identified by secondary locations, which
secondary kocations are different from the pri-
mary lacation;

(v} by the client computer (10): Determining a
sequence of importance (5) of the secondary
pieces of information (82a - 82c);

characterized in that the method further comprises:

{wi} by the prowy server: determining the se-
guence of importance (5) of the secondary piec-
es of imformation (B2a - 32¢),

{wil) by the proxy server: Sending a frst data
stream (#1) compnsing at least a porbion of the
secondary pieces of information (32a - ¢ to the
client computer (10) wherein secondary pieces
of information (32a-c) are sequenced according
to their position in the sequence of imporance
{5)and

{will) by the clent computer {10}): receiving the
first data stream (41) and using the seguence
of importance as a look-up table to identfy at
least one piece of information received via the
first data stream (41) by its positon n the first
data stream (41) andior by a position indicator.

The method of claim 1, characterized in that

it further comprises, by the proxy, sending the pri-
mary mformation and at least one secondary piece
of infermation in the first data stream (41). and/or
the first data stream (41) is a continwous stream.

The method of claim 1 or 2, characterized in that
it further comprises, in the sending step, omitting a
nurmber of secondary pieces of information in the
first data stream (41) and enumerating the non-omit-
ted secondary pieces of nformation according to the
determinad sequence.

The method of claim 3. characterized in that, after
having sent a secondary piece of information, the
proxy server (20} replaces the sequence of impor-
tance by an updated sequence of importance,
wherein the updated sequence of importance com-
prises an importance of atleastone firstteriary pisce
of infarmation and the non-sent secondary pieces of
information, wherein each of the at least one first
tertiary piece of information i identified in said sent
secondary piece of information by a first tertiary lo-
cation.

The method of one claim 4, characterized in that it
further comprises by the client computer (10) and
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after the client computer (10) received said second-
ary piece of informaton (823-c): extractng from said
received secondary piece of mformation (82a-c) at
lzast one location of a tertiary piece of information
{83a-f) and determining an updated sequence of im-
portance at least of the not yet received pieces of
secondary imformation and of the at least one piece
first tertiary piece of information (B3a-).

The method of claim 4 or 5, characterized in that
the method steps as defined in claim 4 and/or 5 are
performied while the client computer (10) conBinues
o receive the first data stream (41).

The method of one of claims. 1 to 6, characterized
in that it further comprises:

- updating a cache storage (11) on the client
computer (10), wherein the cache storage (11)
comprises atleast one secondary piece of infor-
mation {82a-¢) and a time stamp assigned to the
at least one secondary piece of information be-
mg received as a porion of the first data stream;
and

- updating a sent information database on the
proxy senver (20) by storing an identifier for the
secondary peces of information being sent to
the dient computer {10) and the assigned fime
stamp:

- in a subsequent sending step of a subseguent
first data stream (4 1), omitting those secondary
pieces of mformation (E2a-c) in the second first
data stream (41) which have an identifier hawing
assigned thereto 3 time stamp being older than
a first threshold date.

The methed of claim 3, characterized in that it fur-
therzomprises, comparing afirstpiece ofinformation
{81,82a -, B3a- 84a-., 85a-f) forwhich an identifier
has been stored in the sent information data base
with 3 another piece of information (31, B2a ¢, 83a-
f. Bd4a-e, B5a-f) being presently available under the
location that identfied the first piece of information,
and if the comparison provides a diference betwesn
the two secondary pieces of information (B2a-c),
sending to the dient computer (10) 3 anether data
stream comprising the another piece of information
and an assigned time stamp.

The method of claim 2 or 4, characterized in that
it further comprises deleting secondary pieces (82a-
c) of information having a time stamp being clder
than a second threshold date from the cache storage
and delefing the corresponding identifier and the as-
sociated tme stamp from the sent information data-
base, wherein both deleting steps start at the same
given point in ime.
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The method of one of claims 1 to 5,

characterized in that

the first and/or the another data stream comprises a
saquence of data frames, wherein a number of these
data frames is sent by the proxy semeer (20) to the
chient computer {10) prior to receiving an acknowl-
edgmentfor previously sent dataframes by the proxy
SETVET.

The method of claim 10,

characterized in that

each data frame of the respective first or another
data streamn comprises position information identify-
ing a unigue position of the data frame in the respec-
twe first data stream (41) or another data siream,
and in that the dient computer (10):

- compares the position information received
with the respective data frame with the actal
position of the data frame in the sequence of
received data frames,

- based on the comparison determines the po-
sition mformation of data frames that have not
een received as those position information,
where consscutively received data frames fail
to hawe consecutive position information, and

- sends the position information of the not re-
ceved data frames from the client computer (10)
to the proxy server (20, and

by the procy server (20), sending a data stream com-
prising the previously not received data frames o
the client computer | 10).

The method of claim 11, characterized in that

the proxy server (20) determines a measure of the
rate of non-received data frames over the sent data
frames in the first or ancther data stream and if this
measure indicates a higher rate than a threshaold
rate, the proxy server reduces the transmission rate
of the second data stream and/or further first data
streams andor further another data streams.

The method of one of claims 1 to 7. characterized
in that the step of Refreving a primary piece of in-
formation comprises:

a. sending a URL identifying the primary piece
of information on the first websener to the proxy
server (20) by the client (10),

b. sending the primary piece (81) of information
by the proxy server (20) to the client computer
{10}, and

o receiving the primary piece of information (81)
sent by the proxy sereer (20) by the client (10).

14. The method of claim 13, characterized in that the

proxy server (20) identifies those secondary pieces
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of information (32a-c) not being cached by the proxy
server (20) and while sending the pamary piece of
mformation (31) the proxy sereer (20) sends 3 down-
koad request for those secondary pieces of mforma-
tion (82a-c) to a webserver {30a-d) having these
wientified secondary pieces of informaton (B2a-c).

A computer readable medium, characterized in
that it comprises instructions for the dient computer
{10} and/ora proxy server (20 to perform the method
steps of 3 method according to any one of clams 1
to4 by the client computer [ 10)andior the proxy sens-
er (20). respectively.

16. A comguber. being configured to execute the steps

of the proxy senver (20) andfor the client computer
{10} as defined by any of the claims 1 to 14.

w
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Method and System for Data Transmission with Significantly Reduced Latency

Losses

Field of the invention

The invention relates to a method and a system for data transmission from a

server to a client computer (hereinafter ‘client’) via the Internet.

Description of the related art

The Internet became one of the most relevant sources of information. The in-
formation is typically provided in the form of so-called websites. These websites
are selected to be displayed by a user, e.g. by entering the corresponding URL
into =0 called web browser. & web browser {commaonly referred to as a *brows-
er'} is a software application for accessing and displaying information on the In-
ternet. The information to be displayed is provided by servers, mostly in the form
of electronic hypertext files, typically encoded in HTML (Hypertext Markup Lan-
guage), Presently, web browsers as well support other Document Standards from
the World Wide Web Consartium like C55, XHTML, RDF, OWL, C55, 5VG WCAG,
lavaScript programming language files, codec files for multimedia applications
and other. In any case, the web browser retrieves the information from servers
and provides it via some user interface to the user, e.g. by displaying it on a
screen. Audio and/for video streaming data can be provided as well by controlling
the corresponding hardware {loudspeaker, graphic Card). Other forms of making
the information accessible to the user can be used as well, for example a re-

freshable braille display may be used.

Once a user selects a website for being displayed, the client is controlled by the
browser to load the primary data (as well referred to as primary information), for
example a HTML file via the internet from the respective (primary) server. In

most cases, the user enters a URL and the browser displays the information be-
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ing provided by downloading the specified HTML file from the primary location
corresponding to this URL, As usual, a URL is a reference to a web resource (for
example the file) that specifies a location of the web resource on a computer
network, The commaonly accepted standard for URLs is defined in RFC 1738 (see
httos:/ftocls.ietf.org/html/rfc1738), but other standards may be used as well.
Maost operating systems have standards for defining a location even on different
computers using a path. Well known examples are defined by POSIX (e.g. “host-
name:/directorypath/resource”) or Microsoft Window’s UNC, short for Universal
Maming Convention [“\\HostName[@55L][@Port]\SharedFolder\Resource”).
Additional examples are provided by

https:/fenwikipedia.org/wiki/Path (computing) (retrieved on July 20, 2020).

In many cases, the primary information on the primary server comprises links to
secondary information (e.g. links to secondary URLs or to another identifier of
the secondary information) that need to be loaded from another location, in this
case thus from a secondary location. The secondary location is the position
where the client can find the secondary information [assuming there is no proxy
server involved). The ather (i.e. secondary) location is (strictly references) typi-
cally (to) a different file on the same or anather server. The secondary location is
mastly identified by a link or dynamically generated by a code script, again most-
Iy in the form of an URL. This secondary information may further comprise one or
more links to tertiary information that needs to be loaded from yet another loca-
tion (tertiary location). Generally, this may continue until an A information is
loaded {Nmax being an integer greater 1). In short, there may be a sequence of
Amay levels of downloads to be executed by the client to gather all information
required to assemble the entire required information, e.g. for executing a com-
puter program and/or rendering and/or displaying an entire initially selected
website, Each of the n-levels (15n5ma 1 15 an integer) may require one or more
downloads. As apparent, each single download is considered as accessing a sin-

gle file from a location. Thus, the information being required is fragmented into

PCT/EP2O20MTI554
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pieces, These pieces are distributed across several locations, This kind of infor-

mation is thus referred herein to a distributed information,

Only to avoid confusion, herein the term location be it a first location, a second
location or a lower level location is the information where a piece of information
can at least in principle be obtained from (downloaded). A location may com-
prise an identifier of the filesystem (i.e. the computer, typically in the form of an
IP-address and/or any other address for identifying a computing device). Further,
the location may comprise (in addition or alternatively) information about the
place of the data on the computer, This place can be identified e.g. by a local
path of a file on the host of the file system, as well as by a port or any similar
means. Briefly summarizing a location provides host information, for example a
host IP and the local path or any other identifier of the piece of information (e.g.
an 1D, enabling to retrieve the information in a database system on said host),
One possibility to identify a location is an URL, but other formats, e.g. as defined
by POSIX standards can be used as well. A knowledge of a location thus provides
the possibility to find a file being stored in a computer network at the respective
location, Assuming the client is authorized to access the file knowledge of the

location enables the access.

Completaly loading a distributed information from distributed locations and thus
mostly distributed servers is time consuming. One reason is that the latency

times for every reguest for information from the client to one of the servers sum
up. This becomes problematic if the distances between the client and the servers
providing the information are long, as the transmission delay becomes significant

e.g. for satellite and/or mobile connections and other long-distance connections.

Displaying an entire website is thus delayed by accessing lower level information,
e.g. the secondary (n=2) and tertiary (n=3) or quaternary information {(n=4). The

user must wait until the downloads are completed and the bandwidth of the
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network connection is not efficiently used as contacting another server to obtain
the information specified by the respective lower level URLs causes latency

tirmes.

To reduce these problems present web-browsers have a subroutine that calcu-
lates a sequence for accessing the different locations. This subroutine typically
has an algorithm that assigns to each piece of identified lower level information a
value of importance and is referred to as sequencing subroutine. Subsequently,
the infarmation is loaded and displayed according to the respective values of
importance: First, the highly important information and subsequently the less
important information is loaded and displayed. The sequencing subroutine thus
determines a sequence of importance of the identified lower level piecas of in-

formation.

For example, the sequencing subroutine may assign a high value of importance
to the information that is to be displayed in a frame of a website that is in the
presently selected field of view (above the fold) and a lower level of importance
to information that will become visible only if a user scrolls to another portion of
the website (below the fold) (i.e. if the user changes the field of view). Other as-
pects for assigning importance include commercial aspects, for example se-
quencing advertisements prior to other content. Another aspect for sequencing
may be observed or expected user behavior, Hereinafter, we will refer to these
subroutines as a “sequencing routine”, because they define the sequence in
which pieces of information are loaded by the client and optionally made availa-
ble to the user. But sequencing subroutines do not reduce the over-all latency
tirme which is the cumulated latency time for downloading the entire distributed
information being defined by a source of primary information. However, a se-
quencing subroutine reduces the time a user has to wait until the most required

pieces of information are made available, What information the “most required”

PCT/EP2R2NTT1IS54
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is, depends an the intention of the provider of sequencing subroutine, as indi-

cated abave,

A possibility to reduce the latency times and to use bandwidth more efficiently is
to provide a forward proxy sever that mirrors information. Typically, a forward
proxy server caches often searched information and provides it to clients in its
geographic vicinity, thereby reducing latency times and freeing bandwidth of

long-distance connections.

As usual, herein o proxy server is a server application or applionce that acts as an
intermediary for requests from clients seeking resources from servers that pro-
vide those resources. A praxy server thus functions on behalf of the client when
requesting service, potentially masking the true origin of the request to the re-
source server. Instead of connecting directly to a server that can fulfill o request-
ed resource, such as a file or web page for example, the client directs the request
to the proxy server, which evaluates the request and performs the required net-

work transactions., (source: https:/fen wikipedia.org/wiki/Proxy server, re-

trieved an July 237, 2020). A forward proxy is an internet facing proxy server that
caches data from a wide range of sources. Forward proxies have been suggested
ina number of patents and applications, e.g, UST793342B1, US20120205942A1,

LISB910255B2 to name only a very limited number. Proxy servers are often brief-

Iy referred to as ‘proxy’.

LS 9,282,145 B2 suggests an intermediary between a browser executing client
and a webserver providing the information to be displayed on the client using
the browser. Intermediate injects or incorporates code fragments as these frag-
ments are loaded by the browser being executed on the client. The injected code
is configured to perform actions that modify the web page or affect some aspect
of a resource of the web page to improve user experience. For example, the code

may, upon execution, pre-fetch a resource for faster loading at a right moment,
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provide cookie management for enhanced web-based interactions, incorporate
third-party resources to a web page, or alter the characteristics of resources. In
certain embodiments, the code injected and delivered via a first fragment may
control how subsequent fragments are incorporated or assembled with the first
fragment. The code identifies unigque identifiers or markers in the first fragment
for additional fragments, and selectively generates HTML requests to retrieve
particular fragments. The code controls loading and integration of web object
fragments at the client, by changing a rendering priority or characteristic of one
or more fragments. A requested web page is modified dynamically at the inter-
mediary and assembled at the client without affecting how the server generates

its web pages.

A similar attempt is suggested in US201800679094A1, again an intermediary
manages delivery of content to a client by incorporation of code into a webpage
to affect a loading priority or sequence of certain web object fragments on the
browser. Instead of rendering all fragments, only certain fragments are delivered

and rendered as needed, leading to bandwidth and processing efficiencies.

The teaching of US 2011/0082924 A aims for reducing the transmitted volume of
streaming data like e.g. video data, in a communication network, Based on the
observation that the volume of streaming data increases with increasing encod-
ing bit rate means are suggested to reduce the encoding bit rate. For example, in
an embodiment the bit rate at which a video data stream is sent is artificially
reduced, to thereby motivate the receiving client to reduce the requested reso-
luticn of the video encoding. Further, it is suggested to intercept an HTTP mani-
fest file being sent from a server to the client by an intermediate and to edit the
manifest file by the intermediate to delete URI's that identify video streams hav-
ing a high encoding bit rate. As a result, the option of requesting a higher encod-

ing bit rate is not available to the client,

PCT/EP2020/071554
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With the increasing use of point to point encryption in any web-based communi-
cation content alteration by traffic intercepting intermediates becomes extreme-
Iy difficult as it requires enormous computational effort to break commonly used
encryption methods, the most prominent being the RSA-algorithm. Further, traf-
fic interception and in particular alteration is praohibited in most countries and in

some punished as crime.

Summary of the invention

The invention is based on the observation that sequentially loading lower level
infarmation, i.e. secondary, tertiary and so forth information causes relevant
latency timeas when displaying a website and causes secondary traffic on the re-
spective data lines, wherein secandary traffic denotes any traffic that does not
transport the required information, but instead is necessary to establish and
maintain the connection (handshake sequences, keep alive messages, encryption

key exchanges, etc.).

The invention addresses the prablem of reducing the time for making down-
loadable distributed information available, Solutions of the problem are de-
scribed in the independent claims. The dependent claims relate to further im-
provements of the invention. Embodiments of the invention include a method
for exchanging data between a client and a proxy-server, a computer readable
medium comprising instructions for performing the method steps to be per-
formed by the client and/or the proxy server, as well a computing device being
configured to execute the method steps to be executed by the client or by the

prowy server of by both.

The method according to the invention has a number of steps and provides for a
reduction in latency times when accessing distributed information, e.g. a
webpage or other information on the internet by a client computer via a prosy

server (hereinafter as well briefly ‘proxy’).
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Initially, a client computer receives a request to download distributed infar-
mation. The request being received may comprise a primary location on a server,
wherein the primary location identifies the distributed infarmation. For example,
the client computer may receive a request to download a website having an URL
indicating a location on a (e.g. remote) first server (e.g. for displaying the select-
ed website). Hereinafter, we will use the term ‘selected website’ as a pars pro
toto for any kind of downloadable information being selected (e.g. by the user or
by a computer program executed by a computer) for downloading by said re-
quest or instruction to download. Examples for downloadable information are
accounting data, manufacturing process data, weather data, stock exchange da-
ta, business information, probe and/or sensor output data, websites, video and
audio data, etc. to name only a few. In particular it is noted that the aption of
providing the primary location with the request is only an example. In an alterna-
tive example the primary location may always be the same and be stored in the
client computer; in this last listed alternative, the request is simply a triggering

event to initially load or to update the distributed information.

In the framework of web-technology, this request is often provided to a client
computer by a user employing a web-browser by selecting an URL to be dis-
played, for example by simply selecting a link being displayed by the browserina
corresponding browser window, Alternatively, @ user can in most applications
directly enter a location (e.g. in the form of an URL) into a corresponding field of
the browser, Other human machine interfaces (HMI) may as well be used, rele-
vant is only that distributed information is selected to be downloaded from a
first webserver, wherein a webserver herein is a synonym for any data server,
except for a proxy server. This selection can be made by a machine, as well, be it
another computer or the client computer itself. For example, a download re-
quest for loading pieces of distributed information can be generated dynamically

in response to parameters in almost any programming language. In another ex-

554
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ample, a user starts a database query and the requested information is distribut-

ed over a number (at least one) of remaote data servers

Subsequently, the client computer retrieves at least one primary piece of infor-
mation of the selected distributed information from the first webserver ora
proxy server. These primary pieces of information may be provided via a proxy
server to the client computer. The proxy server may cache the respective pieces
of information or load it from the first webserver and may forward it to the client
computer, if no valid copy of the primary pieces of information is cached by the

PrOxy Server.

These primary pieces of information include instructions for obtaining secondary
pieces of information from other locations than the respective primary piece of
information. The secondary pieces of information are thus separately down-
loadable, mostly in the form of separately downloadable files. These secondary
pieces of information can for example be downloaded from the first webserver
ar fram another webserver, The secondary pieces of information itself are not
comprised in the primary pieces of information. Meostly, these secondary pieces
of information are identified by a file name (mostly including a path) and a server
address. Often URLs are used to indicate the locations of the primary and sec-
andary pieces of information, but other standards of indication (file) locations in

computer networks can be used as well.

The secondary pieces of information are a part of the selected distributed infor-
mation and for example required to fully display a website or to complete execu-
tion of a program. This means these secondary pieces of information are to be
displayed when displaying the selected website or to be executed when running
the program, respectively. The selected website would be displayed incomplete

if the secondary or lover level pieces of information were missing,.
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A vivid example for a secondary piece of information is a picture being embed-
ded in a wehsite, wherein the picture itself is not included in the primary piece of
infarmation but is downloaded when executing an instruction to download the
image from a secondary location. Another vivid example for a secondary piece of
information may be a separately stored subroutine or a separately stored library
being required for the execution of a computer program. In yet another example,
a secondary piece of information may be an array (e.g. a table) or a field of an
array of a database. |n the latter case the secondary location identifies the loca-

tion of the data base and the table or field of the table.

Thesze secondary (or lower level, as explained above) pieces of information are to
be distinguished from user selectable links in a website, To reuse the initially in-
troduced wording, the primary pieces of information are each identifiable by a
separate primary location (e.g. by a primary URL).Each secondary piece of infar-
mation is identifiable by a different secondary location (e g. by a secondary URL
or any other location identifier, regardless of the standard being applied), where-
in the secondary location may indicates where the respective secondary piece of
infarmation is (initially) stored; in other words where the secondary plece of in-
formation could be retrieved else than on the proxy-server, hence the first or any
ather webserver and the carresponding path information, The secondary pieces
of information are to be loaded (and optionally displayed) when displaying (mare
general loading) the distributed information comprising the primary and lower
level pieces of information. Upper levels of information thus may include at least
one instruction to load (and/or dizplay) lower level information. For example, the
primary information may comprise an instruction to load and/or display an im-
age in a frame of a website, wherein the image is defined by an URL or porticns
af a URL. Thus, to display the website with the image, the client has to retrieve
the image data from the secondary URL. The secondary URL is in this context an

example of a link to a location of secondary piece of information. But each sec-
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andary piece of infarmation may comprise at least one link to at least one ter-

tiary piece of information and so on,

In this application a link to a secondary or lower level piece of information may
not be mistaken as a link being displayed in the form of meta data to a user [e.g.
in the form of URL) on a website that provides the user the opportunity to re-
quest displaying the information stored at the displayed URL by selecting it (typi-
cally by clinking on the link) to be displayed (or downloaded). When a user se-
lects a URL, the information being stored at the location defined by the URLis a
primary piece of information, that may comprise links to secondary pieces of
information. Herein the terms secondary piece of information and plece of sec-
ondary information, are used interchangeably, A secondary piece of infarmation
i5 a lower level piece of information relative to the primary piece of information

and an upper level information relative to the tertiary pieces of information.

In another subsequent step, the client computer parses the primary information
and extracts locations of secondary pieces of information. Meore generally the
client computer parses upper level information and extracts locations of the next
lower level pieces of information. Based on the parsing information, the client
computer determines a sequence of importance of the secondary (and/or identi-
fied lower level) pieces of information. In other words, any secondary (and/or
identified lower level) piece of information is assigned a level of importance. Typ-
ically, the level of importance can be used to determine a sequence of loading
the different secondary pieces of information. Thus, a secondary piece of infor-
mation having a high level of importance can already be used, e.g. displayed (af-
ter being downloaded), while another secondary piece of information is being
loaded.

The sequence of importance can be, e.g. a list of the identified pieces of infor-

mation being sorted according to their respective values of importance, For ex-

PCT/EP202000T1554
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ample, that piece of information having the highest value of importance may he
on top of the list being followed by the next important piece of information and
s0 an. Alternatively, for example, that piece of information having the highest
value of importance may be at the bottom of the list and be preceded by the
next important piece of information and so on. In another example, the se-
guence in the list is arbitrary, but each piece of information is assigned a number
indicating its level of importance. It is not relevant how the sequence of im-
portance is obtained or stored, but relevant is that the more important infor-
mation can be identified and/or distinguished from less important information

on said list,

As indicated above a third or even lower level piece of information can already
be downloaded (and optionally be used, e.g. displayed) while another piece of
secondary information has not yet been loaded. In this last example, the instruc-
tion to load the third or lower level piece of information is comprised in a first
secandary piece of information, whereas other information may be comprised in
a second secondary piece of information having a lower importance than the
first secondary piece of information and lower level pieces of information identi-
fied therein by links to further locations, Thus, a piece of information is consid-
ered identified once its location is known by the client, Mare generally, a piece of
information of the (n+1)" level can be comprised in a sequence of importance
once the piece of information of the 7™ level comprising the location of the re-

spective piece of infermation of the (n+1)" level is available to the client.

Thus, highly important information is loaded prior and may optionally be execut-
ed and/or displayed prior to loading less important pieces of information. De-
termining the sequence of importance can be done by any suited algorithm, doz-
ens have been suggested and we will not focus on this aspect here. Only to pro-
vide an example, those pieces of information that are to be displayed in a center

of a user selected field of view (for example in the visible center of a browser

PCT/EP2OZHMTISSS
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window or a frame) can be assigned a higher importance level and the level of
assigned importance is lowered, the farther away from the center of view the
pieces of information are to be displayed. Additional or alternative factors for
assigning an importance may be used as well, for example advertising infor-
mation may be assigned higher or lower levels importance than other pieces of

information.

Preferably, at the same time or already in advance, the same sequence of im-
partance of the secondary pieces of informatian is ar has been determined by
the proxy server. This means that the proxy server preferably provides CPL-time
to a routine for determining the sequence of importance, wherein the routine
applies the same criteria for assigning a level of importance to the respective
pieces of information than the corresponding routine on the client computer.
Application of the ‘same criteria’ can be summarized as executing the same algo-
rithm by the proxy server {or an equivalent algorithm) than the client computer
does when determining the sequence of importance. This implies that the proxy
server receives the location of the primary information from the client computer,
loads the primary infarmation (e.g. from the primary webserver, a proxy cache or
another proxy), parses the primary information like the client computer and ex-
tracts links to locations of secondary pieces of information. The sequence of im-
portance may as well be determined by the proxy sever subsequently, i.e, after it
has been determined by the client computer, but as the primary information is
preferably cached by the proxy, the sequence of importance can be determined
at least in some cases in advance or in parallel to determining the sequence of
importance by the client computer. Thus, like the client computer, the proxy
computer parses the primary information and extracts instructions to download
secondary pieces of information. At least based on this information the proxy
determines the sequence of importance. Depending on the algorithm used by
the client computer, the client computer may send information for determining

the sequence of importance to the proxy server, For example, if the sequence of

PCT/EP2NTISES
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importance is determined based on parameters like a selected field of view, the
client computer may provide information about these parameters to the proxy

SErver.

For example, the information for determining the sequence of importance may
comprise at least one of screen resolution, browser window size, browser win-
dow configuration information or the like. Prefarably, the client computer pro-
vides these or other information for determining the sequence of importance to
the proxy server in advance and/or any change of these or ather information
when they occur (e.g. due to resizing the browser window, scrolling in the win-
dow ar the like). These any other information for determining the sequence of
importance may for example be transmitted in an http User Agent String as a
User Agent Profile and/or using other http header fields, e.g. the so-called HTTP
Client Hints. The invention is not limited to applications of the http-standards,
but http is a very vivid example. Some standards may be proprietary and other,

like xml may be open.

At this point it is noted that that there are algorithms for determining a sequence
of impoartance which do not require any browser or screen information. For ex-
ample, an importance sequencing can be based on the (estimated) geographical
distance of the locations for the secondary pieces of information to a predefined
geographical location. The level of importance may decrease (or alternatively

increase) with increasing distance.

Briefly summarizing, the client computer and the proxy server each generate the
same sequence of importance. This means both client computer and the proxy
server have the same sequencing information, but this sequencing information
has preferably been determined independently from each other, In case the
metric for determining the sequence of importance is absolute, the two identical

sequences can be determined without any additional submission of parameters,
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In other cases, the seqguence of importance is possibly not an absolute sequence,
but instead depends of parameters being stored or elsewise being available to
the client computer (like e.g. field of view, user cookies, connection bandwidth,
..}y the client computer provides these parameters to the proxy server, thereby
enabling the proxy server to obtain, based on these parameters the same se-
guence as the client computer. In both cases, the client computer and the proxy
server each generate the same sequence of importance. As will become appar-
ent below, the proxy server uses the sequence of importance (as determined by
the proxy server), to send pieces of lower level information in said sequence
(there may be exceptions, as explained below in more detail) and the client
computer may use the sequence of impartance (as determined by the client

computer) to identify these lower level pieces of information by the sequence,

A position identifier identifying the position of the respective secondary piece of
information in the sequence of importance may be assigned to and be sent to-
gether with the respective piece of information. This enables the proxy server to
skip sending pieces of information not yet available, while other pieces of infor-
mation being sequenced after the not yet available information are already
available and can hence be sent to so to speak out of the intended order thereby
making best use of the available bandwidth. The client computer can receive the
sent pieces of information and determine their respective positions in the se-
quence of importance as determined (and stored) by the client computer based
on the position identifier being sent with the respective piece of information.
Further, already present pieces of information can be omitted in the sending
step, if the proxy server and the client computer both apply the same {or eqguiva-
lent algorithms) to determine which pieces of information are omitted in the
sending step. For example, the step of determining which pieces may be omitted
can be based on the information which pieces of information are (still} cached in
a cache of the client computer, Or in other words, which pieces are cached by

the client’s cache and younger than a threshold paint in time,
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Preferably ance at least an initial partion of the sequence of impartance has
been determined by the client, the proxy sends a first data stream comprising at
least those secondary pieces of information to the client computer, which are
cached by the proxy server in the sequence of their importance to the client and
the client receives the first data stream from the proxy server. For the moment,
we will assume that the data stream is obtained [i.e. received) correctly and in
sequence by the client. Optional steps for detection and/or correction transmis-

sion errors are discussed below,

The client thereby obtains all available secondary pieces of information in a sin-
gle stream in a defined sequence and is thus enabled to execute and/or display
at least a partion of the secondary information as soon as the corresponding first
piece of secondary information has been received by the client computer. The
secondary pieces of information are provided by the proxy sever to the client
computer in the sequence of importance, for example in the sequence they are
required for displaying the website in accordance with the underlying algorithm
for determining the importance of secondary pieces of information and optional-
ly ather lower level pieces of information. In other words, the client computer
may identify the received secondary pieces of information by their position in
the first data stream. Preferably, each secandary or other lower level piece of
information transmitted by the first data stream is assigned a position indicator,
wherein the position indicator indicates the intended position of the respective
piece of information in the first data stream. The intended position thus corre-
sponds to the position of the respective piece of information in the sequence(s)
of importance. The client computer may thus preferably identify at least the sec-
ondary or more generally lower level pieces of information by the position indi-
cator being assigned to the respective piece of information in the first data
stream. For example, the first data stream may comprise a number of frames,
wherein the position indicator being assigned to a piece of information is sent at

a defined position in each frame and/or in each first {or m™) frame of a piece of
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infarmation and/or in each last (or mt™last frame) of the stream that comprises

at least a fraction of the respective piece of information.

In addition or alternatively, each sent frame of a data stream may have a prefer-
ably unigque and/or preferably consecutive frame number, enabling to identify
the content sent by transmitting said frame. Thus, if the client fails to receive a
frame or receives an incomplete or otherwise corrupted frame, the client may
send a request to the proxy to resend the respective frame. The proxy in re-

sponse resends said frame to the client, preferably via said first data stream.

At this point it is noted that a subroutine that parses the available pieces of in-
formation and sequences the identified locations according to the sequence of
being identified is not a sequencing subroutine in the meaning of this applica-
tion. To define is positively, a sequencing subroutine provides a sequence of im-
portance of identified pieces of information based on at least one variable pa-
rameter. A variable parameter is a parameter that is expected to change from
client to client, Examples for variable parameters are the geographic location of
the client relative to the proxy server, browser window size, screen resolution,
browser window configuration information or the like, to name only a few. As

well, expected user behaviar may be variable parameter.

While sending already cached information, the proxy server may load non
cached pieces of information from remote locations into the proxy cache. In
many cases loading of the initially non cached pieces of information into the
cache can be finished prior to the time when these pieces are to be sequenced in
the first data stream according to their level of importance, These pieces of in-
formation are thus available {e.g. in the proxy cache) when they are to be sent by
the first data stream in accordance with the importance sequence, The sequence
of loading the non-cached pieces of information preferably corresponds to the

previously obtained sequence of importance,
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In case not all secondary (or lower level) pieces of information are available in
the proxy cache when they are to be sequenced, the non-available pieces of in-
farmation may be (preferably initially) omitted in the first data stream and each
frame of the data stream may have an object number indicating the position of
the information submitted by the respective frame in the sequence of im-
portance, Thus, in case for example the k' (k being a positive integer, k>0) most
important secondary piece of information is not available in the proxy cache, the
proxy sever sends in the first data stream the first to (k-1)*" important pieces of
information (which are preferably available, e.g. in the proxy cache), omits the
K important piece of information (which is not available in the proxy cache) and
continues with the (k+1)™ impartant piece of information {which is available in
the proxy cache) preferably in a single first data stream. Preferably in parallel,
the proxy server may download the omitted k™ important piece of information
and add it into the first data stream, preferably as soon as it is available, e.g. in
between of two e.g. secondary pieces or other lower level pieces of information.
Alternatively, the omitted secondary piece of information can be added to the
end of the first data stream or it can be sent using a separate first data stream.
Adding the object number to the sequence frames enables the client receiving
the first data stream from the proxy server to identify the pieces of information
according to the importance sequence and to store and/or display it correctly. In
other words, a mismatch between the calculated sequence of importance and
sequence of information in the data stream can be identified by the client and

accounted for. A mismatch of information can be avoided.

At this point it should be noted that the description of the invention is based on
the assumption that the pieces of information are displayed on a screen, but the
pieces of information may as well comprise information to be converted into
audible signals. The information may as well be a computer program having sep-
arately stored subroutines. Thus, displaying is a pars pro toto and in this sense a

synonym for use of information, by providing information via a human machine
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interface to a user. The invention is not limited to pieces of distributed infar-
mation bheing displayable on a screen, The anly condition is that it is distributed

information as defined ahove.

To further decrease the time between the initial request by the user and having
all pieces of the distributed information e.g. required to display the selected
website, the method may further comprise updating a cache storage of the client
computer (hereinafter ‘client cache'). For example, the client cache may store at
least one secondary (as an example for any lower level) piece of information
comprised in the first data stream and preferably a time stamp assigned to the at
least one secondary piece of information. Further, the method may comprize
updating a sent information database on the proxy server by storing an identifier
far the secondary or lower level) pieces of information being sent to the client
computer and the assigned time stamp. This enables to omit in subsequent send-
ing steps, those secondary (or other low level) pieces of information in subse-
guent {and thus second) first data streams which have an identifier having as-
signed thereto a time stamp being valid, for example because the time stamp is
younger than a first threshold date. For example, the time stamp can be a valid
until date, i.e. indicate a point in time until which the respective piece of second-
ary information is considered to be up-to-date and in this sense valid. Alterna-
tively, the time stamp may simply be the point in time when the respective piece
of secondary information has been retrieved by the proxy or by the client. For
example, a user may request downloading a particular wehsite at a first point in
time, e.g. in the morning and request downloading this particular website at a
second later point in time, e.g. in the evening. The method provides all second-
ary and lower level pieces of information when executed at the first point in time
{assuming an initially empty client cache) by the first data stream. At the later
second point in time a portion of the pieces of secandary and lower level infor-
mation may still be valid and stored in the client cache, Thus, when sending the

second first data stream which is sent in response to the request at the later
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point in time the valid stored pieces of second (or lower level) information can
be omitted and thereby the amount of data is reduced and shorter transmission

times can be obtained.

Determining the validity of a piece of secondary information can be obtained by
comparing the time stamp with a threshaold date. If the time stamp is younger
{optionally including equal) than a threshold date the respective piece of sec-
ondary information is valid. If the time stamp is older, the respective piece of
secondary information is not valid and thus comprised in the second first data
stream. In the most vivid example of a valid piece of information, the assigned
time stamp is a valid until date being in the future and the threshold is the pre-

sent date and time,

The method may further comprise comparing an earlier secondary (or lower lev-
el) piece of information for which an identifier has been stored in the sent infor-
mation data base with a later secondary {or lower level) piece of information
being presently available under the same location from which the earlier sec-
ondary (or lower level) piece of information has been downloaded. If the com-
parison provides a difference betweean the first and second secondary pieces of
information, the proxy sever may send to the client computer another data
stream comprising the later secondary (or other lower level) piece of information
and an assigned time stamp. The another data stream may be appended to the
first data stream. It may as well be sent as a separate data stream, e.g. in parallel
to the first data stream or at any other point in time. Advantageously, the anoth-
er data stream may be sent at a point in time when only a fraction of the availa-
ble bandwidth of the connection between the proxy server and the client com-
puter is used. For example, after all pieces of the distributed information re-
quired, e.g, to display a selected website have been sent by the proxy server to
the client and preferably no further user request is pending, the proxy server

may send another data stream to the client computer. The client computer may
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recejve said another data stream and replace the earlier secondary piece of in-
formation in the client cache by the later secondary piece of information togeth-
er with the associated time stamp in the client cache. The sent information data
base may of course be updated accordingly. By this mechanism, the client cache
may be updated independently from a user request and more pieces of second-
ary information with a valid time stamp are available when a user requests
downloading information, e.g. a website. Thus, the time between receiving the
request by the client computer and having all required pieces of information
available on the client computer is reduced. In the above example where the
information is displayed, complete displaying can be done earlier. In a preferred
example, the second data stream does not comprise the entire second piece of
secandary (or lower level) information, but instead only thase bits and/or bytes
{and their corresponding positions) that differ from the corresponding previously
transmitted first piece of secondary {or lower level) information. Thereby, minor
changes of a piece of secondary information cause only minimal traffic on the

network connection between the client and the proxy.

Preferably, the client comprises a received information database, being essen-
tially identical to the sent information database, at least assuming no transmis-

sion losses,

Primary, secondary [or lower level) pieces of information having a time stamp
being older than a second threshold date from the cache storage and the corre-
sponding identifier and the associated time stamp can be deleted from the sent
information database and from the client cache, wherein both deleting steps
start the same given point in time and are thus synchronized. The synchronized
deletion enables to reduce cache memaory requirements while keeping the op-
tional client cache and the optional sent information database consistent (and as
well the optional received information database). The same point in time can be

defined, e.g. in a startup procedure or it can be lapse of a given time interval af-

Site 89 / 142



10

15

20

25

WO 20211035 PCT/EP2NTISSS

22

ter a certain event. The certain event can be e.g. completion of the last first data
stream transmission, establishing an initial connection between the client and
the prowy server or any other point in time known to the client and the proxy

server. For example, it can be noon, or any other given time of a given day.

The above explained synchronized deleting ensures, that when processing the
next request, the client cache and the information about the content of the cli-
ent cache in the sent information database of the proxy stream server are con-
sistent. For example, the deleting steps can both start when a valid until day
lapsed or when the time stamp associated to the respective piece of secondary

infarmation is older than a given threshold date.

In a preferred embodiment, the first and/or the another data stream comprise/s
a sequence of data frames, wherein an integer positive number | with j>1 of
these data frames is sent by the proxy server to the client computer prior to re-
ceiving acknowledgment information sent by the client to the proxy, wherein the
acknowledgment information is an acknowledgement for receiving data frames
previously sent by the proxy server, This can be done e.g. using IP/UDP or anoth-
er protocol without frame acknowledgment instead of IP/TCP. Thus, in case a
frame has not been received or not been correctly received, data transmission is
not stopped. Thus, in this preferred example the first data stream is a continuous

data stream.

In a further preferred example, the client computer sends acknowledgement
infarmation, for example after no further frames of the first data stream have
been received after a given amount of time. In a particular preferred example,
indirect acknowledgment information may be provided by sending a list of frame
numbers or each frame number individually, wherein the frame number(s) indi-
cating those frames that have not been received within an expected time and/or

not correctly received, This indirect acknowledgement information is as well re-
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ferred to as negative acknowledgement and may be sent by the client computer
while the proxy server sends further data frames of the first data stream and/or
another data stream to the client computer, which is configured to receive these
further data frames. The proxy server may receive these indirect acknowledg-
ments and resend those frames that have been identified by the indirect ac-
knowledgment information. Resending of these frames is preferably obtained by
adding them to the first data stream), alternatively the resend frames may be

sent by any other data stream.

For example, each frame may comprise a hash value obtained by mapping the
information of the frame by a hash function. The client may apply the same hash
function to the information of the respective frame. The client may compare the
such obtained second hash value with the received hash value. If the two hash
values match, the corresponding frame is considered to be received correctly. An
indirect acknowledgment message is not sent by the client. If the two hash val-
ues do not match, the frame has not been correctly received and correct receipt
is not acknowledged by sending a corresponding indirect acknowledgement in-
farmation comprising the frame number of the non-correctly or a non-received
frame to the proxy server, which in response may retransmit the non-

acknowledged frames in the first or a second data stream.

For example, each data frame of the respective first or another data stream may
comprise position infermation identifying a unique position of at least a number
of data frames in the respective first or another data stream. In the simplest
case, the position information is simply a number indicating the position of a
frame in the sequence of frames constituting the data stream. The client com-
puter may compare the position information received with a respective data
frame with the actual position of the data frame in the sequence of received da-
ta frames and preferably determine if the position information comprised in the

frame matches with the position in the sequence of received frames or if does
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not match, Based on the comparison the method may comprise, by the client
computer, determining the position information of data frames that have not
been received by scanning the received pieces of information for omitted posi-
tion information, e.g. not received pieces of information are those pieces where
consecutively received data frames fail to have consecutive position information.
The client may send the position information of the not received data frames
{and/or not correctly received data frames) to the proxy server, and in response
the proxy server may send a second data stream comprising the previously not-
received data frames (and/or not correctly received data frames) to the client

computer and/or add the not received data frames to the first data stream,

In a particular preferred embodiment, the proxy server determines a measure of
the rate of non-received data frames (which may include the not correctly re-
ceived data frames) over the sent data frames in the first or another data stream
sent by the proxy to the client. Herein nen-received data frames can be entirely
not received data frames and/or not correctly received data frames and/or the
sum of both. If the measure indicates a higher rate than a threshold rate, the
single stream server reduces the transimission rate of the second data stream
and/or further first data streams and/or further another data streams by an in-
crement. Thereby, the transmission rate is adjusted to a transmission rate that
can be maintained without significant loss of information. The number of frames

that are retransmitted is minimized.

This step of determining @ measure and based on the determined measure de-
crease the transmission rate may be repeated regularly until the measure of the
rate of non-received data frames indicates that the rate of non-received data
frames is below a first threshald, The method may as well comprise increasing
the transmission rate by a second increment in case the measure indicates that
the rate of non-received data frames (which may include the not correctly re-

ceived data frames) is below a second threshold, wherein the second threshold is
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below the first threshold, The second increment is preferably smaller than the

first increment.

The first and second increments may be adjusted based on an observed change
of the rate of non-received data frames for example in response to a prior reduc-
tion and/or increase in the transmission rate. These steps improve adapting the

transmission rate to an actually usable bandwidth of the network connection.

Adapting the transmission rate and the steps explained in the context of adapt-
ing the transmission rate are not limited to the application of adjusting the
transmission rate in the particular scenario of a proxy server sending pieces of
information to a client according to a sequence of importance, but can be used in
any other scenario in which a sender sends frames of a data stream prior to re-
ceiving acknowledgment information about the previously sent frame(s), e.g.
wsing IP/UDP protocol. In the context adapting the transmission rate, the sending
and receiving pieces of distributed information is only an example application.
The transmission rate of any (preferably continuous) data stream may be adjust-
ed to the actually available bandwidth, The only requirement is that the receiver
of the strearm provides the sender information enabling to calculate a measure of
the rate of non-received data frames (which may include not correctly received
data frames) over the sent data frames in the data stream sent by the sender to

the receiver,

As already implicit, the client and single stream server are connected to a com-
puter network comprising at least one webserver configured to provide infor-
mation upon request to other computers (e.g. to the client and/or the proxy)

being connected to and which thus form part of the computer netwoark,

Other data than website data may be transmitted instead of or in addition to
website content, for example distributed stored accounting data, distributed

manufacturing data, distributed sensors and/or probe, stock exchange data,

PCT/EP2O20/071554
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business data etc, Herein, we use website data, i.e. information to be displayed
on a screen (considered to optionally include audio information) only as a vivid
example, but the invention is not limited to this example. The type of cantent ar
the benefit of the content is not relevant to the working mechanism of the
method and the other embodiments of the invention. All that is required to
make advantage of the invention is that distributed information which distribut-
ed information is for some reascen required by the client computer comprises
pieces of information, and wherein said pieces of information are identified by
different locations. The distributed information to be downloaded by the client
computer is identified by a primary location on a server. At the primary location,
a primary plece of information is accessible. The primary piece of information
includes instructions for obtaining secondary pieces of information, each being
identified by secondary locations, which secondary locations are different from

the primary location.

We use herein the term “equivalent algorithm”. Two algorithms are eguivalent, if
they provide the identical results in response to the identical sets of input pa-
rameters. Regardless of how these results are obtained or how long it takes to
obtain the results, For example, a sequence of steps could be altered without
having an impact an the result. An example for such an alteration is replacing an

iterative function call by a recursive function call,

Description of Drawings

In the following the invention will be described by way of example, without limi-
tation of the general inventive concept, on examples of embodiment with refer-

ence to the drawings.

Figure 1 shows a communication system with a client computer and proxy sery-

er;
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Figure 2 shows a diagram of a distributed information;

Figure 3 shows a diagram of method for operating the communication system of

Figure 1 for providing distributed information of Fig. 2 to the client.

In figure 1 an embodiment of a communication system is shown. The system
comprises a client computer 10 and a proxy server 20. The client computer 10
and the proxy server are connected by a bidirectional network connection 50.
Thus, the client 10 can send messages to the proxy 20, which messages can be
racaived by the proxy 20. Similarly, the proxy 20 can send messages to the cli-
ent 10, which messages can be received by the client 10. A message can be for
example a request being sent by the client 10 to the proxy 20. The request can
g be a request for sending a data stream. Any internet connection is a typical
example for the bidirectional network connection 50. Thus, the message can be

e.g. a data stream being sent by the proxy 20 to the client 10.

At least the proxy 20 is connected via at least one bidirectional network connec-
tion 60 to at least one web server 30a, 30b, 30¢, 30d, Hereinafter, we will simply
use reference numeral 30 for any webserver being configured to provide infor-
mation upon request of the proxy server 20 via the network connection 60 to the

proxy server 20,

The bidirectional network connections 50, 60 can be any kind of network con-
nection which may use any transmission mechanism (light, Infrared, radio fre-
quency waves, ...} and protocol. Typical examples are an ethernet connection,
Wireless Local Area Network connection or radio frequency connections (for ex-
ample 4G or 5G connections) 2 combination thereaf or any other data transmis-
sion means enabling to send and receive information. Only as an example, a sat-
ellite-pictogram has been indicated in a connection line to indicate that the bidi-
rectional netwoark connections 50, 60 can for example include satellite connec-

tions. Very briefly summarizing the invention is not limited to the use of one of
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the following technologies: copper or aluminum cables, fibre optic cables, radio
frequency transmission, all kinds of Photonics related to quantum optics, opto-
mechanics, electro-optics, optoelectronics and quantum electronics for realizing

IP Networks like WLAN, wWLAN, WiFi, 3G/4G/5G/XG, GEO/MEQ/LED Satellite

Up- and Downlinks, but any of these technologies may be used and or combined.

Fig. 2 shows a block diagram of an example of distributed information 80. As ex-
plained above the distributed information B0 consists of a number of pieces of
information 81, 82a-82¢, B3a-83f, Ada-Bde, 85a -85f. The number of these pieces
of information can be as little as two or greater than 10,000, but the technical
effect of speeding the transmission up increases with an increasing number of

pieces of information. Today, typical numbers are between 3 and 2000 pieces.

Each of the pieces of information 81, 82a-32c, 833-83f, 84a-84e, 85a -85f may be
stored at a different location. Each of the different locations may be identified
e.g., by an URL in the corresponding upper level piece of information, 81, B2a-c,
B3a-83f, Bda-Bde, respectively. For example, a primary piece of information 81
may be stored on a first webserver 30a (Fig. 1), a first secondary (n=2) piece of
information 82a may be stored on the first webserver 30a as well, but as a sepa-
rate file and thus in 2 separate location, A second secandary (n=2) piece of in-
formation B2b may be stored on the third webserver 30c. A third secondary
(=2} piece of information 82¢ may be stored on the second webserver 30b and
so forth. It is essentially regardless where a particular piece of information 81,
82a-c, B3a-83f, 84a-Bde, B5a -B5f is stored, provided the location of each piece is
comprised in an respective upper level piece of information (as above n denotes
the level being indicated at the left hand side of Fig. 2; the term upper (lower)
level refers to a number n being smaller (bigger) than the reference to which the
comparative “upper” (“lower”) refers to), OF course, there does not exist an up-

per level far the primary piece of information.
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Far assembling the distributed information, the client may parse a primary piece
of information 81, This primary piece of information 81 comprises the locations
of a number of secondary |n=2) pieces of information 82. In the depicted exam-
ple, there are only three pieces of secondary information, but the number
“three” is just an example. In general, there is at least one piece of secondary
information [similarly the number of tertiary, quaternary and quinary pieces of
information is arbitrary and thus ‘at least one’). The number of secondary or
other lower level pieces of information can vary in wide range, e.g. between 1
and 10.000. There is no conceptual upper limit of this number, only processing
speed and bandwidth limit the number pieces of information of a lower level,
Parsing the secondary pieces of information provides the locations of the tertiary
(n=3) pieces of information and so on. In short, to abtain the location(s) of an n™-
level piece of information one has to parse the respective upper (n-1)" level
piece of information to thereby extract the locations identifying the next lower
level pieces of information. The locations can be provided e.g. in the form of an

URL.

The distributed information can be e.g. a computer program having different
subroutines being stored at different locations. For example, a particular subrou-
tine can form a piece of information, For execution of the computer program the
cliant requires access to all subroutines of the program, In an example, the com-
puter program may be a webpage, for example in html. For displaying the entire
webpage, the client computer requires the instructions of any piece of infor-

mation being included via a link to the respective location.

The method according to the invention may comprise at least one of the steps
being symbolized in Fig. 3 and enables to gather pieces of information 81, 82a-

82c, 83a-83f, Bda-84e, B5a -85f forming a distributed information 80;
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In a first step 101 a client computer 10 receives an instruction for downloading a
piece of primary information 81 {of a distributed information 80) from a primary
location. For example, a user may enter a URL into the address line of an internet

browser,

The primary piece of information 21 is obtained, e.g. from a proxy server 20
(and/or a cache and/for the initial primary location itself] and comprises at least
one location of a secondary piece of information 82a -B2c. In practice, mostly
there are multiple secondary pieces of information 82a -82¢ each having an as-
sociated location on a webserver. Herein, we will thus assume that there are
multiple secondary pieces of information 82a-c, but a single one may be suffi-
cient. In other words, the primary piece of information 81 includes instructions
for obtaining secondary pieces of information 82a-82c¢, the latter being identified
by a location different from the location of the primary piece of information. The
locations of the secondary pieces of information are thus included in the primary
piece of information. These secondary pieces of information 82a-c are separately

downloadable from their respective different locations.

Mext, in step 103, the client computer 10 retrieves the primary piece of in-
farmation 81 of the distributed information 20 from a webserver 30 or from the
proxy server 20 or from a client cache 11. At this point it is noted that the cli-
ent 10 may use the location of a piece of information (e.g. the primary piece of
information) to identify said piece of information on other locations (e.g. in the

client cache or on the proxy server).

In Step 105, the client computer 10 parses the primary piece 81 of information
and at least extracts locations of secondary pieces of information included in the
primary piece of information 81 and determines a sequence of importance at
least based on identified secondary pieces of information 82a-c. This step may as

well include execution of those parts of the distributed information being already
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available. For example, if the distributed information is a website, those frag-
ments of the website that can be displayed based on the fragments comprised in

the primary piece of information 81 can be displayed.

In step 205, the proxy server 20 as well parses the primary piece of infor-

mation 81 and at least extracts locations of secondary pieces of information in-
cluded in the primary piece of information 81 and determines the same se-
guence of importance at least based on the secondary pieces of information 82a
-¢ as the client computer 10, The sequences of importance are thus each equiva-
lent {including identical) lists of pieces of secondary information. Next, the proxy
server 20 sends a first data stream 41 comprising at least one of the secondary
pieces of information 82a-¢ to the client computer 10 in the sequence of im-
portance [step 207). The client 10 in turn receives at least a portion of the first
data stream 41 and preferably all pieces of secondary information 82a - 82c sent
by the proxy server 20 (step 107} in the first data stream 41. The first data
stream 41 is preferably sent as a continuous data stream without waiting for
acknowledgement messages. For example, the first data stream 41 may be sent

using the IP/UDP-pratocol.

Step 207 may as well include execution of those parts of the distributed infor-
mation B0 that became available by receiving the secondary pieces of infor-
mation 82a-c. In the above example, in which the distributed information is a
website, those fragments of the website that can be displayed based on the
fragments comprised in at least one secondary piece of information 82&-c can be
displayed, prior or in parallel to executing other steps. In case the distributed
information is a computer program, the available code fragments can be execut-

ed as soon as they are available, i.e. received by the client computer 10,

The method may continue with the steps 109 and 209 both comprising parsing

the secondary information 82a-82c¢ for locations of tertiary information and

PCT/EP2IR00T1554
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hased at least on the instructions included in the secondary pieces of infor-
mation 82a-c determining a sequence of importance of non yet send but identi-
Fied secondary and/or tertiary pieces of information 83a-f both, by the client
computer 10 and by the proxy server 20 (as indicated by steps 110 and 210). The
proxy server 20 can preferably parse the secondary or tertiary pieces of infor-
matian B2a — 82c, 83a — 83f already in advance, i.e. at an earlier point in time
than the client 10, e.g. in parallel or even prior to start sending the first data
stream 41, In any case, the proxy server 20 continues sending pieces of infor-
mation 82-85 in the sequence of importance via the first data stream 41. It is not
necessary that all secondary information 82 has already been transmitted by the
proxy server 20 and received by the client 10 prior to sending tertiary or other
lower level pieces of information 83, 84, 85, Relevant is only that the algorithm
for determining the sequence of importance by the proxy 20 provides the same
sequence as the algorithm executed by the client 10. In this sense the two se-

guencing routines are equivalent and preferably identical.

Further, lower level pieces of information B4a to 85f are identified in the same
way, 1.e. by parsing corresponding higher-level pieces of information by the client
and by the proxy (indicated by steps 11n, 21n). The proxy 20 and the client 10
can identify the locations of a lower level piece of information symbolized by 8n,
wherein n denotes the level of the piece of information (e.g. n=4, 5, ...; then
8n=84, 85,...) only after having received the respective upper level piece of in-
formation. The proxy 20 preferably has the respective pieces of information in its
cache and can thus extract locations of lower level pieces already in advance.
The client, however, extracts the locations of the respective lower level piece of
information after having received those portions of the first data stream 41
comprising the respective upper level piece of information. Once identified, the
pieces of information &n can be transmitted via stream 41 by the proxy 20 to the

client 10 {see steps 12n, 22n). Thus, n can be increased by 1 and the method con-
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tinues by repeating the steps 11n,21n, 12n 22n as 11n+1, 21n+1,12n+1 and
22n+l.

Preferably, after each sent piece of information 81, 82a-82c, 83a-83f, B4a-84e,
#5a -85f, the proxy server may use an updated sequence of importance for se-
quencing not yet sent pieces of information in the first data stream 41. The up-
dated sequence of importance may comprise (e.g. in addition) the importance of
lower level pieces of information identified by their respective location as com-
prised in said each sent piece of information. Of course, the step may be omitted
after sending a piece of infarmation which does not have an associated lower
level piece of information. Similarly, the client 10 may as well determine said
updated sequence (or an equivalent) of importance after receipt of said sent

piece of infarmation.

Generalizing one may summarize that the client 10 and the proxy 20 both de-
termine identical sequences of identified pieces of information. Subsequently,
the identified pieces of information 81, 82a-82¢, 83a-83f, B4a-84e, 85a -85f are
sent by the proxy 20 to the client as a preferably continuous first data stream 41.
The client 10 may receive the stream 41 and obtains the pieces of infarmation
81, 82a-82c, B3a-831, Bda-84de, 85a -B85f according to the sequence of im-

portance.

While the data stream 41 is being sent and received the sequence of the pieces
of information81, 82a-82¢, 83a-83f, B4a-84e, 85a -85f is continued until all piec-
es of informationB1, 82a-82c, 83a-83f, B4a-B4e, Bha -B5f of the distributed in-
formation 80 are sequenced and transmitted at least essentially according to the
sequence via the first data stream 41, In the best case, all pieces of infor-
mation81, 82a-82c, 83a-831, B4a-Bde, B5a -85 are available in the proxy

cache 21, thus in this case the first data stream can be sent as a continuous

stream.
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If one ar more pieces of information are identified by the proxy but not available
in the proxy cache 21, these can be loaded from the corresponding identified
location while ather cached and thus available pieces of information are trans-
mitted via the first data stream 41 to the client 10, For example, if a lower level
(n>1) piece of information is not yet available in the proxy cache 21 for being
sent via stream 41 to the client 10 although it is sequenced to be sent next, send-
ing these pieces can be shifted to a [ater point in time. Thus, these non-available
pieces are not sent according to their position in the sequence, thereby enabling
to send available pieces via the preferably continuous first data stream 41, in-
stead. At least the non-shifted pieces of infarmation are preferably enumerated
according to their position in the sequence, e.g. by 2 number in e.g. in a header
of a frame. In other words, when sending the non-shifted and/or shifted pieces
of information, each piece of information is preferably tagged with a position
identifier which position identifier indicates the position of the respective piece
of information in the sequence of importance, For example, the first data
stream 41 may consist of a sequence of frames. The position identifier being tag-
ging each piece of information enables the client to identify any received piece of
information by its position in the sequence of importance (e.g. by a reverse look-
up). The enumeration can be transmitted for example in a header portion pre-
ceding each piece of information in the first data stream 41. A number of empty
frames (or at least a frame encoding the information that a piece of information
is not yet available) can be sent instead of the not yet available piece(s) of infor-
mation, thereby maintaining synchronization of sent data and the expectation of
the client about the pieces of information being sent according to the sequence.
The empty frames can be identified by the client and optionally a later transmis-
sion can be requested by to the client 10 from the proxy 20. The proxy may as
well send the initially omitted pieces of information in the first or a second data
stream, once the respective pieces became available. Again, a number {or any

other kind of position identifier) may be provided, e.g. in the header of the re-
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spective frame(s) wherein the number corresponds to the position in the initially
determined sequence, This is ane possibility to enable the client to identify the

received data as the initially omitted pieced of information.

As well, the initially omitted pieces of information 8x (wherein x is an integer and
¥>1) can be submitted as a subsequent second data stream 42 and may have the
same initiating role as the piece of primary information in the example above,
sending and receiving these initially omitted pieces of information in the second

data stream 42 is indicated as steps 230 and 130 respectively.

Mare generally speaking, each upper level piece of information has an initiating
role for sending those lower level pieces of information in the first or optionally

in the second data stream 41, 42,

As depicted in Fig. 1, the client may have a client cache 11 and be configured to
store pieces of information received via the data stream 41 from the proxy serv-
er 20 in the client cache 11, The proxy server may comprise a sent information
database 22, The sent infarmation database keeps track of the information being
sent to the client and thus being present in the client cache 11, Thus, a retrans-
mission of pieces of data can be avoided, by simply omitting the pieces of infor-
mation that are in the client cache 11 in the sequence of importance. Optionally,
a time stamp is assigned to at least one of the pieces of information stored in the
client cache 11 and the same time stamp may be stored in the sent information
database. The assigned time stamp enables to determine a time after which the
cached information is no longer considered present and accordingly the corre-
sponding piece of information would be included in the sequence of importance
again, if it is a part of distributed information to be made available on the cli-

ent 10.

In Fig. 3, Step 205 is indicated to be performed after step 203, but this sequence

is only an example. The sequence of importance can be generated at any time
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once the proxy server has obtained the primary piece of information and prior to
sending the first secondary piece of information, This point in time can be even
prior to receiving the information about the primary location from the client, asa
proxy typically caches websites or other information that is expected to be re-
guested, but preferably not actually requested when being cached. Similarly
steps 209, 211, or more generally 21n can be performed at any time after load-
ing the respective piece of information by the proxy e.g. from the location of said
respective piece of information and prior to sending the corresponding next low-

er ['n+1") level pieces of information.

Further, it has been explained with respect to steps 103 and 107 that any piece
of information may be used as intended {executed, displayed, ...) once it has be-
come available to the client computer 10. This may take place in parallel with
receiving further pieces of information 8n via a data stream, e.g. the first data

stream 41.
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List of reference numerals
5 sequence af impartance (list)
10 client computer
11 Client cache
20 proxy computer
21 proxy cache
22 sent information database
30a to 30d  web server
41 first data stream
42 second data stream
50 bidirectional network connections / data links

60ato 60d  bidirectional network connections / data links
&1 primary pieces of information

Blato B2c secondary piece of information

83ato B3f  tertiary pieces of information

Bda to Bde quaternary pieces of information

85a to B5f  quinary pieces of information

100 a system
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1. A method for cbtaining distributed information (80) by a client comput-

er (10) of a computer network, wherein the distributed information (80)

comprises pieces of information (81, 82a-c, 83a -f, B4a-e, &5a-f) and

wherein which pieces of information are identified by different locations,

the method comprising:

(i)

(ii)

(iii)

(iv)

(v)

(vi)
(it}

by a client computer (10): receiving a command for downloading
distributed information {80) being identified by a primary location
on a server [30a = 30e);

by the client computer (10): sending information about the primary
location to a proxy server (20);

by the proxy server (20): Receiving the information about the pri-
mary location from the client computer {10);

by the client computer {10): Retrieving at least one primary piece of
information (81) of the distributed infarmation (80) being identified
by the primary location from the primary location and/or from a
proxy server (20) and/or a client cache (11), wherein the primary
piece of information (81) includes instructions for obtaining sepa-
rately downloadable secondary pieces of information (82a-82¢),
wherein each secondary piece of information {82a-82c) is identified
in the primary piece of information (81) by a secondary location,
which secondary location is different from the primary location;

by the client computer (10): Determining a sequence of im-
portance (5) of the secondary pieces of information (82a = 32¢) us-
ing an algorithm;

characterized in that the method further comprises:

by the proxy server: Determining the sequence of importance (5) of

the secondary pieces of information (82a — 82c) using the same al-

Site 106 / 142



WO 202170 9035 PCT/EPI2INTTISSS
39

gorithm as the client computer (10} in feature {v) or algorithm
equivalent to algorithm in feature (v),

(vili) by the proxy server: Sending a first data stream [41) comprising at
least a portion of the secondary pieces of infarmation (82a-¢j to
the client computer (10} wherein secondary pieces of infor-
mation [82a-c) are sequenced according to their position in the se-
quence of importance {5) as determined by the proxy server and/or
wherein secondary pieces of information (82a-c) are sent with a po-
sition indicator identifying the position of the respective secondary
piece of information in the sequence of importance as determined
by the proxy server and

(ix) by the client computer (10): receiving the first data stream (41) and
using the sequence of importance as determined by the client com-
puter as a look-up table to identify at least one piece of information
received via the first data stream (41) by its position in the first data

stream (41} and/or by the position indicator.

2. The method of claim 1, characterized in that
it further comprises, by the proxy server (20}, sending the primary infor-
mation and at least one secondary piece of information in the first data
stream (41), and/or

the first data stream (41) is a continuous stream.

3.  The method of claim 1 ar 2, characterized in that it further comprises, in
the sending step, omitting a number of secondary pieces of information in
the first data stream (41) and enumerating the non-omitted secondary

pieces of information according to the determined sequence.

4. The method of claim 3, characterized in that, after having sent 2 secondary

piece of information, the proxy server (20) replaces the sequence of im-
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partance by an updated sequence of importance, wherein the updated se-
guence of importance comprises an impartance of at least one first tertiary
piece of information and the non-sent secandary pieces of information,

wherein each of the at least one first tertiary piece of information is identi-

fied in said sent secondary piece of information by a first tertiary location.

5. The method of one claim 4, characterized in that it further comprizes by
the client computer (10) and after the client computer (10) received said
secondary piece of information (82a-c): extracting from said received sec-
ondary piece of information (82a-c) at least one location of a tertiary piece
of information (83a-f) and determining an updated sequence of im-
portance at least of the not yet received pieces of secondary information

and of the at least one piece first tertiary piece of information (83a-f).

B.  The method of claim 4 or 5, characterized in that the method steps as de-
fined in claim 4 and/or 5 are performed while the client computer (10} con-

tinues to receive the first data stream (41).

7. The method of one of claims 1 to 6, characterized in that it further com-
prises:

- updating a cache storage (11) on the client computer {10), wherein
the cache storage (11) comprises at least one secondary piece of in-
farmation (82a-c) and a time stamp assigned to the at least one
secondary piece of information being received as a portion of the
first data stream; and

— updating a sent information database on the proxy server (20) by
storing an identifier for the secondary pieces of information being
sent to the client computer {10) and the assigned time stamp;

- by the client computer (10): sending a second information about a

second primary location to the proxy server (20);
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by the proxy server (20); Receiving the second information about
the second primary location from the client computer {10);

by the client computer (10): Retrieving at least one second primary
piece of information (81) of the distributed information (80} being
identified by the primary location from the primary location and/for
from a proxy server (20) and/or a client cache (11}, wherein the
second primary piece of information {B1) includes instructions for
obtaining secondary pieces of information {82a-82c) each being
identified by secondary locations, which secondary locations are dif-
ferent from the secand primary location;

by the client computer (10): Determining a second sequence of im-
portance (5) of the second secondary pleces of information (82a -
&2c) using an algorithm;

by the prowy server: Determining the second sequence of im-
portance (5) of the secondary pieces of information (32a — 82c),

by the proxy server: Sending a second first data stream (41} com-
prising at least a portion of the second secondary pieces of infor-
mation (82a —c) to the client computer (10) wherein secondary
pieces of information (82a-¢) are sequenced according to their po-
sition in the sequence of importance (5) as determined by the proxy
server and/or wherein secondary pieces of information (82a-c) are
sent with a position identifier identifying the position of the respec-
tive secondary piece of information in the sequence of importance
as determined by the proxy server, wherein second secondary piec-
es of information (B2a-c) in the second first data stream (41) which
have an identifier having assigned thereto a time stamp being
younger than a first thresheld date are omitted when sequencing
the second first data stream,

by the client computer (10): receiving the second first data
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stream (41) and using the sequence of importance as determined
by the client computer as a look-up table to identify at least one
piece of information received via the first data stream (41) by its
position in the first data stream (41} and/or by the position indica-
tor, wherein the second secondary pieces of information being
stored in the client’s cache storage (11) which have an identifier
having assigned thereto a time stamp being younger than a first
thresheold date are considered to be omitted in the secondary piec-

es of information (82a — ¢} being received.

The method of claim 3, characterized in that it further comprises, compar-
ing a first piece of information (81, 82a -c, B3a-f, Bda-e, 85a-f) for which an
identifier has been stored in the sent information data base with a another
piece of information (81, 82a -c, 83a-f, Bda-e, 85a-f) being presently availa-
ble under the location that identified the first piece of information, and if
the comparison provides a difference between the two secondary pieces of
infarmation (82a-c), sending to the client computer (10) a another data
stream comprising the ancther piece of information and an assigned time

stamp.

The method of claim 3 or 4, characterized in that it further comprises
deleting secondary pieces (B2a-c) of information having a time stamp being
older than a second threshold date from the cache storage and deleting
the corresponding identifier and the asscciated time stamp from the sent
infarmation database, wherein both deleting steps start at the same given

paint in time,

The method of one of claims 1to 5,
characterized in that

the first and/or the another data stream comprises a sequence of data

PCT/EP2020/M71554
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frames, wherein a number of these data frames is sent by the proxy serv-
er (20) ta the client computer {10) prior to receiving an acknowledgment

for previously sent data frames by the proxy server,

The method of claim 10,

characterized in that

each data frame of the respective first or another data stream comprises
position information identifying a unigue position of the data frame in the
respective first data stream (41) or another data stream, and in that the
client computer (10):

- compares the position information received with the respective da-
ta frame with the actual position of the data frame in the sequence
of received data frames,

- based on the comparison determines the position information of
data frames that have not been received as those position infar-
mation, where conzecutively received data frames fail to have con-
secutive position information, and

- sends the position information of the not received data frames from
the client computer {(10) to the proxy server (20), and

by the proxy server (20), sending a data stream comprising the previously

not received data frames to the client computer {10].

The method of claim 11, characterized in that

the proxy server (20) determines a measure of the rate of non-received da-
ta frames over the sent data frarmes in the first or another data stream and
if this measure indicates a higher rate than a threshold rate, the proxy
server reduces the transmission rate of the second data stream and/or fur-

ther first data streams and/or further another data streams.

The method of one of claims 1 ta 7, characterized in that the step of Re-
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trieving a primary piece of information comprises:

. sending a URL identifying the primary piece of information on the

first webserver to the proxy server (20} by the client (10},

. sending the primary piece (B1) of information by the proxy serv-

er (20) to the client computer (10), and

receiving the primary piece of information (81) sent by the proxy

server (20) by the client {10).

The method of claim 13, characterized in that the proxy server (20) identi-

fies those secondary pieces of information (82a-c) not being cached by the

proxy server (20) and while sending the primary piece of information (81)

the proxy server (20) sends a download request for those secondary plec-

es of information (82a-c) to a webserver (30a-d) having these identified

secondary pieces of information (82a-c).

A computer readable medium, characterized in that it comprises computer

readable instructions for a client computer (10) to perform the method

steps of:

receiving a command for downloading distributed information (30)
being identified by a primary location on a server (30a — 30e);
sending informaticn about the primary location to a proxy serv-

er (20);

retrieving at least one primary piece of information (81) of the dis-
tributed information (80) being identified by the primary location
from the primary location and/or from a proxy server (20) and/or a
client cache (11}, wherein the primary piece of information (81) in-

cludes instructians for obtaining secondary pieces of infor-
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mation (82a-82¢) each being identified by secondary locations,
which secondary locations are different from the primary lacation;

- determining a sequence of impoartance (5) of the secondary pieces
of information (82a — 82¢) using an algorithm;

- receiving a first data stream (41) and using the sequence of im-
portance as determined by the client computer as a look-up table to
identify at least one piece of information received via the first data
stream (41) by its position in the first data stream {41) and/or by

the position indicator,

The computer readable medium of claim 15, characterized in that it further
comprises at least computer readable instructions for performing the

method steps of claim 5.

A computer readable medium, characterized in that it comprises computer
readable instructions for a proxy server to perform the method steps of:

- receiving information about a primary lecation from client comput-
er (10}, wherein the primary information (81) includes instructions
for obtaining secondary pieces of information (82a-82c) each being
identified by secondary locations, which secondary locations are dif-
ferent from the primary location;

- determining a sequence of importance (5) of the secondary pieces
of information (82a — B2c), wherein the sequence of importance is
not transmitted to the client computer (10).

- sending a first data stream (41) comprising at least a portion of the
secondary pieces of information (82a = ¢} to the client comput-
er |10} wherein secondary pleces of information [82a-¢) are se-
quenced according to their position in the sequence of im-

portance (5) as determined by the proxy server and/or wherein
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secondary pieces of information (82a-c) are sent with a position
identifier identifying the position of the respective secondary piece
of information in the sequence of importance as determined by the

proxy Server.

The computer readable medium of claim 16, characterized in that it com-
prises computer readable instructions for the method steps of at least one

of claims 1 to 3.

A computer, comprising and/or having access a computer readable medi-

um as defined by at least one of claims 15 to 18.
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METHOD AND 5YSTEM FOR DATA
TRANSMISSION WITH SIGNIFICANTLY
REDUCEL LATENCY LASSES

FIELD OF THE INVENTION

[ooE1]  The wvention relates toa method and a system for
data transmissicn Trom a server 1o a client computer (here-
inafier “client’) via the Internet.

DESCHEIFTION OF THE BELATEL ART

[onz]  The Intermet becams one of the most nelevant
sowrees of imfonmation. The wfommation 15 typacally pro-
vided in the form of so-called websiies, These websites are
selected to be disployed by a wser, g, by entenng the
corresponding UURL info so called web browser. A web
browser feommonly referved to as a “browser”) is a software
spplication for sccessing and displaving nformation on the
Internet. The information to be displayed is provided by
servers, mostly in the form of electronic hvpertext files,
typically encoded mn HTML (Hypertext Markup Languege).
Presently, web browsers as well support other Docuntent
Standards from the World Wide Web Consortinm like OS5,
KHTML, RDF, OWTL, C85, 5VG WCAG, JavaSceipt pro-
gramming language files, codec files for muliimedia appli-
cimons aod other, In any cise, the web browser retrievies the
informaiion from servers and peovides 11 via some user
nterface to the user, ez by displaying it on a screen. Audio
al'or wideo siremming data con be provided as well by
controlling  the  corresponding  hardware  (loudspeaker,
graphic Card), Other forms of making the nformation
accessible fo the user can be used as well, for example a
refreshable beaille display mav be used.

(03] Once a vser selects o wehsite for being displayed,
the client is controlled by the browser 1o load the primary
datp (as well referred 1o ps prmary nformation), for
example a HIML file via the intemet from the respective
(primary) server. In most cases, the user enters a URL and
the browser displays the mformation being provided by
dewnloading the specified HTML file from the primary
location comesponding 1o this URL. As usual, a URL 15 8
reference fo a web resource (for example the fle) tha
specifics a location of the web resource on & computer
network, The commonly sccepled standard for URLs 1s
defined i RFC 1738 (see wools el onMmlfel T3E), but
other standards may be used as well. Most operating systems
have stonderds for defimng a lecation even on different
computers using a path. Well known examples are defined
by POSIX (eg. “hostnamedirectorypath/resource™) or
Microsofi Window's UNC, shom for Universal Maming
Conventicn {“\Host-Name[ i@ 581 [ Port]
SharedFolder Besouree™). Additional examples are pro-
vided af enwikipediaorgfwikiPath_{computing) (reineved
on Jul. 20, 2020).

[onad]  In meny cees, the pomary nfonmation on the
primary server comprises links to secondary intormation
(g links to secondary URLs or to soother identifier of the
secondary information) that need to be loaded finm annther
location, in this case thus trom a secondary location. The
secondary location is the position where the elient can find
the secondary informafion (assuming there iz oo proxy
server involved). The other {le. secondary) location is
(stnetly referencesh tvpically (o) a different file on the same
or another server. The secondary location is mestly identi-
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fied by o link or dvnamically generated by o code seopt,
again mostly in the lonn of an URL. This secondary
information may further comprise one or more loks o
tertiary information that needs 1o be loaded from yvet ansther
location (teriary location). Generally, this may continue
wntil amon, ™ information is loaded (n,_ being @ inteper
greater |}, In short, there mav be a sequence of o, levels
of downloads 1o be execumted by the client to gather all
mformation requred 0 assemble the enfire required infor-
mation, e.g. for executing a computer program and'or ren-
dering and/or displeving an entire initially selected website,
Each of the o-levels (1susn,, . 015 an integer) may regquire
one or more downlosds, As apparent, cach single download
15 comsidered s aeeessing o simghe file from a locaon, Thus,
the mformation being regquired s fragmented isto pieces.
These pieces are distnbuted across several loeptions. This
kind of information is thus refermad herein o a distribured
information.

[00s]  Cenly e avosd confusion, berein the ferm location
be it a frst location, a second location o a kwer level
Ioeation s the mformation where a plece of infonmation can
at least m prnciple be obtained from (downleaded) A
Iocation may comprise an identifier of the filesystem (1e. the
computer, typically n the form of an 1P-address and’or oy
oither address for wdentifying a computing device). Forther,
the location may compnse (in addition or altematively)
informtion about the ploce of te data on the computer, Ths
ploce can be dentified eg. by a local path of & file on the
wost of the file system, a5 well a5 by 5 port or any samilar
means. Briefly summarizing a location provides host infor-
mation, forexample a host 1P and the local path or any other
identifier of the piece of information {e.g. an 113, enabling to
retrieve the information in a database system on said host),
Ope possibility o identity a location is an URL, but other
formats, eg, as defined by POSIX standards con be used as
well. A knowledge of a location thus provides the possibility
i find a file being stored in a compuier network ai the
respeetive Jocation. Asuming the chent is autharized to
access the file knowledge of the location enables the access.
[Dba]  Completely loading a distribuied information from
distributed locations and thus mostly distriboted sereers s
time consuming. One reason 15 that the latency times for
every request for information from the client o cne of the
sepvers sum up. This becomes problematic it the distanees
betwesen the client amd the servers provaiding the mftmmation
are long, as the transimission delay becomes significant e.g.
for smtellite and/or mobile connections and other long-
distance conmections,

[iHKFT]  [hsplaying an entire wehsite @5 thus delayed by
accessing lower level information, eq. the secondary (n=1)
and tertiary (0=3} or quaiemary information (n=4). The user
must wait until the downloads are completed and the band-
widih of the network connection 15 nod efficiently used as
contacting ancther server 1o obtain the inlormation specitied
by the respective lower level URLs couses latency times,
[o0BE]  To reduce these problems present web-browsers
e w subroutioe that caleulates a sequence for accessing
the different locations. This subroutine tvpically has an
algorithim that assigns to cach piece of identified lower level
information a value of wnportance and is refered o as
sequencing subroutine. Subsequently. the information is
joaded and displayed according to the respective values of
impaortanee: First, the highly important information ad
subsequently the less important information is loaded and
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thsplaved, The sequencing subroutine thus defermines o
sequence of importance ol the identified lower level picces
of nformation.

[0009]  Tor example. the sequencing subroutine  may
assign a high value of Imporiance to the information that is
tor e chisplayed in a frame of 8 website that is in the presently
selected field of view (above the fold) and a lower level of
importance to information that will become visible only if'a
user scrolls w another portion of the website (below the fakl)
(i if the nser changes the field of view).

[fini0]  Other aspects for assigning importance include
commerclil aspeets, for example sequencing adverisements
prisr 1o other content. Anoiher aspect for sequencing may be
ohserved or expected user behavior Hersinafier, we will
refer o these subrountines s o “sequencing rouiine”, becpnse
they define the sequence in which pieces of information are
loaded by the client and opfionally made available 1o the
user, Bul segquencing subrowtines do oot reduce the over-all
Latency time which 15 the cumulated latency time for down-
lomding the entire distribwted imnformation being defined by o
sowrce of primary information. However, a sequencing sub-
routing reduces the time o user has o wail until the most
required preces of information are made avmlable, What
informaiion the “most required” is, depends on the intention
of the provider of sequencing subroutine, as indicated above.
[BE) A possialiiy o reduce the lofency Gmes and o wse
handwidth more efficiently iz to provide a forward proxy
gever that mirrors information. Typically, a foreard proxy
server caches often searched mformation and provides 11 1o
clients in s geographic vicinity, thereky reducing latency
timies and freeing bandwidth of long-distance connections.
[0012] As usual, herein & peoxy server is a server appli-
cation or appliance that acts as an intermediany for requests
from cliems secking resources from servers that provide
those resources. A proxy server thus fanctions on behalf of
the client when requesiing service, potentiolly mosking the
true origin of the request to fhe resource server. Instead of
connecting directly o a server that can fulfill a reguested
resouree, such as a fle or web page for example, the cliem
directs the request to the proxy server, which evaluates the
request and performs the reguired network Lransactions.
(mources enswikipediaom/wikiProxy_server, rerieved on
Jul. 23, 20200, A forward proxy is an internet facing proxy
server that coches data from a wide mnge of sounces,
Forwand prosies have been sugpested in a number of patents
and  applications, eg. US, Pal. Mo, 7,793,342 BI.
US201 20009494241, ULS, Pat. No, 8910.255 B2 1o name
only & very limited number. Proxy servers are often hriefly
referred o as “proxy”

[ind3] 1S Par. Moo 9282 145 BI suggests an interme-
diary between o browser executing client and a webserver
prowiding the nformation o be disploved on the client vsing
the browvser Intermediate njects or incorporates code trag-
ments a5 these fragments are loaded by the browser being
executed on the ehent, The mpected code s configured 1o
perform actions that modily the web page or affect some
pepect of a resource of the web page to improve user
experience. For example, the code may, upon execution,
pre-fetch a resource for faster loading st 8 rfight moment,
provide cookie management for enhanced web-baged inter-
actions, incorporate third-party resourees o a web page, or
alter the charactenistics of resources. In certain embodi-
ments, the eode injecied amd delivered via a first fragment
may control how subsequent fragments are incomporated or
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assembled with the first fragment. The code wdenti fies wngue
identifiers. or markers in the first fragment for additonal
fragments, and sclectively generates HIML roguests o
retrieve particular fragments. The code condrals losding and
integration of web ohject fmaments ot the client, by chang-
ing a rendenng priociiy or chamciensne of one or more
fragments. A requested web page is modified dynamically at
the Indermediary and assembled at ihe client without alfect-
ing how the server generates ils web pages.

[O014] A similar amempr @5 suggested  in
LIS200 BN TO0EA ], again an intermediary manages deliv-
ery of content o a client by meorperation of code o a
webpage woaffect a loading prionity or sequence of ceriain
web object fragments on the browser, Instead of rendering
all frogments, only ceran fagments are delivered amd
rendered as peeded, leading 10 bandwidth and processing
efficiencies,

[M5]  The waching of US 20114082024 A aims for
reducing the transmitted volume of streamiog data ke eg2,
video data, in a communication network. Based on the
observation that the volume of streaming dats incresses with
increasing encoding bit rate means are suggested o reduce
the encoding bit rate. For example, in an embodiment the bit
rate af which a video data stresum is sent s artificially
reduced, to thereby motivate the receiving client 1o reduce
the requesied resolution of the video encoding. Furiher, it is
suggested to amercept an HTTP manifest file being sent from
a server o the client by an intermediate and to edit the
i fest fle by the mtermediote 1o delete URLDs that identily
video streams having a high encoding bt mite. As o resalr,
the option of requesting a higher encoding bit mie 15 not
available 10 the chent.

(6] Wk the iecrensing use ef point [ poml ensryplion
in any web-based communication eontent alieration by
trafhic intercepting, intermediates becomes extremely diffi-
eult o5 1 requires enommous compuiaiions] effort & breok
commonly used encryption methoeds, the most peominent
being the BSA-algonthm. Further, traffic interception and in
particular alteration is prohibited in most countries and in
somee punished as crime,

SUMMARY OF THE INVENTION

[017] The invention is based on the ohservation that
sequentially lopding kower level information. ie. secondary,
tertiary amd so forth information canses relevant latency
times when displaying a website and causes secondary
trathic om the respective dats lines, wherein secondary trmffic
denates any iraffic that does not iransport the required
information, but instesd is necessary 1© establish ond main-
ten the connechion (hamdshake sequences, keep alive mes-
sages, encryption key exchanges, efc ).

[MD18] The invention sddresses the problem of reducing
the tme for making dewnloadable distributed infonmation
avalable, Solutions of the problem are desenbed o the
independent claims. The dependent claims relate to Turther
improvements of the invention, Embodiments of the inven-
tion inclede a method for exchanging data between a client
and a proxy-server, a compauter readable medium comprising
instrictions for performing the methoed steps 10 be per-
formed by the client and'or the proxy server, as well a
computing device being configured to execute the method
steps 1 be execuied by the client or by the proxy server of
by sothi.
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[001%9)  The methed according o the mventian has a num-
ber of steps and providies for a reduction in latency limes
when accessing distributed information, «.g. a webpage or
ofher information on the infernet by a clien computer via a
proxy server (hereinatter as well briefly “prosogy’ .

|0020] Initially, a client computer receives a reguest o
download  distributed  information.  The  request  being
received may comprise a primary location on a server,
wherein the primary location identifies the distibuted infor-
miation. [nstead of using the term Jocation on a server {or on
a cliend, or on a computer system, . . .}, one mav as well use
the term path on the server (chenl, compuler syslen. respec-
tivelyd as a path is generally defined as w specify @ unigue
location in a file system, wherein the file system is the
server’s, client’s or compiter svslem’s file svalem, respec-
tively. The term “location’ of a piece of infonmation withow
referencing o a particular computer system (server, client, |
. dhence implies tht the keation information comprises an
Wentification of the computer system on which the piece of
mnformation can be found and the corresponding path. This
can ke generalized as well for pieces of informaticn that are
net stored in a directory iree hierarchy, The term a bocation
of a piece of nformation identifies the information where a
piece of information can be retrieved, Le. it includes at least
implicitly an ientification (e.g. an address) of the computer
system on which the information is stored and a reference 1o
the piece of information enakling o retrieve or obtain sajd
piece of information from the wentified computer system, A
piece of informaticn can be for example a file or a fagment
of a file.

[0021] For example. the client computer may receive a
regest 1o download o website hoviog an URL inheating o
ocation on a (e.g. remote] first server {e.g. for displaving the
selectsd website), The request can be entered manually via
a HM (human machine interface) or it misy be penerated by
a piece of software being executed on the client or on any
other computer conbigured 1o send the request (o the chent.
Hereinalier, we will use the term “selected wehsite” as a pars
pro oo for any kind of dewnloadable information being
selectsd (eg. by the user or by o computer program executed
by a compater) for downleading by said request or instruc-
tion to download. Examples for downloadable information
are aecoanting data, manufaetinng process data, weather
data, stock exchange data, business information, probe and’
or sensor output date, websites, video and andio data, etc. o
naime only a few, In particular, it is ooted that the option of
providing the primary locaticn with the request is cnly an
example, Inan altemative example the primacy location may
always be the same and be sored in the client compener; in
this last listed alternative, the request is simply a triggering
event o initially kasd or o update the distnbuted inlom-
Linm.

[0022] Inthe ramework of web-technology. this request is
often provided to a client computer by a user emploving a
web-browser by selecting an URL 1w be displaved, for
cxample by simply selecting a link being displaved by the
broweser na corresponding broweser window, Alternatieely,
a user can in most applications directly enter a location (e.g.
in the form of an URL) into a corresponding field of the
browezer, Other human machine interfaces (HMI) mav as
wizll be used, relevant iz only that distributed information is
selected to be downloaded from a first webserver, wherein a
wehserver herein is a synonyvm Tor any data server, excep
fior a preecy server. This selection can be made by a machine.
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as well, be 1t anaother compuier or the chient compater itself,
For example, a downlosd request for loading pieces of
distribwted information can be genersted dynamically in
responze (o parameters o almost any programming kan-
auage. In another example, 8 vser siarts 8 dafabase query and
the reguested information is distibuted over a number (a1
least ome) of remnte data servers

[0023]  Subsequently, the client computer retrieves at keast
one pamary prece of informaton of the selected distribuied
information from the first wehserver or a proxy server. These
primary preces of information may be provided via a proxy
server 1o the chent computer, The prosy server may cache
the respective preces of information or komd it from the first
webserver and may forward 10 1o the client computer, if mo
valid copy of the primary preces of information i= cached by
the proxy server.

[024]  These primary pieces of  information  mchide
instrietions For oblmning secondary preces of mfomation
from oiher locations than the respective primary plece of
information. The secondary picces of information are thus
separately downloadable, mostly in the form of separaiely
downloadable files. These secondary pieces of information
can for example be downlosdsd from the first webserver or
from anciler webserver. The secondary pieces of infornma-
tion itsell are not comprised in the primary pleces of
information. Mostly, these seoondary pieces of infonmation
are identified by a file name (mostly including a path) and a
server address, Often URLs are used 10 mdicate the locations
of the primary amd secondary pieces of information, but
other standards of indication (file) locations in computer
metworks con be used as well,

[0025]  The secondary preces of information are a part of
the selected distributed nformation and for example
regquired to fully display & website or 0 complete execution
of a program. This means these secondary pieces of infor
mation are o be displayed when displaving the selected
website or 10 be executed when runmng the program,
respectively. The selected website would be displaved
incomplete if the secondary or lover level pieces of infor-
matinn were missing.

[0026] A vivid example for a secondary prece of informa-
tem 15 2 preiure being embedded in @ website, wherein the
pleture el s pot included in the primary piece of infor-
mation but 15 dewnloaded when execuling an nstrestion b
downlond the image from a secondary location, Another
vivid example for a secondary piece of infonnation may be
a separately stored subroutine or o separstely stored Dbrary
being required for the execution of a computer program. [n
yet another example, a secondary piece of information may
be an array (e.g. a able) or a feld of an array of a database,
In the lamer case the secondary location idemtifies the
location of the data base and the table or field of the table.
[0027] These secondary (or lower lewvel, as explained
above) preces of information are to be distinguishesd from
wser seleciable links in o website, To reuse the initially
introduced wording, the primary picces of information are
each identifioble by 8 separate primary location {e.g. by a
primary URL). BEach secondary piece of information is
identifiable by a different secondary location (eg. by a
secondary URL or any other location identifier, regandless of
the standard being applied), wherein the secondary location
may imdicates where the respective secondary piece of
information is (initially) swored in other words where the
secondary piece of information could be retrieved else than

Site 126 / 142



US 2022/0191278 Al

on the proxy-server, hence the first or any other webserver
and the comesponding path information. The secondary
pieces of information are o be loaded (and optienally
displaved) when displaving {imore general loading) the dis-
tributed information comprising the primary and kwer level
meces of wiormation, Upper levels of information thos may
inchade at beast one instraction 1o load (and'or displayy lower
level infonnation. For example. the primary information
miay comprise an instructaon 1o load ad'or display an image
in a frame of a wehsite, wherein the image is defined by an
URL or portions of a URL, Thus, to display the website with
the image, the client has w0 retrieve the image data from the
secondary URL. The secondary URL 1= in this context an
example of 2 lok © a locaon of secondary piece of
information. But each secondary piece of information may
comprise at Jeast one link to at least one tertiary plece of
informanon and o on,

[02E] In this application a link to a secondary or lower
level prece of mformation may pol be mistaken as a link
being displayed in the fomm of meta data to a wser (e.g. in the
form of UEL) on a website that provides the vser the
opportumity o request displaying the information stored at
the displayed URL by selecting it {tvpically by clinking on
the link) 1o be displayed (or downloaded).

o029  When a user selects a URL, the information being
stored al the location defined by the URL 15 a primary plece
of information, that may comprise links o secondary pleces
of information. Herein the terms secondary piece of infor-
matian and prece of secondary information, ae vsed wker-
changeably. A secondary piece of information is a lower
level plece of mformation relative (o the primary plece of
information and an upper kevel information relative 1o the
teriary picces of information.

[30]  In ansiher subsequent step, the client compuier
parses the primary information and exiracts locations of
secondary pleces of nfommation. More generally the cliem
compeater parses upper level information and extracts loca-
tions of the next lower level pleces of information. Based on
the parsing information, the client computer determines o
sequence of importance of the secondary (and'or ientified
lower levell pieces of information. In other words, any
secomlary (andior identified lower level) piece of infom-
tion is assigned a level of importance. Typically, the level of
importance can be vsed to defermine o sequence of loading
the different secondary pleces of information. Thus, a sec-
ondary plece of information having a high level of impor-
tansce can already be used, e.g. displiyed {after being down-
loaded), while ancther secondary piece of information is
heing lopded.

[31]  The sequence ol imporiance can be, e.g. a list ol the
wlentified preces of information being sorted according 1o
their respective values of importanee, For example, tha
picce of mnformation having the highest value of imponance
may be on wp of the st beng followed by the mext
oot prece of information and 50 on. Alematively, for
example, that piece of information having the highest value
of imporance may be at the bottom of the list and be
preceded by the next important piece of information and so
on. In another example. the sequence in the list is arbitrary,
bt each piece of infonmation is assigned a omber indicat-
ing its lewel of imponance. It is not relevant how the
sequence of Importance is obtainsd or stored, but relevant is
that the more important information can be identified and'or
distinguizhed from less imporiant information on said list.
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[32] Az indicated shove a thied or even lower level
piece of infonmation can already be downlosded {and
optionally be used. eg. displayed) whike another piece of
secondary information has pot vet been loaded, In this last
example, the instruction to load the third or lower level piece
of information 15 comprised n a first secondary prece of
information, whereas other information may be comprised
in & second secondary piece of infonmation having a lower
imporiance than the first secondary piece of information amd
lewer level pieces of information identified therein by links
i further Jocations. Thus, a piece of information 1s consid-
ered rlentified once its location is known by the client, Maope
genernlly, a picce of information of the (n+1)™ level can be
comprised noa sequence of mmportance onee the pece of
information of the 0™ level comprising the location of the
respective piece of information of the (n+1 7 level is avail-
able 1o the client,

[M033]  Thus, highly impertont infermation is loaded pricr
and may optionally be executed and'or displayed prior to
Inading less important picces of information. Determining
the sequence of importanee can be done by any suitesd
algorithim, desens have been suggested and we will not
focus on this aspect here. Only 1o provide an example. those
pieces of information that are 1o be displayved in a cemer of
a wser selected field of view (for example in the visible
center of o browser window or o Treme) con be assigned o
higher imporiance level and the level of assigned importance
is lowered, the farther away lrom the center of view the
pigees of information are 0 ke displaved. Addinonal or
altemative Factors for assigning an imponance may be used
as well, for example advertising information may be
assigied higher or lower levels importance than other pieces
of infonmation.

[0034]  Preferably, ai the same fime or already in advance,
the same sequence of importance of the secondary pieces of
infrmisticon 15 or has been determined by the proxy server,
This means that the proxy server prelerably provides CPLI-
time 3 8 routine for determinimg the sequence of impor-
tance, wherein the rowtine applies the same criteria for
assigning 4 kevel of impontance o the respective pieces of
informestion than the comesponding routine on the client
computer. Application of the "same criteria’ can be summa-
n#ed as executing the same algorithm by the proxy server
for an equivalent algorithm) than the client computer does
when determining the sequence of importance. This implies
than the proxy server recerves the locaion of the primary
information from the client computer, lomds the primary
information {e.g. from the primary webserver, a proxy cache
or mnother proxy), perses the pnmary information like the
client computer and extracts links w locations of secondary
pieces of information. The sequence of Impodance may as
well be determined by the proxy sever subsequently, 1.,
alter it has been determined by the client computer, but as
the primary information 15 preferably cached by the proxy,
the sequence of imperance con be defenmined ai least n
some cases 1 advance or i parallel 1o determining the
sequence of importance by the client computer. Thus, like
the client compuier, the proxy companer parses the primary
information and extracts instructions to download secondary
preces of infonmation. AT least based o this information the
proxy determines the sequence of imponance. Depending on
the algorithm used by the client computer., the clicnt com-
puter may send information for determining the sequence of
imporiance to the proxy server. For example. if the sequence
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of importanee 15 determined bosed on parameters hke o
selectsd field of view, the client computer may provide
information sbout these parameters 1o the proxy server.
[M35]  For example, the information for detfermining the
sequence of Imporance may comprizse o1 least one of screen
resolution, browser window size, browser window configu-
ration information or the like, Preferably, the client com-
puter provides these or other mformation for detenminng the
sequence of importance to the proxy server in advance
and/or any change of these or other information when they
oeetr (e due W resizing the browser window, serodling in
the window or the like). These any other infonmation for
determining the sequence of importance may for example be
transmitied in an hitp User Agent Siring as a User Ageni
Profile and'or using other hitp header hields, eg. the so-
called HTTP Cliem Hints. The invention is not limited 1o
apphications of the hitp-standards, but hiip s a very vivid
example, Some standards may be proprictary and other, like
xml iy be open.

|o036] At this point it is noded that that there are algo-
rithms for determining a sequence of importance which de
et require any browser or screen information. For example,
an importance sequencing can be based on the {estimated)
peographical distance of the locations for the secondary
pieces of information o a predefined geographical location.
The level of mmportance may decrense (or alternatively
increase) with increasing, distance.

[27]  Briefly summerizing. the client computer and the
proxy server each generate the same sequence of impor-
tamce. This means both client computer and the proxy server
have the same sequencing information, but this sequencing
information has preterably been determined independently
from each other. In case the mewric for detenmining the
sequence of lmportance is absolute, the twoe identical
sequences can be detenmined withow any additional sub-
mission of pammeters. o other coses, the sequence of
importance iz possibly not an absolute sequence, but instead
depends of parameters being stored or elsewise being avail-
able w0 the client computer (like ez, Geld of view, user
cookies, conmection bandwidih, . . . ), the elieni compuier
provides these parameters to the proxy server, therchy
enabling the proxy server 1o oblam, based on these param-
clers the same sequence as the client computer. In both
coses, the client computer and the proxy server sach gen-
erate the same sequence of mmportanee, As will become
apparcit below, the proxy server uses the sequence of
importance (as determined by the proxy server). 1o send
pieces of lower level information in zaid sequence (there
may be exceptions, as explained below in more detail ) and
the client compiter miay use the sequence of importance (as
determined by the client computer) to identity these lower
level preces of information by the sequence.

[0038] A position identifier identifying the position of the
respective seeondary plece of information in the sequence of
unporianee may be assigned w and be sent together wath the
respective pioce of information. This enables the proxy
server o skip sending preces of information not vet aval-
able, while other pieces of information being sequenced
after the not yet available information are already available
ankd can henee be sent 10 50 10 speak ot of the intended order
thereby making best use of the available bandwidth. The
client computer can receive the sent pieces of information
aned determing their respective positions in the sequence of
importance as determined {and stored) by the client com-
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puter based on the positon wenifier being sent with the
respeciive picce of informatéon. Further, already present
pieces of information can be omitted n the sending step, if
the proxy server and the client computer both apply the same
{or eguivalent algorithms) o determine which pieces of
information are ormitted i the sending step. For example,
the step of determining which pieces may be omitted can be
based on the information which pieces of infonmation are
(still} cached in a cache of the client compmer, Or in other
words, which pieces are cached by the cliemt's cache and
younger than a threshold point in fime.

[0039] Preferably onee at beast an initial porion of the
sequence of importance has been determined by the cliend,
the proxy sends a first data stream comprising at beast those
seeondary picces of information to the client compuier,
which are cached by the proxy server in the sequence of their
imporiance fo the client and the chient receives the first data
siream from the procy server. For the moment, we will
assume that the data stream is obtained (ie received)
correctly and in sequence by the client. Optional steps for
detection and/or correction transmissicn ermors ane discussed
helow,

[Di40)  The client thereby obtains all available secondany
pieces of information i a single stream in & defined
sequence and 15 thus enabled o execuie andior display at
lemat @ pertion of the secondary infommation as socn as the
corresponding first piece of secondary information has been
received by the client computer. The secondary pleces of
information are provided by the proxy sever 1o the chent
computer in the sequence of impoiance, for example in the
segquenee they are required for displaving the website
aceordance with the underlving algonthm for determimng
the imponance of secondary picces of information amd
optionally cther lower level preces of information. In other
words, the client compiter may identify the received sec-
ondary pieces of information by their position in the first
data streamm, Preferably, eoch secondary or other lower level
piece of information transmitted by the first data stream is
assigned a position indicator, wherein the position indicator
indicates the intended position of the respective piece of
infonmation in the first dsta stream. The intended position
thus corresponds to the position of the respective plece of
inforimation in the sequence(s) of imporance. The ¢lient
computer may thus prelerably identify a1 least the secondary
or more generally hower level preces of infommation by the
position indicator being assigned 1o the respective piece of
information i the first data stream. For example, the first
data steemn may comprize a namber of frames, wherein the
position indicator being assigned o a prece of information is
sent af a defined position in each fmme adior 0 each fimst
{or m™) frame of a piece of information and'or in each last
{or m™-last frame] of the stream that comprises at least a
fraction of the respective prece of mfonmation.

[O041]  In sddition or alternatively, each sent frme of a
data strepm may have o preferably unigue andior preferably
consecutive frame number, enabling w idenify the content
sent by transmitting smid frame. Thus, if the client fmls to
receive a frame or receives an incomplete or ollerwise
corrupted frame, the client may send a request 1o the proxy
to resemd the respective frame. The proxy in response
resends said frome to the client, preferably via said first data
shream.

[O042]  Axthis podint it is poted that a subrowtine that parses
the available pieces of information and sequences the iden-
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tifbed bocations sccording 1o the sequence of being klentified
s md a sequencing subroutine in the meaning of this
application. To define 15 positively, a sequencing subroutine
provides a sequence of importance of dentified pieces of
mformation based on at keast one vanable parmmeter. A
variable pamumeter 15 2 parameter that 15 expected o change
froom elient o client. Examples for variable parameters are
the geographic lecation of the client relative o the proxy
server, browser window size, screen resolution, browser
window configuration information or the like, 1o name only
o few, As well, expected user behavier mey be varable
prarieter.

[hd3]  While senmding already cached mformation, the
proxy server may load non cached pieces of nformation
from remote Jocotions it the proxy cache, In meny cases
loading of the indtially non cached pieces of information inio
the cache can be fimished prior to the time when these pieces
are [0 e segguenced n the Orst dato strepm seeording to thear
level of importance. These pieces of information are thus
pvpilable (e g i the proocy coche) when they are 1o be sent
by the first data stream in acoordance with the imponance
sequence. The sequence of loading the non-cached pieces of
information  preferably  comesponds o the  previously
obtained sequence of importance.

[Didd]  [ncase not all secondary {or lower level) pieces aof
information are available in the proxy cache when they arc
i he sequenced, the non-available pieces of information
may be (preferably initially} omitted in the frst data stream
awl eoch fraome of the dota stream may have an object
mimber mrhcating the position of the information subomitted
by the respective frame n the sequence of importance. Thus,
in case for exomple the K (k being a positive integer, k=401)
it important secondary plece of information is not avail-
able 1 the proxy cache, the proxy sever sends in the first
data siream the first 1o (k=10" impertant preces of informa-
tion {which are preferably available, e g. in the proxy cache).
omits the k' important piece of information {(which is not
available in the proxy cache) and continues with the (k+1 ™
imporant piece of information (which is svailable in the
proxy coche) preferably oo singhe first dats stream. Pref-
erably in parallel. the proxy server may download the
omitted k™ important piece of information and sdd it into the
first data siream, preferably as soom as it is available, e.g. in
between of two e.g. secondary pieces or other lower level
picces of information. Altematively, the omitted secondary
piece of information can be added o the end of the first data
steeam o it can be sent using a separate first data swream.
Adding the abject number o the sequence fromes enabhes
the client receivimg the frst data sweam from the proxy
server io identify the pieces of information according to the
importanee sequence and 10 store wal'or display it correctly,
I oiher words, a mismatch between the caleulated sequence
of imporance and sequence of mionmation o the data
stremm con be identified by the chient and accouned for, A
mismatch of information can be avokded.

|0045] At this point it should be noted that the description
of the mvention 15 based on the sssumplion that the pleces
of informaticn are displaved on a screen, bt the pieces of
mformation may as well comprise nformation to be con-
verted it audible signals. The infommation may as well be
a computer program having separately stored subroutines.
[hus, displaving 15 a pars pro toto and in this sense a
symonvm for vse of information, by providing information
via a human machine interface to a nser. The invention is not
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limited o pieces of distributed information being display-
able on g screen. The cnly condition s that 1t s distributed
informtion as defined above.

[Diid6)  To furher decresse the time between the initial
request by the user and having all pieces of the distributed
information e.g. required 1o display the selected website, the
iethed may further comprise updating a cache stomge of
the client computer (hereinafier “cliem  cache’). For
example, the client cache may store at least one secondary
(a5 an example for any lower level) piece of information
comprised in the first data stream and preferably a time
slamp assigned 10 the an least one secomdary plece of
information. Foriler, the method may comprse updating 2
sent information database on the proxy server by storing an
idemifier for the secondary (or lower level ) pieces of infor-
mation being send to the client compuaier and ihe assigned
time stamp. This enables 0 omit in subsequent sending
sleps, Those secondary (or ather kow level) preces of infor-
mation in subsequent (and thus second) first data streams
which have an idemtifier having sssipned thereto a tme
stamp being valid, for example becanse the time stamp is
vounger than g first threshold date. For example, the time
stamp can be a valid until date, Le mdicate a point in tme
until which the respective piece of secondary information is
considered to be up-to-dete and in this sense valid. Alber-
patively, the time stamp may simply be the point in time
when the respective piece of secondary information has been
relreved by the proxy or by the cliemt. For example, a user
iy request downbosding a parficolar website ata first poing
in time. e.g. in the morming and request downloading this
particular websie of o second Later pouat in tme, e n the
evening, The method provides all secondary and lower level
pieces of information when executed at the first point in tme
{assuming an imitally empty chent coche) by the first data
stream. Al the later second point in ime a porion of the
pieces of secondary aod lower level mformation may sill be
valid and stored in the cliem cache, Thus, when semding the
second first data siream which is sent in response io the
request at the later peint in time the valid stored pleces of
second {or lower level) information can be omitied and
thereby the amount of data is reduced and shorter transmis-
sion times can be obiained.

[0047]  Determining the validity of a piece of secondary
information can be obtained by comparing the time stamp
with & threshold date. 1f the time stamp is vounger {option-
ally including equal) than a threshold de the respective
piece of secondary intformation is valid. If the time stamp is
older, the respective prece of secondary information 15 not
valid and thus comprised in the second frst data stream. Tn
the most vivid example of a valid piece of information, the
assigned time stamp 1z o valid until date being o the Tuture
and the threshold is the present date and time.

[0048] The method may further comprise comparing an
carhier secondary (or lower level) piece of mionmation for
which an wentifier has been stored i the seat infnmation
data base with a later secondary (or lower level) picce of
informetion being presently avalable under the same Joca-
ticn from which the earlier secondary {or lower level) piece
of information has been downloaded. It the comparizon
provides a difference betwesn the first and second secondary
pieces of information, the proxy sever may send to the client
computer ancther data stream comprising the later second-
ary {or oiber lower level) piece of informaiion and an
assigned time stamp. The another data stream may be
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pppended 1o the first data stream. 10 mey 05 well be sent as
o separate dats stream, e.2. in pacallel to the first daa stream
or at any other point in ime. Advantageously, the another
data stream may be sent at a point in time when only a
fmetion of the svaillable bandwidih of the connection
hetween the proxy server amd the client compuier 15 used,
For example, after all pieces of the distributed information
required, e.z. to display a selected websile have been sent by
the proxy server 1o the client and preferably no further user
request is pending, the proxy server may send ancther data
stremm to the client computer, The client computer may
receive said anather data stream and reploce the @rlier
secondary piece of information in the clhient cache by the
loter secondary prece of information ogether with the psso-
ciated time stamp in the client cache, The sent information
data base may of course be updated sccordingly. By this
miechamzm, the client coche may be updated independem]y
from a user request and maore picces of secondary informa-
tion with a valid time stamp are avalable when a user
requests dewnleading infommation, e.g. a website. Thus, the
time between receiving the request by the client compuier
arid having all regquired preces of information available on
the client computer is reduced. In the above example wlere
the infommation is displayed, complete displaying can be
dere earlier. In o preferved example, the second data stream
deses not comprise the entire second piece of secondary {or
lower level) information, but instead only those bits and'or
bwtes (amd their corresponding positions ) that differ from the
corresponding previously transmitted fisst piece of second-
ary (or lower level ) information, Thereby, minor changes of
a piece of secondary information cause only minimal waffic
on the network connection between the client and the proxy.
[0049]  Preferably, the client comprises a received infor-
mation databsse. being  essentilly  identical to the sent
information database, ot least assuming o imnsmission
lngses.

[0s0]  Primary, secondary (or lower level) pieces of mnfor-
mation having a time stamp being older than a second
threshold date from the cache storage and the comresponding
wlentifier and the associated time stamp can be deleted from
the sent information database and from the client cache,
wherein both deleting steps start the same given point in
timie and are thus synehrenized. The synchronized deletion
ehles o reduce cache memorny reguirements while keep-
i the optional client ciche and the optional sent inform-
tinn datakase consistent (and as well the opticnal received
information dstabase). The same peinl in time can be
defined, eq, m o startup procedore or of can be lapse of a
given time interval after a certain event. The cenain event
can be eg. completion of the last first dota stream transmis-
siom, establishing an tial connection between the chent
and the proxy server o any other point in time knoan to the
client and the proxy server, For example, it Gin be noon, or
any other given Time of a given day.

|51 The above exploaned syochronized  deleting
ensures, that when processing the next requesi, the chent
cache and the information about the content of the client
cache o the sent information database of the proxy stpeam
server are consistent. For example, the deleting steps can
both start when a valid wntil doy lapsed or when the time
stamp associaied o the respective pece of secondary nfor-
mation is older than a given threshold date.

[0052]  In a preferred embodiment, the first andior the
apother data stream comprise's a sequence of data frames,
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wherein an inleger positive number | with =1 of these daia
frames is sent by the proxy server 1o the client computer
prior to receiving acknowledgment information sent by the
client o the proxy, wherein the acknowledgment inforimna-
tion 15 an acknowledgement Tor receiving data frames pre-
viosly sent by the proxy server, This can be done ez, using
[P o another protecol withou frame acknow ledgment
instead of IFTCE Thus, in case a frame has not been
received or nod been cormectly received, data transmission 15
ot stopped. Thus, in this preferred example the first data
streqm 15 8 eontinuous data stream,

[0053] oo further prefered example, the ¢lent computer
sends acknowledgement information, for example after o
further frames of the first data stream have been recerved
afler a given amount of Ume, In o pamiculor preferred
example, indirect acknowledgment infonmation may be pro-
vided by sending a list of frame numbers or each frame
number individually, wherein the frame momber(s ) mdicas-
ing those frames that have not been received within an
expected time amd'or not comectly received. This mdirect
acknowledgement information 15 as well relerred o as
negative acknowledpement and may be sent by the client
computer whike the proxy server sends further data frames of
ihe first data stream and'or ancther data streaim o the client
compuier, which is configured to receive these further data
frames. The proxy server may receive these direct
acknowledgments and resend those frames that have been
idemtified by the ndirect acknowledgment information.
Resending of these frames 15 preferably obtained by adding
them to the first data stream, alternatively the resend trames
may be sent by any other data stiream,

[0054]  For example. each frame may compnse a hosh
vl obiained by mapping the information of the frame by
a hash function, The client may apply the same hash function
1o the infermeation of the respective frame. The client may
compare the such obtsined second hash value with the
received hash value. I the two hash values maich, the
corresponding frame is considerad o be received correctly.
An indirect scknowledgment message s ool sent by the
client, 11 the two hash values do not match, the frame has not
been comrectly received and cormect receipt is not acknowl-
cdged by sending a comesponding indirect acknowledge-
iment information comprising the frame number of the
mon-comrectly or a non-received frame to the proxy server,
which In response mav re-transmit the non-acknowledged
frames in the first or o second data stream,

[055]  For example, each data fmme of the respective first
or another data siream may comprise posifion information
idendifving a umigue posibon of at least o oumber of doia
frames in the respective first ar another data stream. In the
simplest case, the position infonmation 1= simply & number
indwating the position of o frame 10 the sequence of fames
constituting the data stream. The client computer may com-
pare the position miormation recerved with a respective dota
frame with the acwal position of the data Trame m the
sequence of received data frames and preferably detenmine
if the positon information comprised in the frame motches
with the position in the sequence of received frames or if
does not match. Based on the comparson the method may
comprise, by the chent computer, determimng the position
infonmation of data frames that have not been received Ty
scanming the received pieces of infonuation for omitted
position infonmation, e.g. no received pieces of information
are those pieces where consecutively received data frames
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fail v hawe consecutive position infenmation. The chient may
send the position information of the not received data frames
(and'or not comectly received data frames) to the proxy
server, and in response the proxy server may send a second
data stream comprising the previcusly not-seceived data
frimmes (andior ool corectly received data frames) o the
client compuier amlior add the oot received dala frames 1o
the first data stream.

[se] I o particular prefernsd embodiment, the proxy
server determines o measure of the mie of non-received data
frumes (which may include the not comrectly received data
Trames ) over the sent data frames i the frst or asother data
siream sent by the proxy 1o the client. Herein non-received
data frames can be entirely not received data frames andfor
oot correctly recerved data frames and'or the sum of bob, [F
the measure indicates a higher rate than a threshold rave, the
single stremm server reduces the transmission rate of the
secomm] data stream andior further first data streams andéor
further another data streams by an increment. Thereby. the
transmission rate 15 adjusted 1o o transoussion rote that can
be maintained without significant loss of infonmation. The
mumber of frames that are retransmitted 15 minimized.
[057]  This step of determining a measure and based on
the determined measure decrease the lransmission rate may
be repeated regulardy until the measure of the rate of
nen-received data frames indicates that the mote of non-
received data frames is below a first threshold. The method
miay as well comprise incressing the ransmission mie by o
secom] incrament in case the mepsure indicates that the rae
of non-received data frames (which may nclude the not
corresily recetved dats frames) 1s below o second threshold,
wherein the secomd threshold is below the first threshold.
[he second increment is preferably smaller than the first
inereel,

[D058]  The frst aned second icrements may be adjusted
based on an observed change of the rate of non-reccived data
fromses for example in response 10 o prior reduetion and'or
increase in the transmission rate. These steps improve adap-
ing the transmission rate 1o an sctally usable bandwidth of
the network connection.

[005%]  Adapting the transmussion rote and the seps
explained in the context of adapting the transmission mie are
not limitend to the application of adjusting the transmission
rate in the particular scepano of a proxy server sending
pieces of mformaton s client acconling 1o a sequence of
unportence, but can be used in any other scenario i which
o semder sends frames of a dats stream prior (o receiving
acknowledgment information about the previcusly sent
frame(s), c.g. using IBUDF protocol. In the context adapting
the transmission rate, the sending and receiving pieces of
disteibuted information is cnly an example application. The
transmission rate of any {preferably continnous) data stream
may be adjusted 10 the acmwally available bandwidih, The
only requirement is that the receiver of the stream provides
the semler informeticn enabling e cakeulate o measine of the
rate of nen-received dafa frames (which may include net
correctly received data frames) over the sent dota fremes in
the data siream semt by the sender 1o the receiver.

|o06D]  As already implicit. the chent and single stream
server are connected 10 g compuler nefwork comprsing at
least one webserver configured to provide information upon
request o other computers (e.g o the chient andior the
proy ) being connected o and which thos Form part of the
CoMmputer network,
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[Oied]  Onber data than website data may be transmined
instead of or in addition 0 website content, for example
distnbuted stored accounting data, distrbuted manulactur-
ing data, disteibuted sensors andior probe, stock exchange
data, husiness data eic. Herein, we use wehsite data, 1e.
information 1o be displaved on a screen (considerad 1o
optionally  include awdio information) only as a vivid
example, but the mvention 15 pot lunibed 1o this example.
The type of content or the benefit of the content = nof
relevant o the working mechanizm of the methed and the
other embodiments of the mvention, All that 15 reguired to
make advantage of the wvention s that distributed infor-
mation which distributed information is for some resson
required by the client computer comprises pleces o infor-
iatiom, and wherein sid pieces of information ane identified
by different locations. The distributed information to be
downloaded by the clent computer i identified by o primary
lecatbon on a server. Al the pomary kocafion, a primary piecs
of information is sccessible, The pnmary piece of informa-
nen inelwdes wsirochions for obiainimg secondary preces of
infonmation, each being identified by secondary locations,
which secondary locations are different from the primary
lccation.

[006Z] We use herein the twerm “equivalent algorithm™.
Tover algorithms are equivalent, if they provide the identical
results in response o the identical sets of input parameters.
Regardless of how these results are obtained or how long it
takes o obtain the results, For example, @ sequence of steps
could be altered without having an impact on the resuli. An
example for suwch an alleraton 35 replocing an ferative
function call by o recursive funciion call.

DESCRIPTION OF DRAWINGS

[0i63]  Inthe following the mvention will be described by
wiry of example, without Lmitation of the general inventive
concept, on examples of embodiment with reference to the
drawings,

[Died]  Flr 1 shows a communicalion system with a
client computer and proxy server:

[006S]  FlGr, 2 shows a dingraim of a disteibuted informa-
o
[0iet]  FIG. 3 shows a diagram of method for operating

the communication system of FIGL 1 for providing distrib-
ubed information of FIG. 2 o the clieni.

[0067)  In FIG. 1 an embodiment of 8 commumcntion
system = shown The system comprizes a client computer 10
and a proxy server 200 The client computer 10 and the proxy
server arg connected by a bidirectional network connection
S0, Thus. the client 10 con send messages to the proxy 20,
which messages can be recerved by the proxy 20, Similardy,
the proxy 20 can semnd messages o the client 10, which
messages can be received by the client L0, A message can be
for example a request being sent by the client 10 1o the proxy
20, The request can e.g. be a request for sending a data
stream., Aoy internet connection i a typical exomple for the
bidirectional nerwork connection 50, Thus, the message can
be e.g. a data stream being seat by the proxy 20 10 the client
10,

[D6E] At least the proccy 20 15 connected via at least one
bidirectional network connection 60 1o at least one weh
server 3, 308 30e, 3l Heremnalier. we will simply use
reference numeral 30 for amy webserver being configured to
provide information wpon request of the proxy server 20 via
the network connection 60 to the peoxy server 20,
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[0069]  The bidirectienal network connections 50, 60 cain
bhe any kind of network connection which may use any
transmission mechanism (hght, Infrred. radio frequency
waves, . . b and prodocol. Typical examples are an ethernet
connection, Wireless Local Ares Metwork connection or
radio fregquency connections (for example 465 or 50 won-
nections) a combination tereof or any other data transmis-
slon means enabling o send and receive information. Cnly
as an example, a satellite-pictogram has been indicated in a
connection line o indicate that the bidirectional nerwork
connections 30, 60 con for example include satellite con-
nections. Very boefly summanzing the invention iz not
limited o the vse of one of the following technologies:
copper or aluminum cables, fibre optc cables, mdio [ne-
guency transmission, all kinds of Photonics related 1o quan-
tm optics. optomechanics. clectro-optics, optockctronics
ad quantum electronies for realizing 1P Metworks like
WLAN, wWLAN, WiFi, 3G4G5GXNG, GEOMENVLED
Satedlite Up- and Downlinks, but any of these technologies
miay be used and or combined,

[0070]  FlG, 2 shows a block diagram of an example of
distributed information . As explained above the distrib-
uted information 80 consists of a number of pleces of
information #1, 82a-810, B3o-83) Bdo-Bde, 850-857 The
number of these pieces of iInformation can be as little as two
or grester than 10,000, but the techmical effect of speeding
the transmission up increases with an increasing number of
preces of mivrmeation, Todey, typical numbers are between 3
anl KD pieces.

[0071]  Each of the picces of nformation 81, $2o-82c,
B3g-83) Bda-8de, BSa-B5 may be stored at o different
kocatien, Each of the different locations may be slentified
eg., by an URL in the comesponding upper level piece of
nformaton, 1. B2a-c, B3a-83 Bda-Bde, respectively. For
examphe, a primary piece of nformaticn 81 may be stored
on a first webserver 30a (FIG. 1), a first secondary (n=2)
piece of nformation 82a may be stored on the first web-
server Ma as well, but as a separate file and thus in a
separate location. A second secondary (n=2) piece of mnfor-
mation ¥28 may be stored on the tued webserver 3le, A
third secondary (n=2) piece of information 82c may be
stored on the second webserver 300 and =0 forth. It s
essentially regardless where a particular prece of informia-
tion K1, B2a-c, B3a-B8Y) Bda-Bde 85q -BSS s stored. pro-
vided the location of each piece is comprised in an respec-
tive upper level piece of information {as ahove n denotes the
level being indicated at the lett hand side of FIG. 2: the term
upper {lower) level refers 1o o number o being smaller
(bigger) than the reference o which the comparative
“upper™ (Clower™) refers w), OF course, there does mot exist
an upper level for the pomary piece of information,
[0072]  For assembling the disinbuted mformation, the
client may parse a prunary pwee of nlormation 81, This
primary plece of nformation 81 comprises the lbeations of
a mumber ol secondary (n=2) pleces ol information $2. In the
depicted example, there are only three pieces ol secondary
mformaton, but the number “three™ 15 just an example, In
general, there is a1 least one piece of secondary information
(similarly the number of tertiary. quaternary and guinary
pieces of information is arbitrary and thus " least one’).
The number of secondary or other lower level pieces of
information can vary in wide range. eg. between 1 and
10,060, There is oo conceptual upper limit of this number,
only processing speed and bandwidith limit the number
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pieces of infommation of a lower level, Parsing the secondary
pieces of information provides the locations of the teriiany
{0=3) pieces of information and so on. In short, to obtain the
location{s) of an n™-level piece of information one has o
parse the respective upper (1-171" kevel picce of information
T thereby extract the locations wdentifving the next lower
level pieces of information. The kecations can be provided
e in the form of an URL.

[0073]  The distributed information can be eg. a computer
program having different subroutines being stored at differ-
ent locations, For example, a particelar subroutine can fonm
a picce of information. For execution of the computer
program ihe client requires access 1o all subroutines of the
privgram. In an example, the computer program may be a
webpage., or example in html. For displaving the entire
webpage, the client computer requires the instroctions of
any piece of information being included wia a link to the
respeshive location.

[0074]  The method according o the iInvention may com-
prise al keast one of the steps being symbolized in FIG. 3 and
enables to gather pieces of information 81, 820-83- 83a-
B3 8da-Bde 855-85 forming a distributed information S0-
[M078]  In a first step 101 a client computer 10 recelves an
instruction for down-loading a piece of primary information
81 {of a distributed information 80 from a primary location.
For example, a user may enter & URL nto the address line
af an internet browser.,

[00T6]  The primary picce of infomation 81 s obtained,
e Troan a proxy server 200 (andfor a cache and'or the initial
primary location itsell) and comprises at least one location
of a secondary piece of informaetion 820-82c. lo prectics,
imostly there are multiple secondary pieces of infonmation
§2a-B2c cach having an associated location on a webserver.
Heren, we will thus assume that there are multiple second-
ary pieces of information 8o, but a single one may be
sufficient. In other words, the primary piece of information
Bl mclwles mstrectons for oblamng secondary pieces of
information $2a-82c, the latter being identitied by a location
different from the locstion of the primary piece of informa-
ticn, The hocations of the secondary pieces of information
are thus included inthe primary piece of information. These
secondary pieces of information 82a-c are separately down-
leadable feom their respective different locations.

[0TF]  Mext, in step 103, the client computer 10 retrieves
the primary piece of in-formation 81 of the distributed
infosrrnation 81 from a webserver 30 or from the proxy server
20 or from a client cache 11. At this point it is noded that the
client 1 may vse the location of 8 prece of informstion {eg,
the primary piece of information) 1o identify said piece of
information on other locations (2. in the client cache or on
the proxy server),

[W0T8]  In Step 105, the client computer 10 parses the
primary picce 81 of information and st least extracts loca-
tens of secondary pieces of informanon included o the
primary piece of information 81 and determines a sequence
of importance at least based on identified secondary pieces
of information 82g-c, This step may as well include execu-
tion of those parts of the distribuied information being
already available. For example, if the distribued infonma-
tien is a websile, those fragments of the website that can be
displayed based an the fmgments comprised in the primany
piece of nformation 81 can be displaved,

[O079]  Tnostep 208, the proxy seever 20 as well parses the
primary piece of information #1 and s least extracts loca-
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tions of secomdary preces of infonnetion incleded in the
primary piece of information 1 and determines the same
sequence of Importance at least based on the secondary
pieces of information $2a-c as the client compater 10, The
seguences of imporiance are thus each equivalent {including
wlentcal) lists of pieces of secondary information, Mext, the
proxy server 20 sends a fisst data stream 41 comprising at
least one of the secondary picces of information 82a-c to the
chient computer 10 in the sequence of importance (sep 207,
The client 10 in fum receives af beast a portion of the first
data strepm 41 and preferably all preces of secondary
information B2a-B2c sent by the proxy server 20 (slep 107)
in the first data stream 41, The first data stream 41 is
preferably sent as a continuous data stresm withoul walling
for acknowledgement messages. For example, the first data
stream 41 may be sent vsing the [P/ UDP-protocal,

[DEN]  Step 207 may a5 well include execution of those
parts of the diinbuied information B0 ihat became avalable
by receiving the secondary pieces ol information 82a-c. In
thi abowve example, in which the dismboted information is
a website, those fragments of the website that can be
displaved based on the fmpments comprised in at least one
secondary piece of information §2e-c can be displayed, pror
of in paralle] o executing other steps. In case the distributed
information is a computer program, ihe available code
Tragrments can be executed as soom a5 they are available, e,
received by the client computer 10,

[0081]  The method may continue with the steps 1R and
20 both comprising porsing the secomdary  information
82a-82c for locations of termary information and kased at
least on the instructions incleded in the secondary picces of
wformation $2e- detenminmg o sequence of mporanee of
oo yvel send but identified secondary andfor tertiary pleces
of information 83a-f both, by the client computer 10 and by
the proxy server 20 (os indieated by sieps 110 and 2100, The
proxy server I can preferably parse the secondary or
tertmry pieces of information 82a-82c, 83a-83) already in
advance, i.e at an earlier point in time than the client 10, ¢.g.
in parallel or even prior to start sending the first data stream
41, In ooy case, the proxy server 20 continues sending pleces
of information §2-85 in the sequence of importance via the
first data stream 41, 1t is not necessary that all sccondary
information 82 has already been transmitted by the proxy
server M0 and received by the clieat 10 peior 1o sending
tertiary or other lower level picces of information 83, 84, 85,
Relevant is only that the algorithm for determining the
sequence of importance by the proxy 20 provides the same
segquence as the algorithm execuied by the chent 100 In this
sense the two sequencing routines are equivalent and pref-
erably identical.

[082]  Furher, lower level pieces of information Bda 1o
BS are wlennfisd n the same way, 1.e. by parsing corre-
sponding higher-level pieces of information by the client
and by the proxy (indicated by steps 1n, 2La). The prosy 20
ard the client 10 con wennfy the locatons of a lower Jevel
picee of information svmbolized by Ba, wherein o denotes
the leve] of the prece of information (eg. n=4, 5, ... then
Bu=84, 85, . .. Jonly after having received the respective
upper level piece of information. The proxy 20 preferably
hiss 1l respective pieces of informaticn i its cache and can
thus extract locations of lower level pieces already in
sdvance. The client, however, extracts the locations of the
respective lower level piece of information afier having
received those portions of the fiest data stream 41 compris-
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ing the respective upper level piece of information. Chixe
identified, the pieces ol information 8 can be transmited
via stream 41 by the proxy 20 to the client 1 (see steps 120,
2Imy. Thus, n can ke increased by | and the method
contimses by repeating the steps 1ls, 20s, 12k 220 as 1ls+ ],
2ndl, 12p+l and 22+l

[083]  Preferably, after each sent piece of information 81,
BZo-Blc, 830-B3. 8du-Bde, B3a-831 the proxy server may
use an updmted sequence of importance for sequencing not
vet sent pieces of information in the first data stream 41 The
updated sequence of imporlance may compnse (e,
addition} the imporance of lower level pieces of informa-
tien identified by their respective location as comprised in
smid each sent piece of information. OF course, the step may
b omitted alter sending a piece of infonmation which does
ol have an associated lower level prece of wformaton,
Similarly, the client 10 may as well determine said updated
soquence {or an eguivalent) of imporance alter receipt of
smd sent prece of information,

[D0E4]  Generalizing one may summarize that the clicot 10
and the prosy 20 both determine identical sequences of
identified pieces of information. Subsequently. the identified
pieces of information 81, 82a-8B1c, 830-837 8da-Hde, B5g-
B are sent by the proxy 20 1o the client as a preferably
continuous first data stream 41, The client 10 may receive
the stream 41 and obimns the preces of informetion 81,
Blo-Rlc, #3a-B30 Bdo-Bde, B50-BST according w the
sequence of importance.

[0S]  While the data stream 41 is being sent and received
the sequence of the picces of information §1. 82a-81c
B3g-B3/ Bda-Bde, 857-85 15 continued vnil all preces of
information 81, §2o-B1c, 83:-830 Bda-84e, 850-B5/ of the
distributed information 80 are sequenced and transmitted at
least essemtially according 1o the sequence via the firz daa
stream 41, In the best case, all pieces of information 81,
Blo-Rlc, Bla-83 Bda-Bde B50-B5F ane available in the
proxy cache 21, thus in this case the first data streaim can be
el 85 8 continuons stream.

[0ig6]  IF one o more pieces of information ane idemified
b the proxy but not svailable in the proxy cache 21, these
can be loaded from the coresponding identified location
while other cached and thus available pieces of information
are transmitted via the first data stream 41 to the client 10.
For example, if a lower level (n=1) piece of information is
not vet available in the proxy cache 21 for being sent via
atream 41 to the client 10 although it s sequenced o be senl
next, sending these pleces can be shified 1o a loer point in
time. Thus, these non-available pieces are not sent according
T their position in the sequence, thereby enabling to semd
available pieces via the preferably continuous first data
stream 41, instepd, At least the non-shifted pieces of infor-
mation are preferably enumerated seeonding (o their pesition
in the sequence. €.2. by a oumber in e.g. in a header of a
frame. In other words, when sending the non-shifted and/or
shified preces of wlformaton, each prece of infonmation s
preferably tagged with a position identifier which position
identifier mdictes the positon of the respective plece of
information in the sequence of impornance. For example, the
first data stream 41 may consist of a sequence of frames. The
position klentifier being tagging each piece of infonmation
enables the client 1o identify any received piece of informa-
tion by its position in the sequence of iImportance {e.z. by a
reverse look-up). The enumeration can be wansmitied fior
example in a header portion preceding each piece of infor-
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miatian an the first data siresum 41, A mumber of empty fromes
{or at least a frame encoding the infonmation that a plece of
information is mot yet availlable) can be sent instead of the
it wet available piece(s) of infenmation, thereby maintain-
ing svnchronization of sent data and the expeciation of the
client about the pieces of information being sent secording
o the sequence. The empty frames can be identified by the
client and optionally a later transmission can be requested by
tor thee client 1V from the proxy 20, The proxy may as well
send the initially omitied pieces of information in the first or
o second data stream. once the respective pleces became
available, Again, a number (or any other kind of position
wentifier) may be provided, e.g. in the header of the respec-
tive framels) wherein the number corresponds 1o the posi-
tion a0 the inatially determined sequence, This is ane pos-
sibility to enable the client to 1dentify the received data as
the imnally cmitted preced of mfomation,

[oET]  As well, the initially omined preces of information
8y (wherein x 15 an integer and x=1} can be submitted as a
subsequent second data stream 42 and may have the same
initiating role as the piece of primary information i the
cxample above, sending and receiving these initially omitted
pieces of information in the second data siream 42 =
indicated ss steps 230 and 130 respectively.

[0088] More generally speaking. cach upper level picoe of
wformation has an initiafing role for sending those lower
level pieces of information in the first or oplionally in the
ool data stream 41, 42

[oEg]  As deprcted in FIG, 1, the chent may have a clien
cache 11 and be configured to store pieces of information
recerved vig the dats stream 41 from the proxy server 2000
the client cache 11, The proxy server may comprise a sent
information database 22. The sent information database
keeps truck of the mformation being sent to the client and
this being present in the client cache 11 Thus, a retrans-
mission of pieces of data can be avoided, by simply omitiing
the preces of information that ane in the chent cache 11 in the
sequence of importance. Optionally, a time stamp s
aesigned 1o at least one of the pieces of information stored
in the client cache 11 and e same time stamp may be stoped
in the sent inlormation database. The assigned fime stamp
enables to determine a time afier which the cached infor-
mation is no knger considered present and accordingly the
corresponding piece of infonmation would be included in the
sequence of mportance again, if it = a pan of distributed
information to be made available on the client 10

[ivady)  In FIG. 3, Step 205 15 indicated o be performesd
after step 203, but this sequence is onlv an example. The
sequence of importance can be generated at any time once
the proxy server has obiained the primary piece of informa-
tion and prior to sending the fiest secondary piece of infor-
mation. This point in time can be even prior to receiving the
information about the primary location from the client, as a
proxy typically caches wehsites or other information that is
expected 1 be requesied, bul preferably mor actually
requesied when being cached. Similarly steps 200, 211, or
more generally 21e can be performed at any time afler
lomding the respective plece of information by the proxy e
from the location of said respective piece of information and
prior to semding the correspending next lower (o417 Jevel
pieces of wformation,

[ida1]  Further. 1t has been explained with respect 1o steps
103 and 107 that any piece of information may be used as
intended {executed, displayed, . . . ) once it has become
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avallable 1o the chient computer 10, This may take ploce in
parallel with receiving turther pieces of information &r via
a dota stream, eg. the first data stream 41,

LIST OF REFERENCE NUMERALS

[0092] 5 sequence of importance (list)

[0i93] 10 client computer

[Ooed] 11 Chent cache

[00%5] 20 proxy computer

[DiE) 21 proxy cache

[00%7] 22 sent information databmse

[O098] 3w to 30 web server

(D] 41 fist data stream

[Onm] 42 second data stream

[0101] S0 badirectional network connections/data links

[0102] &l o 8l bidirectomal network commections’data
links

[0103] B primary pieces of information

[0104) B2 w0 B2o secondary piece of mformation

[O105]  B3a to 83/ tertiary picces ol information

[0106]  Bda o Bde quaternary pieces of information

[0106F]  B5e o BS quinary pieces of information

[O10E] L0 & system

1A method for obtaining distribated mformation by a
client computer of a computer network, wherein the distrik-
uted  information comprises pieces of infonmation  and
wherein which pieces of mfcrmation are identified by daf-
ferent locations, the method comprising:

(1) by a chent compuier: receiving o command for down-
Ioacing distributed information. being identified by a
primary location on a server;

(i1} b the chent compiner: sending information about the
primary locilicen e a proxy server;

(111} by the proxy server: Receiving the information about
the primary location from the chentl compuier;

(v by the client computer: Relneving ol least ane pri
mary piece of information of the disteibuted infonma-
tion heing identified by the primary location from the
primary location wxdior from a proxy server andior a
client cache, wherein the primary piece of information
includes instructions for ohaining separately down-
leadable secondary preces o infomation, wherein each
secondary peece of information s entified in the
primary piece of information by o secondary location,
which secomdary location s different from the peimany
Iocation and whercin the secondary picces of informa-
tion are separmtely downlosdable and part of sawd
distributed information;

(v} by the chent computer: Delermining a sequence of
importance of the secondary pieces of information
wsing an algorithm:

(vil by the proxy server: Determining the sequence of
importance of the secondary pieces of information
wing the same algorthm as the client computer in
feature (v} or algonthm equivalent o algonthm in
feature [v],

(vit) by the proxy server: Sending a ficst data stream
comprising at least a portion of the secondary pieces of
information to the client computer wherein secondary
pieces of information are sequenced acconding to their
position in the sequence of imponance as determined
by the proxy server and/or wherein secondary pieces of
information are sent with a position indicator identify-
ing the positicn of the respective secondary picce of
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mformaton in the sequence of impodamee p defer-
mined by the proxy server and
{vill}) by the client computer: receiving the first data
streiam and wsing the sequence of importance a5 deter-
mined by the client computer as a look-up table o
wentify at least one piece of mformation received via
the first data stream by D13 position in the fisst data
siream and’or by the position indicator.
2. The method of claim 1, charseterized o that it further
comprises, by the proxy server, sending the primary nfor-
mation and at least ane secondary piece of information in the
first dana stream, andfor the firs daga siream 15 o conlinuogs
slream.
3. The method of clam 1, chameterized in that it further
comprises, in the sending step, omitting a number of sec-
omeary pieces of information in the first data siream and
enumerating the non-omitted secondary pleces of informa-
tion according to the determined sequence,
4, The methed of clmm 3, chorscierized n that, afier
having sent a secondsry piece of infonmation, the proxy
server reploces the sequence of imperance by an updated
sequence of importance, wherein the updated sequence of
imporance comprises an importance of at least one first
tertiry prece of mfomation and the non-sent secondary
pieces of information, wherein each of the at least one first
teriary picce of information is identified in said sent sec-
ondary piece of information by a frst teriary location.
8. The methed of one claim 4, characterized in that it
further compnses by the client compater and after the cliem
computer received said secondary piece of information:
extracting from said received secondary piece of informa-
tion at least one location of a ferfiary piece of information
and determining an updated sequence of iImponance at least
of the net yet receved preces of secondary information and
of the at least ome piece first ferfiary piece of information
6. The method of cloim 4, characterized in that the method
steps as defined in claim 4 and'or § are performed while the
client computer continues 1o reccive the first data stream.
T. The method of clam 1, chameterized in that it furher
COMprises:
updating a cache storage on the elient compater, wherein
the cache storage comprises at least one secondary
piece of information and a time stamp assigoed 10 the
at least one secondary piece of information being
recerved os a portion of the lrst data stream; and

updating & sent infommation database on the proxy server
by storing an identifier for the secondary pieces of
infoermation being sent 1o the cliem computer and the
assigned time stamp:
by the client computer: sending @ second information
about a second primary location to the proxy server,

by ihe proxy server: Receiving the second information
about the second primary location from the client
Cormpuler;

by the client computer: Hetrieving ot least one second
primary piece of information of the distnbuted nfor-
mation being identified by the primary location from
the primary location and/or from a proxy server and'or
a cliemt cache, wherein the second pamary piece of
information includes instructions for obiaining second-
ary pieces of information each being identified by
secondary locations, which secomdary locations are
different from the second primary location:
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by the client computer, Defermining o second sequenee of
imporance of the second secondary pieces of intonms-
tien using an algorithm;
by the proxy server. Detenmining the second sequence of
importance of the secondary pieces of information,

by the proxy server: Sending a second first data stream
comprsing at least a portion of the second secondary
pigces of information w the client compuier wherein
secondary pieces of inlomation are sequenced accord-
ing e their position in the sequence of importance as
determined by the proxy server and/or wherein szcond-
ary pieces of mformation are sent with a position
wentifier wWennlyving the position of the respective
secondary piece of information in the sequence of
imporiance as determined by the proxy server, wherein
sepond secomdary pieces of information in the second
first data stream which have an kentifier having
assigned thereto a time stump being vounger than a first
threshold date are omitted when sequencing the second
first data stream.

by the cliem computer: receiving the second frst daia

stream and using the sequence of mportance as deter-
mined by the chent computer a5 a look-up takle o
idemtify at least one piece of informstion received via
the first data stream by s positton o the st data
stream and'or by the position indiaton, wherein the
second secondary pieces of information being stored in
the client’s cache storsge which have an dentifier
having assigned thereto a time stamp being vounger
than a first threshold date are considered to be omitted
in the secondary pleces of information being received.

8. The method of claim 3, characterized in that it further
comprses, comparing o et prece of informatien for which
an identifier has been stored in the sent information data kase
with a another piece of information being presently available
under the lecaton thot identifed the st plece of infonma-
tion. and if the comparison provides a difference between the
two secondary preces of information, sending 1o the chent
computer a another data stream comprising the ancther piece
of information and an assigned time stamp.

B The method of claim 3, characterized in that it further
comprizes deleting secondary pieces of information having
a time stamp being older than a second threshold date from
the cache storage and deleting the corresponding identificr
and the asociated time stamp from the sent information
database, wherein both deleting steps start at the same given
poinl an lime,

10, The methed of claim 1, charactenzed in that the first
ad’or the another data stream comprizes a sequence of data
frames. wherein a number of these data frames is sent by the
proxy server e the clienl compuler pror 10 receiving an
acknowledgment for previously sent data frames by the
Proxy Server.

11. The method of clum 10, chamcteriaed i that each
data frame of the respective first or anciher data siream
comprises position information identifving a unique position
of the data frame in the respective first data stream or
anciher daia siream. and in that the client compuier:

compares the position information received with the

respective data frame with the actual position of the

data frame in the sequence of received data fraimes,
based on the companison determines the position infor-

mation of data frames that have not been received as
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those  posion  information,  where  consecutively
received data frames fail o have consecutive position
information, and

semds the position information of the not received data
frames from the client computer to the proxy server,
el

by the proxy server, sending a data siream comprising the
previously not received data frames 10 the client computer.

12, The methed of clam 11, charactenzed n that the
proxy server determines a measure of the rate of non-
recerved data frames over the sent dato frames 1o the first or
another data stream and f this measure ndicates a higher
rate than a threshold rate, the proxy server reduces the
transmuission rate of the secomd data stream andfor Turher
firat dlata stredms aoddor farther another data streams,

13. The method of claim 1. chamactenized in that smd
refrieving the ot Jeast one primaery piece of infommation
comprises:

a. sending o UKL identifving the primary piece of infor-
maticn on the first webserver to the proxy server by the
client,

b. sending the pomary prece of information by the proxy
server o the client compuier, and

. receiving the primary piece of information sent by the
proxy server by the client,

14, The method of claim 13, chamcterized in that the
proxy server identifies those secondary picces of inlorma-
tiom od being cached by the proxy server and while sending
the primary piece of information the proxy server sends a
downdoad request Tor those secondary preces of infommeation
0 3 webserver having these identified secondary pieces of
information.

15, A computer readable medium, charscterized in that i
comprises computer readable instructions for a client com-
prter to perform the method steps oft

recerving o command for downlosding distobuted mnfor-
mation being wdentified by a primary location on a
BETVET:

sending information about the primary location to a proxy
SETVET

retrieving st least one primary picce of information of the
distributed information being klentified by the prmary
location from the primary location and'or from a proxy
server and/or a client cache, wherein the pnimary piece
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of informeten meludes mstrucions for ohtmmng sec-
omdary preces of nformanon each being identified by
secondary locations, which secondary locations are
different from the prmary location:

determining a sequence of imperiance of the secondany

pieces of information using an algorithm:
receiving a first dota stream and vsing the sequence of
impariance a5 defermined by the client computer as a
leok-up table w identify an least one piece of informa-
ton received via the frst dota stream by s position n
the first data stream axdior by the position indicatos,
16. The computer readable medium of claim 15, charac-
Terrzed i that 11 funber comprises ai least compuier readable
imstruetions for performing the method steps of clam 5.
17. A computer readable medium, charactertzed in that it
cianprises computer repdable instrections for o proxy server
to perform the method steps of:
receiving information sbout a pnmary location from
client computer, wherein the primory  information
includes instmctions for obtaining secondary pieces of
information each being wentified by secondary loca-
ticns, which secondary locations are different from the
primary location;
determining a sequence of nperance of the secondary
pieces of information, wherein the sequence of impor-
lance is nol ransmitted w the client compuier.

sending & first data stream comprsing a1 least a portion of
the secondary pieces of information to the client com-
puter wherein secondory pleces of mfommation are
sequenced according 1o their position in the sequence
of importance as determined by the proxy server and/or
wherein secondary preces of mformaion are sent with
a pogition idemifier identifving the position of the
respective secondary piece of information in the
sequense of impertance as determmined by the proxy
SOEVET.

18, The computer resdable medium of cluam 16, charac-
terized in that i1 comprises computer readable inzirictions
for the methed steps of claim 1.

19. A compuler. comprnsing and/or having sccess 1o a
computer readable medium of claim 15

20, A computer, comprising and/or having access 10 a
computer readable medium of claim 17.

O
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i Bippdicant e e I—
| Rock, Klaus

Communication under Rule 71(2) EPC
1. Intention to granl

You are informed that the examining division intends to grant a European patent on the basis of the above
application, with the text and drawings and the related bibliographic data as indicated below.

A copy of the relevant documents is enclosed

1.1 In the text for the Contracting States:
AL AT BE BG CH CY CZ DE DK EE ES FIFR GB GR HR HU IE IS T LI LT LU LY MC MK MT NL NG PL FT
RO RS SE 31 SK SM TR

Description, Pages
1-32 ariginally filed
Sa filed in electronic form on 22-09-2020

Claims, Numbers
1-16 filed in electronic form on 22-08-2020

Drawings, Sheets
18-343 as originally filed

With the following amendments to the above-mentioned documents according to your request dated
22.09-2020: (2)

Description, Pages 5

With the following amendments to the above-mentioned documents proposed by the division

Registered letter

EPD Foem 20040 07 Z0CKP
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Date 22 12 2022 Shant 2 Application Mo.: 19 185 655.4

Description, Pages 5
Claims, Mumbears 1,3, 8,15, 16

Comments

DESCRIPTION
Page 5: Mention of relevant prior art in the description (Rule 42(1) EPC).
Mote for the editors: Page 5a should be inserted at page 5 after ling 18, as indicatad by the
:apphl::&nt on the lether of 22-08-2020, It has been marked by the division on page 5 in the following
ormat <.,
Eﬂga EQDesmiptinn adapted to amended claims (Art. B4 EPC and Rule 42(1)(c) EPC),

LAIM
Pages 1, 2, CLAIMS 1, 3: Scope of claim unclear - clarified (Art. 84 EPC). The subject-matter of the
independant ¢laim 1 has been further amended by the division as to ensure that it is clear that the
cliznt device sends to the proxy a request for a certain data to be fetched (according to the receivad
command, which is the ong containing the primary location server information), basis can be found
on page 22 |, 6-9; this objection was raised in the previous Search Opinion §1.1.1. It has also been
clarified in claim 1 that the client can only retrieve primary information from the primary location
server andior from a proxy server andir from a proxy cacha (21), but not from the client cache (11),
according to what is disclosed in the description {see paragraph from page 6 |. 27, or page 101. 19
orwards: Remark: the invention just discloses the client cache storing secondary information as in
claim 7).
Page 3? Claim &: Errar{s} in spelling, grammar, fypography corrected.
Page 6, CLAIMS 15, 16: To meet the requirements of EPC GL G-ll, 3.6, a computer program like
claim has to be compliant with a proper format for such program claims, Le. indicating the effect of
its execution on & procassor computer.

See also the comments in enclosed EPO Form 2906,
1.2 Bibliographic data

The tile of the invention in the three official languages of the European Patent Office, the international patent
classification, the designated contracting states, he registerad nama(s) of the applicant(s) and the other
hibdiagraphic data are shown on EPO Form 2056 (enclosed).

2, Invitation
You are invited, within a non-extendable period of four months of notification of this communication,

21 to EITHER approve the text communicated above and verify the bibliographic data (Rule 71(5) EPC)

(1) by filing a franslation of the claim(s} in the other two official languageas of the EPO

Fee code EUR
{2a) by paying the fee for grant including the fee
for publication: o7 990.00
minus any amoun! already paid (Rule Mals) EPC): 0.00
Total amount: 980.00
{3 by paying additional claims fees under Rule 71(4) EPC,
number of claims fees payable: O 016 0.00

Registered letter

P Fgrm 20040 07 Z0CXF
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Date 2212 2022 Sheel 3 Application Mo.: 19 189 6565.4

minus any amount already paid (Rule 71a(5) EPC): 0.00

Taotal amount: 0.00

Impaortant: If the translations of the claims and fees have alreagy been filed and paid respeciively in reply to a
previous communication under Rule 71(3) EPC, e.g. in the case of resumption of examination after approval
(see Guidelines C-V, 6), agreement as to the text to be granted (Rule 71ai1) EPC) must ba expressad
within the same time limit (e.g. by appraving the text and verifying the bibliographic data, by confirming that
grant proceedings can go ahead with the documents on file andior by stating which translations of the claims
already on file are to be used).

Mota 1: See "Moles concarming fee payments” below.

Maote 2: Any overpald "minus” amounts will be refunded whan the decision 1o grant (EPO Form
2006A) has boon issued.

Mote 3: For the calculation of the grant fee under Article 2(2), No. 7. RFees (old fee structure), the
number of pages is determined on the basis of a clean copy of the application documents, in
which text deleted as a result of any amendments by the examining division is not shown.
Such clean copy is made available via on-line file inspection only.

2.2  OR, inthe case of disapproval, 1o request reasoned amendments or corrections 1o the text
communicated above or keep to the latest text submitted by you (Rule T1(6) EPC).

In this casa the translations of the claims and fee payments mentioned under point 2.1 above are NOT due.

The terms "amendment(s)” and "correction{s)" refer only to amendments or corrections of the application
documents and not of olher documents {e.g. bibliographic data, the designation of the inventor, ec. ).

If filing amendmeants, you must identify them and indicate the basis for them in the application as filed. Failure
io meet either reguirement may lead to a communication from the examining division requesting that you
correct this deficiency (Rule 137(2) EPC).

2.3 Bibliographic data

Whara you request a change or correction of bibhographic dala in responsea to the RBula 71(3) communication,
this will not cause the sending of a further communication under Rule 71(3) EPC. You will still have to pay the
fees and file translations in reply to the Rule 71{3) communication in the case of 2.1 above, unless you also file
a t:ga&;:na-d request for amendments or corractions In responsa la the Rule 71{3) communication (see case 2.2
above).

3. Loss of rights

If neither of the two possible acfions above (see points 2.1 or 2.2) is performed in due time, the European
patent application will be deemead 1o be withdrawn {Rule 71(7} EPC).

4.  Further procedure
4.1 Inthe case of point 2.1 above

4.1.1 The decision to grant the European patent will be issued, and the mention of the grant of the patent will be
published in the European Patent Bulletin, if the requirements concerning the translation of the claims and the
payment of all lees are fulliled and there is agreement as to the taxt 1o be granted (Rule F1a(1) EPC).

Hote on payment of the renewal fee:

If a renewal fee becomes due before the next possible date for publication of the mention of the grant of the
Eurppean patent, publication will be effected only after the renewal fee and any additional fee have been paid
{Fule T1a{4) EPC).

Registered letter
EPZ Form 20045 0T Z0CEF
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Date 22.12.2022 Sheet 4 Application Mo.: 19 189 655.4

LInder Article 86(2) EFC, the obligation to pay renewal fees to the European Patent Office terminates with the
payment of the renewal fee due in respect of the year in which the mention of the grant of the Europgan patent
is published.

Mote on payment of the designation fee(s):
If the designation fee(s) become(s) due after the communication under Rule ¥1(3) EPC, the mention of the
grant of the European patent will not be published until these fees have been paid (Hule 71a(3) EPC).

4.1.2 After publication, the European patent specification can be downloaded free of charge from the EFO
publication server hitps:#dala epo.orgpublication-server.

4.1.2 Filing of translations in the contracting states

As ragards translation reguirements prascribed by the contracting states under Article §5(1) EPC, please
consult the website of the European Patent Office

www epo.org ~Law & practice =Legal texts, Mational law relating to the EPC

www.epo.org =~Law & practice =All Legal texts =London Agreement

In the case of a valid extension or validation

As regards translation reguirements prescribed by the extension or validation states, please consult the
website of the European Fatent Office
wiw.epo,org =Law & practice =Legal texts, National law relating to the EPC

Failure to supply a prescribed translation in 8 contracting state, or in an extension ar validation state
may result in the patent being deemed to be void ab inifio in the state concerned (Art. 65(3) EPC).

4.2 Inthe case of 2.2 above

If the presant communication under Rule 71(3) EPC is based on an auxiliary requeast and, within the tima limit,
you maintain the main requast or a highar ranking request which is not allowable, the application will be
refused (Art. 87({2) EPC).

If the examining division gives its consent to the requested amendments or comections, it will issue a new
communication under Rule 71(3) EPC; otherwise, it shall resume the examination proceedings
{Rule 71(6) EPC).

5. Filing of a divisional application

Any divisional application relating 1o this European patent application must be filed directly with the European
Patent Office in Munich, The Hague or Berlin and will be in the language of the proceedings far the present
application, or if the latter was not in an official language of the EPD, the divisional application may be filed in
the language of the present application as filed (see Article TB{1) and Rule 36(2) EPC). Any such divisional
application must be flled while the prasent application is sfill panding {Rule 36{1) EPC; Guidelines A-IV, 1.1.1).

6. Moles concerning fee payments

6.1 Making payments
For paymeanis made via deposil account, please note that as from 1 December 2017 debit orders will only be
carried out if filed in an electronically processable format (xml), using an accepted means of filing as laid down

in the Arangements for deposit accounts (ADA), published in the Supplementary publication in the Official
Journal.

All relevant information related to the modes of payment of faes to the EPO can be retrigved from the EPQ
website at "Making Payments”,

6.2 Information concerning fee amounts

Registered letter
EMS Farm Ponal 07 200EP
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Date 22.12.2022 Sheet 5 Application No.: 19 189 655.4

Procedural foes are usually adjusted every two years, on even years, with effect from 1 April. Tharefore,
before making a payment, parties should verify the amounts actually due on the date of payment using tha
applicable version of the Schedule of fees and expenses, published as a Supplement 1o the Official Journal of
the EPD, available on the EPO websile (www.epo.org) at www.epo.orgschedule-of-fees. The "Schedule of

fees" 1able allows the viewing, downloading and searching of individual fee amounts, both current and
previous.

6.3 MNote to users of the automatic debiting procedure

The fee for grant, including the fee for publication, and any additional claims fees due under Rule 71(4) EPC
will be debited automatically on the date of fling of the translations of the claims, or on the last day of tha
period of this communication. However, if the designation fea(s) become(s) due as sat out in Rule T1a(3) ERFC
andior a renewal fee becomes due as set out in Rule P1al(4) EPC, theses should be paid ﬁegarately by another
permitted way of payment in order not to delay the publication of the mention of the grant. The same applies in
these circumstances to the payment of extension and validation fees.

Examining Division:

Chairman: Lazaro, Marisa

2nd Examiner: Durand-Schaefer, B
15t Examiner: Valero, Monica

o,

EVELS £

g ey,
Edr
Py R ‘dF

Mannheimer, Caroling
For the Examining Division

ailyi]"d u‘ﬂ‘nﬁ

Tel. Mo +31 70 340 - 2112 Branch at The Hague
Enclasures: Text intended for grant

EPC Form 2056

EPC Form 2906
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Annex to EPO Form 2004, Communigation pursuant ta Rule 71(3) EPC

Bibliographical data of European patent application Mo, 19 189 655.4

For the intended grant of the European patent, the bibliographical data are set out below, for information:

Title ef invention: - VERFAHREM UMD SYSTEM ZUR DATEMUBERTRAGUNG MIT
SIGMIFIKANT VERRINGERTEN LATENZVERLUSTEN
= METHOD AND SYSTEM FOR DATA TRANSMISSION WITH
SIGNIFICANTLY RECUCED LATENGCY LOSSES
- PROCEDE ET SYSTEME DE TRANSMISSION DE DONNEES A
PEATES DE LATENCE REDUITES DE MANIERE SIGNIFICATIVE

Classification: WY, HO4LESA 045 HO4LE580 HOLLE5E12
Date of filing: 01.08.2019
Priority claimed:

Contracting States”

for which fees have

been paid: ALATBEBGCHCY CZDEDKEEESFIFRGEGRHRHUIEISITLILTLU
LW MG ME MT ML NO PL PT RO RS SE SISK SM TR

Extension States*
for which fees have
bean paid:

Validation Stales”
for which fees have
been paid:

Applicant(s)™: Rock, Klaus
Bonhoeferstrasse 37
3432 Aalen
OE

Inventor(s): Rock, Klaus
Bonhoeffersirasse 37
T3432 Aalen
DE

| If the time fimit for the payment of designation fees according fo Rule 38(1) EPC has not yet
[ expired and the applicant has not withdrawn any designation, all Contracting
| States Exlension SlatesValidation States are currently still deemed to be designated.
Sesa also Rule 71a(3) EPC and, if applicable, the above Mote to users of the automatic debiting
procedure,
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